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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3660
23.27.220.116 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 5
212.179. 54. 237 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
115. 239. 228. 10 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|[JLM Under Attack Con Htp drop 2
183. 60. 48. 25 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
104. 255. 70. 247 147.237.76. 42 refuah.idf.il Bock Np All _Net drop 1
115. 239. 228. 10 Chi na 147.237.0. 200 ndu. i df . i | Frk Under Attack Con Htp drop 1
104. 255. 70. 247 147. 237.76. 197 e. hi nush. i df .i | Block Np Al Net drop 1
104. 255. 70. 247 147. 237. 76. 199 e. nakchal .idf.i| Block Np Al Net drop 1
141.212.122.138 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock_ Wp Al _Nets drop 1
115. 239. 228. 10 Chi na 147. 237. 0. 200 ndu. i of . i | Frk Purple Gon Linit Htp drop 1
141.212.122. 139 Lhited Sates 147.237.76. 34 yohal an.i df .il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
184. 173. 233. 226 [Lnited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
188. 165. 15. 32 France 147.237.72.166 |aka.idf.il 28: HITP.  AhrefBot craw er B ock 1
88.231.180. 216 |Turkey 147.237.77.170 |maar achot . i df . i| [@025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1
106. 38. 241. 106  [Chi na 147.237.77.170 |m@arachot.idf.il |[Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
177.185.194.92 |Brazil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

fdt d"’:ceks; Target Address Actotu"’r‘]ctkre; ‘Ste ‘Signature ‘Count‘
202.3.255.143 |147.237.77. 216 gf;ﬁ:sia dover i df .il GPL SCAN nmap TCP 462
177.185. 194. 92 [147. 237. 77. 74 |Brazil lawidf.il S Injection - Select From 3

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
149.78.9.202 |147.237.76.86 |[Israel navy. i df.il ET SCAN NVAP -sA (2) 2
66.249. 93. 103 [147.237.77.216 [Uhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
23.27.220.116 [147.237.77.216 [lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.0.16 |hina ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1

175 101, 58. 213 |147. 237 0. 16 lindia ny- kosher-kravi i df i1 ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

‘Attacker Qountry Target Address |Ste Signature

167. 114. 156. 16 |[Canada 147.237.77. 216 |dover. i df il drop SAMrule drop 4247

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1339

167. 114. 156. 16 |[Canada 147.237.77. 216 |dover.idf.il drop drop 1010

202. 3. 255. 143 |French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37

R SYNretransmt wth different .

89. 138. 101. 110 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |33

37.17.224.62  |Ger many 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data [nonitor |26

37.17.224.62  |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor |24
Sreanming Engine: TCP Invalid i i ssi

46.116. 89. 157 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. |y, 21
Ret r ansmi ssi on Packet dr opped.

23.27.220.116 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20

2.54.10.234 I srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17

2.54.168. 4 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 15

reamn ine: TCP Invali i i ssi

5.28.184.117 |l srael 147. 237. 72. 166 |aka. i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.

84.108. 15. 173 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor (9

5. 43. 195. 50 g":lcisgi':['ja” Territoryl 47, 237. 77. 216 |dover. i df . il SYN At t ack SYN -> SYN-ACK - > RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi

95.86.83.216  |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, ., 8
Ret r ansni ssi on Packet dropped.

46. 19. 86. 148 | srael 147.237.0.19 |nadimatal.idf.il|drop SAMrul e drop

46.19.85.171 |Israel 147.237.77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 91 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or

5. 43. 195. 50 g":lcisgi':['ja” Territory.ly 47, 237, 77. 176 [natpash.iof . i1 [SYN Att ack SYN -> SYN-ACK - > RST rej ect 6

149. 88. 226. 111 |l srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid i i sSi

176.13.1.170 |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi

82.166. 114. 143 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

41.33.232.66 |Egypt 147.237.77. 216 |dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

37.46.34.123  |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber monitor (6

46.19.85.171  [lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6

23.27.220.116 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

5.102. 254.222 |[lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber monitor (6
Sreaning Engine: TGP Invalid i i sSi

109. 64.54.34  |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

94. 230. 86. 240 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

46.19.86.103 [l srael 147.237.77. 216 [dover. i df il Bad TCP sequence I'nval i d ACK nunber nonitor |5

37.46. 39. 243 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

37.26.149.135 |[Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46.19.85.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

208. 115.111. 73 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

23.27.220.116 |United Sates 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber alert 4

46. 19. 86. 233 | srael 147.237.76.86 |navy.idf.il drop SAMrul e drop 4

2.52.24.115 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid ' i ssi

89.138.32.234 |Isradl 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

23.27.220.116 |Lhited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or

195. 34.150. 18 |Austria 147.237.77. 216 [dover. i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop

. e . Geo- | ocati on i nbound

189. 219. 147. 43 [Mexi co 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent enf or coment drop 4

149. 88. 226. 111 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect

207.46.13.136 |lLhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop

216.185. 43. 135 |Wited Sates 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence Sretransmt wth different oo |3

w ndow scal e

94.230. 86. 181 |l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber monitor |3
Sreaning Engine: TGP Invalid i i sSi

84.228. 245.76 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi

149.78.39. 200 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

2.54.140.185 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.16. 144 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 28
85.250.126.71 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 21
84.108.166.77 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 16
2.54.22.156 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
46.116.89.157 |Israel 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 5
46.19. 86. 162 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 65. 224 B ock 3
89.138.32.234 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
2.54.12.52 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
195. 154. 191. 97 |France 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 2
84.108.15.173 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 fo - 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
46.19. 86. 62 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode B ock 2
84.109.0. 73 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip storage/files/8/ B ock
195. 154. 191. 97 |France 147.237.77.176 |mat pash. i df . il  |Miltiple Wauthorized URL Access from 195. 154, 191. 97 B ock 1
157. 55. 39. 174 LSqulatt:s 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/klali.aspx B ock 1
109. 65. 165. 81 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.19. 85. 91 I srael 147.237.76.42 |refuah.idf.il Mal for med URL Bl ock 1
88.231.180. 216 |[Turkey 147.237.77. 170 |n@aar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php B ock 1
207. 46. 13. 99 g;:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed UR. Access to aka.idf.il/giyus/atuda B ock 1
176.13.14.7 I srael 147.237.77. 176 [nat pash. i df . i|  |Uhauthorized URL Access to wmw cogat . idf.il/894-ar Bl ock 1
79.183.207. 133 [Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
141, 212.122. 177 g"att:: 147.237.0.19 [nadi matal . i df . i |Unauthori zed URL Access to 147.237.0.19/ B ock 1
37.26.149.248 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
216.185. 43. 135 g‘;:ﬁ 147.237.72. 156 |anan. i df . i | Mil tipl e signatures from216.185. 43. 135 B ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g 4 oo 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
85. 64.244. 147 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
68. 180. 228. 112 Lhi ted 147. 237.77. 216 |dover i df .i | Unaut hori zed URL Access to www i df.il/118€33-19857- ha€e/ dover . asé€« B ock 1
Sates pXx
158. 85. 253. 245 Lsh'mt:g 147.237.72. 166 |aka. i df . i | MSQ. Data Retrieval with Inplicit  Qonversion Brors None 1
109. 253. 146. 127|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 85. 91 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method fdlc=* in URL B ock
2.52.164. 223 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
207.46.13. 128 g“'af(f;’ 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
149. 78. 30. 10 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/giyus/ control s/ at uda/ A B ock
37.46. 34. 123 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |g o 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
195.154.191. 97 |France 147.237. 77. 176 [nat pash. i of . i | Wy cogat . i df . i | /wp-content/pl ugi ns/ | ogi n-wal | -etgf b/l ogi n wal | . php Bl ock !
158. 85. 253. 245 LSqulatt:s 147.237.72. 166 |aka. i df . i | Mil ti pl e signatures from 158. 85. 253, 245 B ock 1
74.82.47.3 g‘;:ﬁ 147.237.77. 243 |nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
109. 253. 201. 197|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
46. 19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
212.150. 209. 2051 sr ael 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ gener al . aspx?cat i d=59333&doci d=68028 Bl ock !
89.138.101. 110 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css B ock 1
. . D stributed Lhaut hori zed URL Access on
176.13.20. 128 |Israel 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
46. 210. 159. 221 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wnhtraceabl e Connection - Protocol violation (SSLGONN QLIENT HELLOQ |[None 1
Unknown Par anet er
149. 88. 151. 113 |l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $enai | Updat e$r pt Enai | Subj ect sLi st $¢ |None 1
t1 00$cbEmai | Subj ect in v aka. i df.il/nain/giyus/fag. aspx
. . D stributed Lhaut hori zed URL Access on
37.142.215.95 |Israel 147.237.77.234hal ag. i df . il 147 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
87.68.46. 19 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None 1
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