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Attacker Address

|Attacker Country
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|Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 2311
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover _Under _Attack Con Htp drop 4
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il Bock Np All _Net dr op 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 196 e svivaidf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il Block Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 2
185. 130. 5. 224 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1
173.208. 137. 10 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
202.3.255.143  [147.237.77. 216 ;f;rfgsia dover.idf.il  [GPL SCAN nmap TCP 510
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.254  |147.237.72.166|Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
929 221 198.98 |147. 237. 76. 30 |chi na hivmsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 246. 0. 97 147. 237. 76. 200 |Chi na eitan.aka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.77.19 |lhited Sates |lavforumidf.il|ET SCAN NVAP -sS w ndow 1024 1
112. 196. 49. 101 |147.237. 76. 198 |Indi a e.yohalan.idf.il[ET SCAN NVAP -sS wi ndow 2048 1
104. 128. 144. 131|147. 237. 77. 121 |Canada enavy.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
999 78 151 4 147 237 0.34  |ni na Cikshuv.idh il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 246. 0. 97 147. 237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.76. 198 |Indi a e.yohalan.idf.i1|ET SCAN NVAP -sS wi ndow 3072 1
112.196. 49. 101 |[147.237.76. 198 (I ndi a e.yohalan.idf.il[ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il drop SAMrul e drop 6958
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2000
5.22.135. 237 I 'srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 98
202. 3. 255. 143 |French Pol ynesia|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
43. 245. 58. 88 Fiji 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34
L Sreamng Engine: TCP Invalid _
79.181.214.1 | srael 147.237.72. 166 |aka. i df .i | Inval i d checksum Packet dropped. |[drop 32
Checksum
46.19. 85. 48 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 28
207.46.13.136 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
reamng BEngi ne: TCP Invali i i SSi
109. 65.128.79  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid ivalid segnent retransnissi on. drop 27
Ret r ansmi ssi on Packet dr opped.
Vb Server Enforcenent HTTP Deni
207.241.229. 193|United Qates  |147.237. 72. 166 |aka i df il _ Veb Servers S ow HITP Denial of | ooy 18
Mol ation Service
46. 19. 86. 148 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 18
141.8.132.78 R‘Sf:;”ion 147.237.77. 216 |dover.icf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
149.88.188.80 |l srael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
Russi an . .
217. 69. 133. 223 e ot on 147.237. 72. 166 |aka. i df .i | drop SAMrul e drop 9
5.22.135. 237 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 8
37. 46. 34. 123 I srael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 8
66. 249. 93. 91 Lhited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SWN drop 7
37.162.10.182 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
reamng BEngi ne: TCP Invali i i SSi
37.26.147.177  |israel 147.237.77. 243 |t e iop i1 | SAMNG Engine: TP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 212 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
37.17.224.62 Ger many 147.237.77. 216 |dover.idf. | Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an s
217.69. 133. 225 eration 147.237.72. 166 |aka. i df . i | drop SAMrule drop 6
46.19. 85. 212 I srael 147. 237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
185. 120. 125. 3 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 6
46. 19. 86. 148 | srael 147.237.0.19 |nadi matal.idf.ildr op SAMrul e drop 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
86.131.141.71 |United Ki ngdom|147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.17.224.62 Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
2.52. 169. 36 I srael 147. 237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
141.8.132. 112 R‘Sf:;”ion 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
91.200. 12. 106 |lkrai ne 147.237.76.31 |nakchal .idf.il |drop SAMrul e drop 4
reamn ine: TCP Invali i i SSi
109. 253. 197. 100|l srael 147. 237,77, 243 |t 1 e i1 | €A g Engine P Invalid Jinvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
176.13.17.199  |israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g vl i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.60.46  |wited Sates  |147.237.77. 243 |nobile.idf.il 9 59 Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
. e SYNHAK retransmit with different .
81.245.44.180 |Bel gi um 147.237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal noni t or 3
5. 102. 253. 69 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 3
46.19. 85. 214 I srael 147.237.77. 176 |matpash.idf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [noni tor 3
Sreamng Engine: TCP Invalid i i ssi
109. 67. 5. 65 I srael 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
5.28.161.248  |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
79.182. 146. 130 |Israel 147.237.72. 166 |aka i f . i1 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
86.131.141.71 |United Kingdom|147.237.77.216 |dover.idf.il drop First packet isn't SN drop
81.245.44.180 |Bel gi um 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TCP Invalid i i ssi
79.182. 204. 168 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i SSi
77.127.53.45  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
2.52.169. 36 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 2
54.183.193.214 |lhited Sates 147.237.77.212|e.dover.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 2
Sreamng Engine: TCP Invalid i i ssi
95.86.82.149  |Israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 2
Ret r ansmi ssi on Packet dr opped.
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. . . Unaut hori zed URL Access to
46.19. 85. 146 I srael 147.237.77. 243 |nmobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 6
109. 253. 147. 108]l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
’ . . O stributed Unaut hori zed URL Access on
107.178.194. 79 |Wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 3
2.54. 136. 249 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.146.139 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ 9/ Bl ock 3
46.19. 85. 146 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 3
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Lhauthorized URL Access from 66.249. 65. 224 B ock
37.46.34.123 I srael 147.237.72.166|aka. i df . i | Untraceabl e SS. Sessions: sigal gs DoS Attack None
’ . . O stributed Unaut hori zed URL Access on
107.178.194. 87 |wnited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 2
85.130.177.73 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
] . Distributed Lhaut hori zed URL Access on
94.242.253.92 |Luxenbourg |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
85. 64. 19. 81 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
2.54.37.137 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
189, 219. 147. 43 |Mexi co 147.237.0.19 |nadimatal . i df.i|Unhauthori zed LRL Access to /tmnbl ock. cgi B ock 1
. . SS_ Lhtraceabl e Gonnection - Protocol viol ation
77.126.92. 82 I srael 147.237.72. 156 |anan. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ enl arge. asp  |B ock 1
46.19. 85. 146 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unauthorized URL Access from 46. 19. 85. 146 B ock
87.69.223.121 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
5.22.135.209  |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00$cphiei n$cphSachar $et 109 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
212.76.114.118 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
80. 246. 137. 192 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None
] - - D stributed Lhaut hori zed URL Access on
69.58.178.56  |lhited Sates |147.237.76.86 [navy.idf.il W navy. i of i |/ shar edl user cont rol s/ header upper/ Bl ock 1
172.82.128. 18 147.237.77.216|dover. i df . il Dstributed eMi| Hoarding Bl ock 1
66.249.65.231 |lsrael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
85. 64.247.164 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
40.77.167. 12 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.136.233 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 1
189. 219. 147. 43 |Mexi co 147.237.0.34 |tikshuv.idf.il |Unauthorized UR. Access to /tnunbl ock. cgi B ock 1
. . SIS Untraceabl e Gonnection - Protocol violation
77.126.92. 82 I srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 147. 108|l sr ael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
. . Unaut hori zed URL Access to
66.249.78.246  |Israel 147.237.72.166|aka. i df .1 | 147. 237.72. 166/ si p_stor age/ {1 es/ 5/ 68515. gi f B ock !
93.173.251. 115 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
80.246.138.21 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
5.22.135. 237 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
74.92.173.245 |UWited Sates [147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
. - D stributed Lhaut hori zed URL Access on
185. 3. 144. 87 I srael 147.237.72. 156 |aman. i df . i | -~ Cidf. i1/ https: /v il B ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.75.6 | srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/slider.js Bl ock !
85. 65. 88. 86 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
46. 19. 85. 85 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.177.208. 201 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
. . Unknown Paraneter anp;docid in
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ rai v gi yus/ general . aspx None 1
109. 253. 197. 100|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
46.120. 216. 233 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
93.173.252.58 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 1
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 82. 80. 196. 44 Bl ock 1
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