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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1165

66. 220. 158. 114 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il Block Np All Net drop 2

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Under Attack Con Htp drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 2

66. 240. 236. 119 Lhited Sates 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon_Limt Htp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

111.77. 96. 14 Chi na 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WebDAV Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

202.3.255.143 |147.237.77. 216 :)Ie;‘rc]:sia dover i df .l GPL SCAN nmap TCP 489
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
66.249.64.17  [147.237.77.176|Wited Sates |[natpash.idf.il ET SCAN NVAP -sA (2) 2
66.249.73.198 [147.237.77.170|Wited Sates |[maarachot.idf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
218.246.0.97 |147.237.76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117  |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
185.53 79. 22 |147. 237 76.30 |Wraine hivmsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
151.11.201.3  [147.237.77.212|Italy e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.32.64.164 |147.237.76.148 gacenter. aka. i df il ET SCAN Potential SSH Scan 1
149. 78. 154. 69 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
45.32.64.164 (147.237.0.34 tikshuv. idf.il ET SCAN Potential SSH Scan 1
71. 6.216. 38 147.237.77.243|Whited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1
45.32.64.164 |147.237.0.19 madi matal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
186. 46. 160. 200 [147.237.0.17 |Ecuador mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.34 |China yohal an. i df .i | ET SCAN Potential SSH Scan 1
151.11.201.3 |147.237.77.212]itay e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
59.45.79.117 |147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
151.11.201. 3  |147.237.77.212|Itay e.dover.idf.il ET SCAN NVAP -f -sS 1
45.32.64.164 |147.237.76.34 yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 251. 56. 171 |147. 237. 0. 200 |Wkrai ne rdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
45.32.64.164 |147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.72.166 |Netherlands  |aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77. 179|Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1




01-15-2016-11:04:01 to 01-15-2016-12:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 7671
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2124
Sreamng Engine: TCP Invalid i i ssi
85.130.252.25 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 138
Ret r ansni ssi on Packet dr opped.
. . SN retransnmit wth different .
213. 8. 204. 60 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 72
63. 141. 204. 215 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 64
207.46.13.136 |Lhited Sates  [147.237.77.216 |dover.idf.il drop SAMrule drop 44
167.114.156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op drop 41
202. 3. 255. 143  |French Pol ynesi a|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 37
Sreanming Engine: TCP Invalid i i sSi
109. 67. 179. 139 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85.130.172.84 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
125.94.87.189 |China 147.237.77. 216 |dover. i df . Bad TCP sequence S retransmt with different monitor 12
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.0. 30 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
46.19. 85. 47 I srael 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence Inval i d ACK nunber aert 12
Sreaning Engine: TCP Invalid i i ssi
176.13.14. 154  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
46.19. 85. 98 I'sr ael 147.237.77. 203 |rwbi e i i1 |1 S NG Engine: TP Invalid invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86. 77 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i1 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
217.69. 133, 224 |USSIaN 147. 237. 72. 166 |aka. i df .| dro SMrule dro 9
T ) Federation ) T ) P P
213.55.115.28 |Bhiopia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
79.180. 125. 113 |l srael 147.237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
63.141.204.215 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Russi an S
217.69. 133. 225 eration 147.237.72. 166 |aka.idf .il dr op SAMrule drop 8
85.130.252. 25 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
62.0.197. 197 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op Frst packet isn't SN drop 7
46.19.85.7 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
79.179.54. 18 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
46.116.92.46  |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
213. 8. 204. 50 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 45 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
79.180.20.89  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 150 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 6
63.141.204. 215 [Lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
213.8.204.50 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 45 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 6
Russi an e
217.69. 133. 223 er ot on 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 6
37.48.81. 27 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
176.13. 3. 45 I srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
217.132.116. 131 |l srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
93.172. 164. 238 | srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.25.5 I'srael 147. 237. 76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19.85.7 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
R SYNVAK retransmit with different .
37.26.149.213 |Israel 147. 237. 77. 216 |dover i df .i | Bad TCP sequence i ndow scal noni t or 6
79.179. 54. 18 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 47 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
185. 60. 144.31  [Satzerland 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
77.126.69.65  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 202. 171|i srael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |4 5
Ret ransmi ssi on Packet dropped.
2.54.142.38 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
85.130.252. 25 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Country Action
109. 253. 213. 49 |l srael 147.237.0.19 |madi matal .idf.i1|100 My of the Sane Response Qode (404) in Session from Bock  [358
109. 253. 213. 49
109. 253. 213. 49 |l srael 147.237.0.19 |madi matal . idf i |70 My of the Sane Response Cbde (403) in Session from Bock  [186
109. 253. 213. 49
109. 253. 213. 49 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 104
176.13.21.201 |lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 92
46.19. 86. 62 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 47
31.154. 161. 134 |Israel 147.237.0.19 |nadimatal .idf.il|[DOstributed Suspicious Response Code B ock 44
176.13. 0. 30 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Qode B ock 4
84.108. 125. 170 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 4
2.54.29.5 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
176.13.14.154 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Qode B ock 3
5.102. 253. 97 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 98 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁgi“lt : ?ro"fz‘?? , g‘esgfyﬁsemztesn tehi | ddocunent s/ 1362 Bock |3
2.54.136. 233 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
79.179.228.37 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.3. 45 I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock
5.20.131.215  |israel 147. 237.77. 243 |nobi | e. i df . i | m;ult :?réfzf? , t’:{eggfﬁzmgles/l et | ddocunent s/ 1362 Bock |3
2.52.20. 252 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
84.108. 125.170 |[lIsrael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to vww anan. i df .il/sip_storagelfiles/ 4/ B ock 3
46.19. 85. 98 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 46. 19. 85. 98 Bl ock 2
46. 19. 86. 255 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
133. 130. 98. 204 |Japan 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df . il/404. htm B ock 2
213. 8. 204. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
37.142.64.4 I 'srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 2
46.116.92. 46 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Qode B ock 2
149.50.71. 171 |Uited Sates |[147.237.0.19 |nmadimatal.idf.il|Distributed Suspicious Response Code Bl ock 2
109. 253. 134. 216 |1 srael 147.237.0.19 |nadimatal .idf.il|[DOstributed Suspicious Response Code B ock 2
37.26.146.221 |Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
149.78.21.152 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
109. 253. 202. 171|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.19.86.3 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.181. 56. 28 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
37.26.147.150 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
169. 229. 3. 91 Lhited Sates (147.237.0.19 |nadimatal.idf.il|Dstributed Aonornally Long Request B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
217.69.133. 221 :ZZ::E on 147.237.72. 166 [aka. 1 df . i | mu;li]:rildzf??l bjk?r_xpﬁrcjtsfferts(/)ski ra/defaul t. asp Bl ock !
93.172.164. 238 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
46.19.86.144  |Israel 147.237.72.166 |aka. i df . i | m”;k‘f:i zfrlalr;'?:;rm gxamg%mmas'& None |1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |madimatal.idf.il|{mlformed UR B ock 1
Unknown Paraneter catld in
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. gi |None 1
f
128. 232. 110. 29 z‘i;;gom 147.237.76.31 |nakchal .idf.il  [thauthorized URL Access to 147.237.76.31 Bock |1
79.178.195. 224 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/giyus/controls/atuda/ A |B ock 1
62.80.183.253 [Lkraine 147.237.77. 216 |dover . i df . i | \;Pjrwaﬁtferl J‘{fm;f;’t':;/' ggngt o i end sendt of i end. aspx Bock |1
207.46.13.104 |hited Sates |[147.237.77.233[atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
2.52.23.136 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
107.178.194.83 |Uhited Sates |147.237. 77. 216 [dover . i df .i | w11 1155, 25650 nel dover. aum Bock |1
46. 19. 86. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Unknown HTTP Request Met hod AZA§e 03A- AEl <uA* 1XAEA?AE
169. 229. 3. 91 Uited Sates |[147.237.77.233|atal .idf.il Apoc Ao <AAu+A¥mAfg[ [ #24] ] A2 A+OA; AzZAceOTRn [ #24] ] #K°A, Bl ock 1
d[ [ #31] ] ARSA[ [ #3] ][ [ #30] ]! Ad%dl A2 ASA—A: @A¥ in URL
84.108.214.39 |Israel 147.237.72. 166 |aka. i df .i | Untraceabl e S3. Sessions: sigal gs oS Attack None
79.182.53.236 |[lIsrael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/vww aman.idf.il/ B ock
37.142.64.4 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 37.142.64. 4 Bl ock 1
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