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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2327
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 3
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il |Bock Wip All Nets drop 3

66. 240. 236. 119 Lhited Sates 147.237.76. 34 yohal an.idf.il [B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address ‘Site Sgnature
41.140. 239.23  |Morocco 147.237.72. 166 |aka.idf.il Q025: HTTP. access to adninistrator/index. php -> Quarantine |B ock 1
151.80.31.114 [italy 147.237.0.15 |kosher-kravi .idf.il|c28: HITP.  AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess ount ry Signature
202.3.255.143 |147.237.77. 216 |7 "¢ dover.idf.il GPL SCAN nmap TCP 310
Pol ynesi a
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
117. 25. 155. 164 [147.237.0.33 |China idf.il ET SCAN NMVAP -sS w ndow 4096 1
117. 25. 155. 164 [147.237.0.33 |Chi na idf.il ET SCAN NVAP -f -sS 1
71. 6. 216. 52 147.237.77.61 [Lnited Sates |e.cogat.idf.il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.8.46 |Netherlands e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
142.255.71.60 |[147.237.0.34 |lhited Sates |tikshuv.idf.il . 1
Potential Scan or Brute Force
117. 25. 155. 164 [147.237.0.33 |China idf.il ET SCAN NVAP -sS wi ndow 2048 1
_ _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112. 105. 78. 175 |147. 237.0. 34  [Tai wan tikshuv.idf.il . 1
Potential Scan or Brute Force
, . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
69. 24.197. 10 147. 237. 8. 27 Puerto R co e.nadi matal .idf.i . 1
Potential Scan or Brute Force
218.246.0.97 |147.237.77.235|China sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | dr op SAMrul e drop 8444

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1169

167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | dr op drop 1111

54.244.22.103 |Wited Sates [147.237.0.34 [tikshuv.idf.il dr op First packet isn't SN drop 72

79.182.57.129 [Israel 147.237.77. 233 |atal i of .i Bad TCP sequence mdr;tvr:éznlt wth different moni tor |40

202. 3. 255. 143 g)le”Ch. 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 37

ynesi a

79.177.237. 189 i srael 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Inval id invalid segrent retransmission. |, o 21
Ret ransn ssi on Packet dropped.

192.117. 138. 210|l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 18

85.130. 184. 128 I srael 147,237, 72. 167 | shurimaka i i1 | SamNg Engine: TP Inval id Jinvalid segnent retransmission. |, 12
Ret ransnm ssi on Packet dropped.

149. 88. 164. 223 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12

46.19.86. 77 I'srael 147 237.76. 147 |chinuch aka i i1 | @M NG Engine: TCP Invalid Jinvalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dropped.

2.54.2.153 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

207.46.13.136 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 8

80.246.137.70 [Israel 147. 237. 72. 167 |i shuri maka. i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8

213.55.115.28 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8

85.130. 184. 128 |l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 7

46. 19. 85. 18 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

213.57.157.16 |Israel 147.237. 77. 243 |robi 1 e i df . i | Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.

79.182.57.129 [ srael 147.237.77. 234 |nal ag.i f . i Bad TCP sequence mdﬁrsﬁ”lt wth dfferent moni tor |6

79.177.116. 117 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.

46. 19. 85. 96 I srael 147. 237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor  [6

46. 19. 85. 18 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber aert 6

46. 19. 85. 47 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor (6

89. 246. 243. 250 |Ger many 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

2.54.2.153 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 5

2.54.2.153 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |5

212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 5

2.54.2.153 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 5

2.52.169. 37 I srael 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.54.2.153 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

81. 62.52. 196 Sntzerl and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

37. 46. 39. 64 | srael 147.237.72. 166 |aka.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 4

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

192.114.5.10  [israel 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.

46.19.86.249  [Israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or

46. 19. 85. 18 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or

46.19. 85. 93 I srael 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Inval i d ACK nunber moni tor (3

2.54.2.153 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 3

31.154. 155. 75 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop

79.181.104. 45 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.

37.26. 146. 213 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3

46.19. 86. 25 I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

79.182.185.66 | srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segrent retransnmission. |, o 3
Ret ransm ssi on Packet dropped.

2.54.22.126 I'sr ael 147.237.0.19 |nadimatal.idf.il Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.

85. 130. 184. 128 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |3

79.182.6.184  |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.

192.114.2.35  |Israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.

79.178.11.175 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3

85. 130. 184. 128 [Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 160. 242. 231 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 115
109. 160. 242. 231/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 65
2.54.22.126 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
2.52.136. 44 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 15
185.32.179. 241 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 12
46.121.96.249 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.156. 129 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
192.114.5. 10 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
185.32.179.83 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.32.179. 179 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
149. 88. 164. 223 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
107.178.194.87 |Uited Sates [147.237.77. 216|dover. i df il [D o7 Bted f{';;t;gzgieﬂeﬁvﬁcispf” Bock |2
2.54.183.85 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
2.54.63. 231 I srael 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None
46.19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
208.184.112.74 |Uited Sates [147.237.77. 216|dover. idf il |0 o Mted Esé’f:gggfgeﬁvﬁffpzn Bock |1
5.29.117.24 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
85.130.222.57 |[lIsrael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/wuw aman.idf.il/ Bl ock 1
173. 252. 120. 115|thited Sates [147.237.72.166|aka.idf.i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.180. 162. 214 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
62.80.183.253 |lkraine 147.237.0.34 [tikshuv.idf.il [Paraneter Type VMol ation catld in v tikshuv.idf.il/site/general . aspx Bl ock 1
149. 78. 184. 219 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
31.13.110.111 [ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
192.114. 5. 10 | srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
104. 131. 147. 112|nited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to ww i df . il/newsitel hebrew mai n. asp B ock 1
Unknown Par arret er
84.108.138.13 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
2.54.142. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
185. 3. 146. 241  |Israel 147.237.77.216|dover. i df . il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.216|dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
66.249.78.254 |lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er anp; doci d in ww aka. i df . i |/ mai n/ gi yus/ general . aspx [None 1
109. 186. 93. 222 |Israel 147.237.72.166|aka. i df . i | Uhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19.85.191  |israel 147.237.72. 166 |aka. i df . i | Z"é'_tligp_'é_ﬁljylw dth/Hal fw dth Lhi code Encoding on LR Parameter(+)  from |g 1
213.57.157.16  |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
5. 29. 139. 201 I srael 147.237.0.34 |tikshuv.idf.il |Miltiple Unauthorized LRL Access from 5. 29.139. 201 B ock 1
85. 250. 39. 43 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/mnain/ B ock 1
2.54. 40. 137 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
176.13. 1. 94 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.181.55.155 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
62.210. 113. 216 |France 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to ww i df.il/newsite/english/nain. asp B ock 1
107.178.194.79 |Uited Sates [147.237.77.216|dover . idf il |0 o1 e 1?;5:%;;?&%&?222;” Bock |1
37.26.147.170 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
199.30.25.236 |Uited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.228.13.210 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
185. 3. 146. 241 |l srael 147.237.77.216|dover . i df . i D stributed Whknown HTTP Request Met hod B ock 1
2.54.0.108 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
169. 229. 3. 91 Uhited Sates |147.237.77.216|dover.idf.il Illegal Byte Gode Character in Header Nane B ock 1
68.180.229.173 |lhited Sates |147.237.72.166aka.idf.il Untraceabl e S Sessi ons: sigal gs oS Attack None 1
109. 201. 138. 234|Nether  ands  [147. 237. 77. 216 |dover . i df il |0 ST Esé’f:gggfgeﬁvﬁffpzn Bock |1
46.121.26.9  |israel 147.237. 72. 166 |aka. i df . i | lledd I?’ta;egdﬁng:;gcet/;g;kﬁ e iepatzlfres Bock |1
5.29. 139. 201 | srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/client 204 B ock 1
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