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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1425
37.26. 147. 235 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags dr op 5
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il F Dover Uhder Attack Con Htp drop 3
180. 97. 106. 37 Chi na 147.237.76. 197 e hinush.idf.il |Bock Np Al Net drop 1
141.212.122. 143 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Udp Al Nets drop 1
180. 97. 106. 37 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Np Al Net drop 1




01-15-2016-09:04:02 to 01-15-2016-10:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

202.3.255.143 (147.237.77. 216 gle;fgsia dover . i df .il GPL SCAN nmap TCP 514
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
5.39.222.253 [147.237.76.31 [Netherlands nakchal . i df il ET SCAN Potential SSH Scan 1
118, 163. 60. 211 |147. 237 77. 176 | Tai vian nat pash. i i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
117. 25. 155. 164 |147. 237. 72. 166 [Chi na aka.idf.il ET SCAN NMAP -sS w ndow 1024 1
82.166. 184. 187 |147.237.8.27 |[lIsrael enadimatal .idf.i[ET SCAN NVAP -sS wi ndow 2048 1
71.6.165.200 |147.237.8.28 |lnited Sates |e.nobile-ks.idf.il |[ET SCAN Potenti al SSH Scan 1
61.216.2.15 147. 237. 77. 121 |Tai wan e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.253.96.122 |147.237.8.45 |China e.eitanidf.il ET SCAN NVAP -sS wi ndow 4096 1
216.178. 244. 30 |147.237.76.34 |[Whited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 4096 1
5.39.222.253 |147.237.76. 201 [Net her | ands eatal.idf.il ET SCAN NMAP -sS w ndow 1024 1
194, 187. 249. 70 |147. 237. 76. 202 |Eur ope e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 25. 155. 164 [147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -sS w ndow 3072 1
82.166. 184. 187 |147.237.8.27 |Israel enadimatal .idf.i[ET SCAN NMAP -sS wi ndow 4096 1
82.166. 184. 187 [147.237.8.27 |[Israel enadimatal .idf.i[ET SCAN NVAP -f -sS 1
67.231.20.97 |147.237.76. 198 |Canada e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 56. 241. 103 [147.237.0.15 |[China kosher-kravi.idf.iIEr SCAN Behavi oral Lhusually fast inbound Tel et Connect i ons, 1
Potential Scan or Brute Force
58.253.96. 122 (147.237.8.45 |[China eeitanidf.il ET SCAN NVAP -sS w ndow 3072 1
216.178. 244. 30 |147.237.76.34 |[Whited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 3072 1
5.39.222.253 [147.237.76. 201 [Net her| ands eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

ount ry ‘Target Address |[Ste Signhature Action ‘Count
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 8433
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 970
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i drop drop 617
202. 3. 255. 143 |French Pol ynesia|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 37
46.19. 86. 72 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 19
Sreaming Engine: TGP Invalid i i ssi
79. 178. 170. 220 I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmission. drop 12
Ret ransni ssi on Packet dropped.
147.235.8.71  |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 12
147.235.8.71  |[Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
37.26.147.176 |[Israel 147.237. 72. 156 |anan. i df .i | drop SAMrule drop 11
. . SYNretransmt wth different .
84.228.62. 4 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 10
Sreaming Engine: TGP Invalid i i ssi
46.19.85.207 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 9
Ret ransni ssi on Packet dropped.
66. 230. 230. 230 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
95. 140. 160. 2 [Jordan 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 9
58.62.253.51 |China 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SN retransmt with different moni tor |8
w ndow scal e
79.178.254.4 |l srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 8
Russi an e
217.69. 133. 223 Federat i on 147.237.72. 166 |aka.idf .i | drop SAMrul e drop 8
Russi an e
217.69.133.224 |C - "o 147.237. 72. 166 |aka.i df .i | drop SAMrule drop 7
Sreaming Engine: TGP Invalid i i ssi
79.182.100.1 [israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
85. 65. 245. 171 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.121.72.217 [Israel 147.237. 72. 166 |aka.idf.il Bad TCP sequence noni t or 6
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TP Invalid i i ssi
66.249.78.252 |Wited Sates  |147.237.0.19 |macimatal.idf.il 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
79.181.55. 155 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
62. 0. 208. 254 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
82.80.198. 164 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
147.235.8.71 |[Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
147.235.8.71  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46.19.85.164  |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
. . SYN+AK retransmit with different .
80. 246. 136. 42 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence vi ndow scal e noni t or 5
46. 19. 85. 182 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.164 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber aert 5
85. 130. 184. 128 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 132 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |4
147.235.8.71 I srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
37.46.39. 29 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 16 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.86.203 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
85. 130. 184. 128 [l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
54.244.22.103 |Wnited Sates [147.237.77.176|natpash.idf.il  |dr op First packet isn't SW drop 4
Sreamng Engine: TCP Invalid i i ssi
46.19.85.182 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.132  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TP Invalid i i ssi
46.210. 162. 228 |I srael 147. 237.72. 166 |aka i f . i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 172. 143 |I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
84. 228. 215. 215 |I sr el 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 55 I srael 147.237.77. 170 |marachot. i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid ' i ssi
109. 64. 97. 63 | srael 147.237. 72. 167 |i shuri maka. i df . i g .g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.164  [Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 3
147.235.8.71  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINAXK retransmt with different | ior |3
w ndow scal e
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
109. 160. 242. 231 |l srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 110
213.57.164.209 |Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 107
109. 160. 242. 231 ]I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 105
213.57.164. 209 |lsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 101
2.54. 156. 129 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 100
213.57.164.209 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 35
2.54.156. 129 | srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 21
109. 160. 242. 231/l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Too Many of the Sane Response Code (403) B ock 19
46.19. 86. 87 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response CQode B ock 4
176.13.12. 19 | srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
109. 253. 204. 2111 srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
2.54.140. 15 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response CQode B ock 3
79.179.143.91  |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
109. 253. 147. 188l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
80. 246.137. 1 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 65. 224 B ock 2
204.13.200.200 [United Sates  [147. 237.77. 216 |dover . i df . i | D stri bt ec 1?;;}:;’;5?&%\2‘;‘??;{;” B ock 2
107.178.194.87 |Uhited Sates  [147.237. 77. 216 |dover. i df . | w1l 11 1155, 25461 nel dover. s Bock |2
109. 253. 133. 223|l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 2
80.82.65.82  [Netherlands  [147.237.77.216|dover.idf .|| pste ;fb_“itIe/dsrﬁa:&hg;f;‘:‘tt‘zl‘sﬁcezzzr e Bl ock 1
66.249. 64. 106 [l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
109. 253. 192. 126|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 85. 207 I srael 147.237.77.216|dover . i df . i | Abnormal |y Long Request et hod B ock 1
2.54.15. 229 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
217.132.62. 240 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwwv aka. i df.il/ B ock 1
107.178.194.79 |lhited Sates (147, 237. 77. 216 |dover. i df . | w1l 11 1155, 25656 nel dover. s B ock 1
79.176.216.73 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover. i df . | Dstri buted 1T§g:§g;§?ge>‘:5vﬁc_zssspfn Bl ock 1
130. 193. 50. 31 :Z:::t”i on 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5. 255. 253. 62 :32::1”' on 147.237.72. 166 [aka. i df . i | Untraceabl e S9. Sessions: sigal gs oS Atack None 1
198. 20. 69. 78 Lhited Sates  [147.237.76. 39 lrmbl le.nei tav. idf.i Unaut hori zed URL Access to 147.237. 76. 39/ Bl ock 1
46.19. 85. 207 I srael 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion _pk_ses. 20. 8af c=* B ock 1
217.194. 206. 108|l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
107.178.194. 83 [United Sates  [147.237.77. 216 |dover. i df .i D stri bt ec 1?;;}:;&;;?&%\2‘;‘??;{;” Bl ock 1
212.199. 107. 106/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 86. 116 I srael 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
141.212.122. 177|Wited Sates 147.237. 76. 147 |chi nuch. aka. i df . 1| |Waut horized URL Access to 147.237.76. 147/ Bl ock 1
23.229. 8. 247 Lhited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/mazi B ock 1
216.218.206.68 |[Lited Sates [147.237.0.19 |nadimatal .idf.il [Unauthorized URL Access to 147.237.0.19/ B ock 1
84.110. 53. 58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 69. 10 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
Mal formed URL
46. 19. 85. 207 I sr ael 147.237.77. 216 |dover . i df . il _pk_i d. 20. 8af c=687ec3d5¢85db473. 1452843944, 1. 1452843944. 1 |B ock 1
452843944, ;
109. 253. 206. 55 |l srael 147.237.72. 166 |aka. i df . i | ;Twa;m;;e: m%??/ﬂﬁ/gaghiiﬁlgiigraﬂom yordreci st . aspx None 1
2.54.140. 124 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.180. 162. 214 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
213. 8. 204. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157. 55. 39. 19 Lhited Sates  |147.237.76. 147 |chi nuch. aka. i df . i | [Whauthorized URL Access to chinuch. aka.idf.il/404. htm Bl ock 1
46. 19. 86. 154 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
37.26.147.216 |[Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
217. 69. 133. 225 g;z:;nl on 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/niluinitenpl ates/ B ock 1
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