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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2759
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack Con Htp dr op 4
222.245.118. 143 Chi na 147.237.76. 148 ggcenter.aka.idf.il |JLM Under Attack Con Tcp drop 2

41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
180. 97. 106. 161 Chi na 147.237.76. 39 nobi le.neitav.idf.il |[Block Np All Net drop 1
14.114. 251. 37 Chi na 147.237.76. 197 e hinush.idf.il B ock Wp Al _Nets drop 1
180. 97. 106. 161 Chi na 147.237.76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
14.114. 251. 37 Chi na 147.237. 76. 200 eitan. aka.idf.il B ock_Udp Al _Nets dr op 1
180. 97. 106. 36 Chi na 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1
180. 97. 106. 37 Chi na 147.237.76. 198 e.yohal an.idf.il Block Np Al Net drop 1
14.114. 251. 37 Chi na 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
202. 3. 255. 143 |147.237. 77. 216 |French Pol ynesi a |dover. i df.il GPL SCAN nmap TCP 510
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

174.37.194. 144 |147.237.0.16  [lhited Sates  |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sA (2) 4
167. 114. 156. 16 [147. 237. 77. 216 [Canada dover.idf.il portscan: TCP O stributed Portscan 3
174.37.194. 144 (147.237.0.35 [lhited Sates  |akavs.idf.il ET SCAN NVAP -sA (2) 2
37.48. 65. 40 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 2
192.3.176.150 |[147.237.8.28 |[Wnited Sates [e nobile-ks.idf.il ET SCAN NVAP -f -sS 1
85.65.149. 70  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 82. 106. 200 [147.237.0. 200 [India mu.idf.il ET SCAN NMAP -sS wi ndow 4096 1
84.228.47.68 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 82. 106. 200 |147. 237.0. 200 [India . i df il ET SCAN NVAP -f -sS 1
78.184.196. 99 |147.237.77. 216 [Turkey dover.idf.il portscan: TCP O stributed Portscan 1
174.37.194. 144 (147.237.0.34 |Wnited Sates  [tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
67.231.20.97 |147.237.76.34 |Canada yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
174.37.194. 144 (147.237.0.34 |Wnited Sates  [tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.8.21. 4 147.237. 77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249. 73.206 |147.237.77.170|tnited Sates  |mmarachot.idf.il ET SCAN NVAP -sA (2) 1
174.37.194. 144 (147.237.0.15 |nited Sates  |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
208.52. 161. 177 |147.237.77. 216 |Lhited Sates  |dover.idf.il SERVER- WEBAPP Set up. php access 1
46.19.85.120  |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.48. 65. 40 147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 [147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
192.3.176.150 [147.237.8.28 [lhited Sates [e. nobile-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
106. 38. 241. 106 [147. 237. 77. 216 [Chi na dover.idf.il portscan: TCP O stributed Portscan 1
183.131.19.18 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
842281712 |147 237 77 233 srael atal idh il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
183. 82. 106. 200 [147.237.0.200 [India . i df il ET SCAN NMAP -sS wi ndow 2048 1
84.94.57. 49 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
71.6.165.200 [147.237.8.27 |Uited Sates |e.nadimatal.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.0.34 |Wnited Sates  [tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
67.231.20.97 |147.237.8.46 [Canada e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 90. 106 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 19 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
174.37.194. 144 |147.237.0.15 |Uhited Sates  |kosher-kravi.idf.il ET SCAN NVAP -f -sS 1
115. 236. 75. 201 (147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
37.48. 65. 40 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
192.3.176.150 |147.237.8.28 |[lhited Sates |e nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 4096 1
114.112. 90. 54 |147. 237. 76. 198 |hi na e yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover . i df .i | drop SAMrul e drop 3986
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3000
French R .
202. 3. 255. 143 Rol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
109. 64. 42. 167  |Israel 147.237.77. 234 |hal ag. i df .| Bad TCP sequence :’Zg;e”ansmt wth different wndow | oo o1
Sreaning Engine: TGP Invalid i i ssi
79.183.161.98 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet | 21
Ret ransm ssi on dr opped.
213.55.115.71 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 20
2.52.53. 183 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
2.52.53.183 I srael 147.237.76.86 |navy.idf.il SYN At ack rej ect 16
192, 117. 138. 210! srael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 13
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
79.178.254. 4 I srael 147.237.72. 156 |anan.i df .il SYN At ack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 15 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
79.178. 254. 4 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Russi an . )
217.69. 133. 223 ration 147.237.72. 166 |aka.idf.il drop SAMrule drop 7
2.52.53.183 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni tor |7
Russi an e
217.69. 133. 224 Federat i on 147.237.72. 166 |aka.idf.il drop SAMrule drop 7
2.52.53.183 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
2.54.134. 57 I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.52.53.183 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data mnitor |6
2.52.53.183 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
79.181. 115. 191 |Israel 147. 237.72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssion. Packet | 6
Ret ransmi ssi on dr opped.
2.52.168. 148 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
37.26.147.176 |Israel 147. 237. 72. 166 |aka.i df .i | drop SAMrul e drop 5
46. 19. 86. 37 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreamng Engine: TCP Invalid ' i ssi
212.43.41.57 |migaria 147. 237.77. 216 |dover . i f .1 9 =g Invalid segnent retransmssion. Packet | 4
Ret ransni ssi on dr opped.
31.13.112.122 Ireland 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 4
reamn ine: TCP Invali i i ssi
84.109. 100. 27 |Israel 147.237. 77, 243 |noti L e i o i1 | €M NG Engine: TGP alid |invalid segnent retransnission. Packet drop 4
Ret ransni ssi on dr opped.
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaning Engine: TQP Invalid i i ssi
131.253.25.166 |Lhited Sates |147.237.76. 200 [eitan. aka. i df .l g =g Invalid segnent retransmssion. Packet |, 4
Ret ransm ssi on dr opped.
46. 19. 85. 209 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
173.252. 89. 225 |Whited Sates |147.237.77.176|matpash.idf.il |drop First packet isn't SW drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
185.99.32. 2 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 4
91.200.12.106 |Wkraine 147. 237. 77. 216 |dover . i df i | drop SAMrul e drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 67. 103. 173 |Israel 147.237.72. 166 |aka. i of . 9 =g nvalid segnent retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.179.60.150 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
66. 249. 93. 99 Wited Sates |[147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow nonitor |3
Sreaning Engine: TGP Invalid i i ssi
46.19. 86.76 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
2.54.151.112  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 174. 233 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
S reaning Engi ne: TCP i
208.52. 161. 177 |Uited Sates |147. 237. 7. 216 |dover. i dof . il g =g TGP segrrent out of maxi numallowed |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.148.39 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
84.228.38.177 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
46. 19. 86. 148 | srael 147.237.76.86 |navy.idf.il drop SAMrul e drop 3
Sreaning BEngine: TQP Invalid i i ssi
2.54.170.143  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.110.37.243 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 3

Ret r ansm ssi on

dr opped.
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84.109.100.27 | srael 147.237.0.19 |nadi matal .idf.il Too Miny of the Sane Response Code (404) in Session from Bl ock 289
84. 109. 100. 27
176.228.36.95 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 159
176.228.36.95 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 120
84.109.100.27 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
176. 13. 6. 213 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 9
84.109.100.27 | srael 147.237.0.19 |nadi matal .idf.il Too Miny of the Sane Response Code (403) in Session from B ock 6
84.109. 100. 27
79.183.97.145 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 4
84.109.100. 27 [israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock 3
85.64.128.118 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 3
109. 253. 212. 135|1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
2.54.33.89 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
46.19. 85. 74 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.49.75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176. 13. 5. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
66.249. 65. 224 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 Bl ock 2
109. 253. 193. 44 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
46.19. 86. 219 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
176.13.8.133 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
-kosher-kravi . i df .
157.55.39. 71 Lhited Sates 147.237.0. 16 Inly Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
46.121.69. 156 | srael 147. 237.72. 166 |aka. i df . i | thaut hori zed Method HEAD for Bl ock 1
wn aka. i df . i |/ mai n/ gi yus/ gener al . aspx
] - . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
37.26.147.180 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
217. 69. 133. 226 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.75. 127  |Israel 147.237.76.42 [refuah.idf.il 147, 237, 76. 42/ shar edl ¢l | ent scri pts/j query/j query-ui .| s Bl ock 1
46.19. 85. 170 I srael 147.237.77.216|dover. i df . i | Distributed Uhknown HTTP Request Met hod B ock 1
. . Unaut hori zed URL Access to
109. 160. 178. 162|l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
84.109. 100. 27 |l srael 147.237.77.243|nobi | e. i df . i | Suspi ¢i ous Response Code Bl ock 1
79.183.186.22 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.52.161.177 [Lnited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to /nysql/scripts/ setup. php Bl ock 1
www. ch z.aka.i i
157.55.39. 174 |Wited Qates  |147. 237, 77. 226 | W Chamat Z. aka. i d |naut hori zed URL Access to Bl ock 1
foil v charat z. aka. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/
Unaut hori zed URL Access to
66.249.64.9 I srael 147.237.77. 176 |nat pash. i df . i | w cogat . i df . i |/ usef ul i nf or mat i on/ i dkoni i pages/ sckj ksdcf ksdsh |Bl ock 1
itjfsl.aspx
] - . O stributed Waut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216 |dover. i df .| v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.i df . i | Mal formed URL B ock 1
109. 186. 93. 222 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
; ] . O stributed Whaut hori zed URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216 [dover.idf.il v i dff . i |/ 1133- 22638- hel dover . aspx. B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
80.178.101.40 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
46.19. 85. 163 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
- . Unaut hori zed URL Access to
109. 64. 42. 167 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
84.109. 100. 27 |Israel 147.237.0.19 |madimatal .idf.il Too Many 403: Response Code per Session Bl ock 1
- . URL is Above Root Directory
66.249.93.103 |[Israel 147.237.77. 216 |dover.i df .i | ww i df i1/, /. ./inages/i nf ocent eri t enf browser . png B ock 1
183.15.4.140  |China 147.237.77. 216 |dover . i df . i | thauthori zed LR Access to Bl ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
46. 19. 85. 209 I srael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method qvl in URL Bl ock 1
88.73.9. 247 Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/hebrew an Bl ock 1
2.54.52. 147 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
217.69. 133. 220 RJsls;;ni on 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka. idf.il/brothers/skira/default.asp  |None 1
80.178.204.62 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.69. 18 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ i mages/ header s/ t f asi mgi f Bl ock !
46.19. 85. 170 I srael 147.237.77. 216 |dover.i df .i | Abnormal |y Long Request net hod Bl ock 1
109. 65. 220. 201 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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