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|Top Attackers | n DDoS- Def ence |

01-15-2016-07:04:05 to 01-15-2016-08:04:05

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- RST drop 19963114
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 478971
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 5604
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - reset 2490
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 518
124. 197. 28. 46 New Zeal and 147.237.77. 216 dover.idf.il |SYNHood out of context drop 97
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 68
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 54
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 50
124. 197. 28. 46 New Zeal and 147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 40
199. 16. 156. 124 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 34
185. 3. 147.5 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 34
106. 68. 67. 251 Australia 147.237.77. 216 dover.idf.il |SYNHood out of context drop 32
37.26. 146. 151 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 29
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 26
66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 26
212.25.121.195 | srael 147.237.77.216 dover.idf.il |Block Udp All _Nets drop 26
199. 59. 148. 211 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 25
199. 59. 148. 209 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 25
98.117.74. 124 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 24
199. 16. 156. 126 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 24
70.24.178. 33 Canada 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 24
199. 59. 148. 210 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 23
46. 19. 85. 25 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 21
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 20
37.26. 146. 151 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 20
199. 16. 156. 125 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 19
67.194. 229. 137 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood out of context drop 18
208.115.111. 73 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
84.111. 138. 75 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 16
149. 88. 39. 28 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 16
208. 115. 111. 73 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 15
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 15
46.19. 86. 202 | srael 147.237.77.216 dover.idf.il |SYNHood out of context drop 15
37.26.147. 137 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 14
187. 237. 231. 50 Mexi co 147.237.77. 216 dover.idf.il |SYNHood out of context drop 13
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 13
204. 13. 200. 200 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 13
37.26.149. 199 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
50.18. 94. 121 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 12
185.99. 32. 2 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 12
37.26.147. 137 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 12
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 11
46. 19. 85. 99 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 11
66. 249. 65. 238 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 11
37.26. 149. 241 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 11
64.19. 78. 243 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 11
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYNHood out of context drop 10
87. 68. 78. 130 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
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198. 20. 69. 78 Lhited Sates 147. 237.76. 38 e.eneitav.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
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Attacker Address
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At acker

Signature

Gountry
202.3.255. 143 |147.237.77. 216 |French Pol ynesi a|dover.idf.il GPL SCAN nmap TCP 335
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCP D stributed Portscan 10
185.99. 32. 2 147.237.76. 30 hi nush. i df . i1 ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66.249.78.254 |147.237.72.166|Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 204. 99 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
222.172. 146. 244|147. 237.76. 38 |Chi na e.eneitav.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
46. 19. 85. 224 147.237.77. 216 |I srael dover.idf il portscan: TCP D stributed Portscan 1
107. 167. 107. 192(147. 237. 77. 216 |Lhited Sates  |[dover.idf.il portscan: TCP D stributed Portscan 1
198.20.99. 130 |147.237. 77. 216 |Net her | ands dover.idf.il portscan: TCP Distributed Portscan 1
45. 35. 64. 142 147.237.77. 216 dover.idf il portscan: TCP D stributed Portscan 1
107. 150. 36. 242 |147.237.76. 147 |Lhited Sates |chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
107. 150. 36. 242 |147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
19.192.192. 117 |147.237.77.216|lLhited Sates  |dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
188.226. 141. 25 |147.237. 77. 216 |Net her | ands dover.idf.il portscan: TCP Distributed Portscan 1
89, 44. 162. 206|147 237 76.31 |Formni a vekehal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

5. 39. 222. 253 147.237.8.24 |Netherl ands elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
176.13.22.249 |147.237.77.216|Israel dover . idf.il portscan: TP Distributed Portscan 1
79.182.170.30 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
4.41.213. 114 147.237.77.216 |Whited Sates  |dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
164. 98. 143. 180 |147.237.77.216|iile dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
128.199. 43. 124 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
58.127.248.57 |147.237.77.216 okfrea’ RepUBITC N over i . i portscan: TCP Distributed Portscan 1
118. 69. 191. 245 |147.237. 77. 216 |M et nam dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
52. 16. 5. 197 147.237.77.216|Wnited Sates |dover.idf.il portscan: TCP O stri buted Portscan 1
107.170. 91. 224 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP Distributed Portscan 1
45. 56. 93. 228 147.237.77. 216 dover.idf il portscan: TCP D stributed Portscan 1
107. 150. 36. 242 |147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
44.246.83.103 |147.237.77.216|lnited Sates  |dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
198. 20. 69. 78 147.237.76.38 |Wited Sates |e.emeitav.idf.il |ET DROP Dshiel d B ock Listed Source 1
107. 150. 36. 242 |147.237.76.39 [Lnited Sates |nobile neitav.idf.i|ET SCAN Potential SSH Scan 1
22.82.62.239 147.237.77. 216 |Uhited Sates  |dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
194. 187. 249. 70 |147. 237. 76. 176 |Eur ope test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
107.72.164.56  |147.237.77.216|lnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
5. 39. 222. 253 147.237.8.24 [Netherl ands elifestyleiidf.il [ET SCAN Potential SSH Scan 1
87.140. 188. 3 147. 237. 77. 216 |Ger many dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
5. 39. 222. 253 147.237.8.14 |Netherl ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
77.125.5.233 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
157. 55. 39. 52 147.237.77.216|Wnited Sates  |dover.idf.il portscan: TCP D stributed Portscan 1
4.41.213. 114 147.237.77.216 |Whited Sates  |dover.idf.il ET SCAN NVAP -f -sS 1
65.202.70.226 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP Distributed Portscan 1
128.199. 39. 111 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
54.11.193.147 [147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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Attacker Address | . ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5569
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2000
82.166. 140. 117 |israel 147.237.72. 167 | shuri maka i o | | €2M NG Engine: TCP Invalid  invalid segnent retransmssi on drop 156
Ret r ansni ssi on Packet dr opped.
157. 55. 39. 53 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 42
157. 55. 39. 52 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 37
107. 167. 107. 192|lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 26
157.55.39. 166 |lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 24
202. 3. 255. 143 g)le;fgsi . 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 23
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 20
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 16
185. 3. 147.5 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
124.197. 28. 46 New Zeal and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 13
124.197.28.46 [New Zeal and |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 13
82. 166. 140. 117 |lsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id ACK nunber noni t or 13
37. 26. 146. 151 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
157.55.39.50  |United Sates [147. 237, 76. 200 |eitan aka i i1 || S NG Engine: TCP Invalid —finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
212.199. 182. 150|I srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 12
124.197.28.46 [New Zeal and  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 11
40.77. 167. 42 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
46.19. 85. 213 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 67. 38. 17 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
157.55.30.174 |uited Sates |147. 237, 76. 200 |eiten akaicr.i1 | S NG Engine: TGP Invalid  invalid segnent retransnission drop 10
Ret r ansn ssi on Packet dr opped.
66.249. 65. 238 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
66.249.78.62  |Wnited Sates [147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
157.55.39. 167 |Whited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
185. 3. 147.5 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
199. 16. 156. 124 |Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
93.173.233. 71 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 86. 17 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
84.111.138. 75 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
84.111.138.75 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
79.183.180.86 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dr opped.
54.244.22.103 |lhited Sates |[147.237.77.176|natpash.idf.il drop First packet isn't SN drop 6
107.170. 129. 218|lhited Sates |[147.237.77.176 |natpash.idf.il dr op FHrst packet isn't SN drop 6
46.19. 85. 127 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
77.126.10.81 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
50. 87. 144. 145 Lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
182. 74. 243. 246 |India 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
157.55.30.10  |uited Sates |147. 237, 76. 200 |eitan aka icr.i1 | €M NG Bngine: TQP Invalid  invalid segnent retransnission drop 6

Ret r ansni ssi on

Packet dropped.
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock
2.52.184.72 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
2.54.133.55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
i m ny- kosher - kr avi
128. 232. 110. 29 LKTI;;(cijom 147.237.0.17 i gfy . Unaut hori zed URL Access to 147.237.0.17/ B ock 1
77.127.64.16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
66.249. 65.231 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthori zed URL Access from 66. 249. 65. 231 Bl ock 1
212.150. 97. 241 |l srael 147.237.77.216|dover.i df .i | Paraneter Type Mol ation PageNumin waw i df.il/1398-en/ dover. aspx Bl ock 1
38.111.147.84 |wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx B ock 1
Mal formed URL dAx[[#27]] " A?xEAVAE® OTA x3[ [#1] ] X! u[ [ #16] ] hAE
. . i 6zA; | [ [#4]]1 A x+5A2A [ [ #23] | AzAuxzx [ #31] | A€} A™MX'A- xe
165. 255. 32. 52 147.237.76.86 [navy.idf.il K 2[[#14]] [ [#8] ] A—a€ [ KM « B/ qeEA. AS- qoEtx Bock |1
pn6AYj [ #28] ] Asv<va
: . . Unaut hori zed URL Access to
107.170. 129. 218|thited Sates [147.237.77.176 |nat pash. i df . i | vaw cogat i df .1 1/t enpl at es/ shar e/ user cont r ol s/ header upper/ Bock |1
66.249. 78.146  |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in URL /main/kapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
188. 143. 232. 15 F“SS;:I”ion 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut horized URL Access from 188.143. 232. 15 Bock |1
. ; ] Unaut hori zed URL Access to
66. 249. 64. 80 I srael 147.237.76.200(ei tan. aka. i df . i | Wi ei tan. aka. i df . i 1/t enpl at es/ shar edf user cont rol s/ header upper/ B ock 1
2.54.36.133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
128. 232. 110. 29 E?';;gom 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
79.183.121. 227 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.65.231 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/894-he Bl ock 1
212.150.97. 241 |l srael 147.237.77.216|dover. i df . i | Paraneter Type Miolation SortOr in wwidf.il/1398-en/ dover. aspx B ock 1
40.77.167.12 Uhited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
NULL Character in Method A[[#0]]1[[#0]][[#0]]!| AAEARUAEA&I} r A—
165. 255. 32. 52 147.237.76.86 |navy.idf.il A A« A2 Ra+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ][ [ #15] ] AA?A. AYA¢A’A?; AH ock 1
A»A~A~A”
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bock |1
66.249.78.206 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Par aneter 5cf 35968 in aka.idf.il/news/ None 1
192.0.100. 108 |lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Attack None 1
165. 255. 32. 52 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
Lhi ted . . D stributed Unhaut hori zed LRL Access on
86. 166. 89. 62 Ki ngdom 147.237.77. 216 |dover .i df . i | v i df i 1/ 1133- 22461- he/ dover . aspx. B ock 1
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