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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2078
37.26.146. 178 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 4

66. 249. 65. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2

49. 143. 200. 94 Korea, Republic of 147.237.0. 200 mdu. i df.il Frk_Under At tack _Con_Tcp drop 2

185. 130. 5. 224 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp All Nets drop 1

202. 116. 234. 16 Chi na 147. 237. 0. 200 . i df i | JLIMPurple Gon Linit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
222.75.167. 2 147.237.77. 216 |Chi na dover.idf.il GPL SCAN nmap TCP 2
66.249.73.206 |147.237.77.170|Wiited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 2
5. 39. 222. 253 147.237.76. 200 |Netherl ands ~ |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
. .. |SERVER APACHE Apache nmod_ssl non-SSL connection to SSL
180. 97.106. 37  |147.237. 77. 226 |Chi na v chanat z. aka. i df . i | . . - 1
port denial of service attenpt
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97. 106. 37  |147.237.76. 38 |China eenetav.idf.il . . - 1
port denial of service attenpt
. o SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180.97.106.37 [147.237.0.15 |China kosher-kravi . i df . il . . - 1
port denial of service attenpt
. - SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97.106. 36  |147.237. 77. 234 |Chi na hal ag. i df .il . i - 1
port denial of service attenpt
. o SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180. 97. 106. 36  |147.237. 77. 179 |Chi na e nazi.idf.il . . - 1
port denial of service attenpt
. . - SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97. 106. 162 |147. 237. 76. 200 |Chi na eitan. aka.idf.il . i - 1
port denial of service attenpt
. . N SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180.97.106.36 |147.237.76.39 |China nobi | e. nei tav.idf.il . . - 1
port denial of service attenpt
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180.97. 106. 162 |147.237.0.16 |China ny-kosher-kravi.idf.il - 1

port denial of service attenpt
104. 156. 251. 148|147.237.0.34 |Lhited Sates [tikshuv.idf.il ET SCAN Potential SSH Scan 1
SERVER APACHE Apache nod_ssl non-SSL connection to SSL

180. 97. 106. 161 |147.237. 76. 177 |Chi na ncore. i df .l . i 1
port denial of service attenpt
. . | SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180. 97.106. 161 |147.237.0.17 |China mny-kosher-kravi .idf.il . . - 1
port denial of service attenpt
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97.106. 37  |147.237. 77. 216 |Chi na dover.idf.il . i - 1
port denial of service attenpt
. N L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180. 97. 106. 37  |147. 237. 72. 167 [Chi na i shurimaka.idf.il . . - 1
port denial of service attenpt
, o SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 36 147. 237. 77. 235 |Chi na sviva.idf.il - 1

port denial of service attenpt
199.191.56.188 |147.237.0.19 |Wnited Sates |[nadimatal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
SERVER APACHE Apache nod_ssl non-SSL connection to SSL

180. 97.106.36  |147.237. 77. 233 |Chi na atal.idf.il . : 1
port denial of service attenpt
. D ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
189.218.62.98 |147.237.8.14 |Mexico e.orchot.idf.il . 1
Potential Scan or Brute Force
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97.106.36  |147.237. 77. 176 |Chi na nat pash. i df . i | . : - 1
port denial of service attenpt
. . - SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97. 106. 162 [147.237.76.30 |Chi na hi nush. i df .i | . i - 1
port denial of service attenpt
, o L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
121. 224. 156. 159|147. 237. 72. 167 |Chi na ishurimaka idf.il . 1
Potential Scan or Brute Force
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97. 106. 161 [147.237. 77. 243 |Chi na nobi | e. i df .il - 1

port denial of service attenpt
67.231. 20. 97 147. 237. 76. 147 [Canada chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
port denial of service attenpt

180. 97. 106. 161 |147. 237. 72. 166 |Chi na aka.idf.il
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop SAMrule drop 9678
167.114.156. 16 |Canada 147.237.77. 216 |dover.idf .il drop drop 1534
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1250
58.11.18.82 Thai | and 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 9
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
Russi an e
217.69. 133. 224 Federat i on 147.237.72. 166 |aka. i df .i| drop SAMrul e drop 8
37.202.124.106 |Jordan 147.237.77. 176 |nat pash. i of . | drop First packet isn't SN drop
41. 33. 232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor 6
reamng BEngine: TCP Invali i i ssi
109. 66. 120. 213 | srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
50.130. 160. 114 |Uited Sates  |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i SSi
104.90.89.5  [israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
37.26.146.178 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Russi an . .
217.69. 133. 223 ration 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 5
37.46.39. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
107.170. 129. 218|nited Sates  |147.237.77. 176 |nat pash. i df. il drop First packet isn't SYN drop 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |4
94.142.52. 154 |Jordan 147.237.77. 176 |nat pash. i df . i1 drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
2.54.159.152  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.181.41 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
217.15.117. 118 |Wnited K ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i SSi
89.145.95.42  |United Kingdom|147.237.0.34 [tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.69.30  |lWited Sates  |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
37.26.146.178 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
128.232.110. 28 |United Ki ngdom|147.237.77.205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi
67.85.30.178  |Wited Sates  |147.237.77. 243 |nobil e.idf i1 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TQP Invalid i i ssi
199.30.25.140 |UWnited Sates  |147. 237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
37.26.146.178 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
104. 243. 32. 242 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
128.232.110. 28 |United Ki ngdom|147.237.76. 148 |gocenter. aka.idf.il |dr op drop 2
108. 26.197. 220 [wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.172.193.32 |Hungary 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
216.218.206. 123|lWnited Sates  [147.237.77.19 |lawforumidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 175 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d AGK nunber noni t or 1
184. 105. 139. 102|Wited Sates [147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enfor cenent gﬁfolggiht"”  nbound drop 1
222.75.167.2 Chi na 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
182.74.243.246 |India 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
217.15.117. 118 |United Ki ngdom|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
95. 181. 217. 245 R‘SIS:;”i o 147. 237. 77. 216 |dover. i of . Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |1
222.75.167.2 Chi na 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.8 Lhited Sates |147.237.76.39 [nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 14 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACGK nunber noni t or
) e SYNVACK retransmt wth different .
182.74.243. 246 |India 147.237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal noni t or 1
5.22.135. 220 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
111.113.13.98 [China 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 139. 40 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
192.0.112. 18 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.246 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
75.82. 52. 189 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
104. 243. 32. 242 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 104. 243. 32. 242 Bl ock 3
193. 201. 224.8 |lkrai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 193.201. 224. 8 B ock
. . . Unaut hori zed URL Access to
72.9.148.10  |lhited States  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
193. 201. 224. 8 |Wkraine 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
66.249.64.17 |lIsrael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df . il /about/nenorial B ock
. . . . . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 37 |Chi na 147.237.72.167|i shurimaka. i df .i | (SSL_OONN LI ENT HELLO None 1
173. 180. 255. 19 |Canada 147.237.77. 216 |dover.i df . i | PHP At t enpt B ock 1
84.228.149. 134 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
. . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |Wnited States  [147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . . . Lhtraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 161 |Chi na 147.237.77.243|nobi | e.i df . i | (SSL_OONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 65. 238 [l srael 147.237.77. 216 |dover . i df . i | v i df i 1/at al 1/ zkor/ pri nt_bot t om asp B ock 1
2.54.139.215 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 36 |Chi na 147.237.77.233|atal .idf.il (SSL_OONN LI ENT HELLO None 1
) . . D stributed Uhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.78. 234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ i mages/ pdf i con. gi f Bl ock !
. . Unaut hori zed URL Access to
66.249.65.17  |lIsrael 147.237.77. 170 |maar achot . i df . i | 147. 237, 77 170/ peff /111 es/ 8/ 109608. pdf B ock 1
. . . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 37 |Chi na 147.237.77.216|dover.i df . i | (SSL_OONN LI ENT HELLO None 1
173. 180. 255. 19 |Canada 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wwuidf.il/xmrpc. php B ock 1
217.69. 133. 225 23;;1 on 147.237.72. 166 [aka. i df . i | Untraceabl e S9. Sessions: sigal gs S A tack None 1
. . Unaut hori zed URL Access to
87. 68. 157. 253 [l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e shar ed/ t ext . css B ock 1
. P . |Untraceabl e S3. Sessions: Protocol violation
180. 97. 106. 162 [Chi na 147.237.0.16  [ny- kosher-kravi .idf.il (SSL_OONN LI ENT FELLO) None 1
66.249.69.38 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/authentication/index B ock 1
. . O stributed Lhaut hori zed URL Access on wwu idf.il/
31.13.113.89 |Ireland 147.237.77.216|dover . i df .i | https: /tuitter. cont Bl ock 1
. . . Untraceabl e S3. Sessions: Protocol violation
180. 97.106. 36 [Chi na 147.237.77.234|hal ag. i df . il (SSL_OONN LI ENT FELLO) None 1
. . . D stributed Uhaut hori zed LRL Access on
107.178.194.79 |Lhited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
) waw. chamat z. aka. i df |untraceabl e S Sessions: Protocol viol ation
180. 97. 106. 37 |Chi na 147.237.77. 226 il (SSL_CONN LI ENT_HELLO) None 1
. . Unaut hori zed URL Access to
66.249.65.21  |lsrael 147.237.77. 170 |maar achot . i df . i | 147. 237, 77, 1700 poff /111 es/ 2/ 112562. pdf Bl ock 1
. . . D stributed Uhaut hori zed URL Access on
176. 10. 104. 243 |St zer| and 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
217.132. 28. 209 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wanidf.il/ https:/twtter.com B ock 1
. . . . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 162 |Chi na 147.237.76.30 |hinush.idf.il (SSL_OONN LI ENT HELLO None 1
66.249.73.129 |[lsrael 147.237.72. 156 |anan. i df . i | Whaut hori zed URL Access to list.ips.gov.il/list7.htm B ock 1
. . . Unaut hori zed URL Access to
38.111.147.84 |lhited Sates  |147.237.77.233|atal .idf.il 147, 237. 77. 233/ 994- 9070- he/ at al . aspx B ock 1
. . ] ] Uhtraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 36 |Chi na 147.237.77.235|sviva.idf . il (SSL_OONN LI ENT FELLO) None 1
. . . Unaut hori zed URL Access to
157.55.39.169 [Wited Sates  [147.237.77.216|dover.idf .il v i df i1/ 1133- 21744-ar /| df gdover . aspx B ock 1
79. 176. 155. 240 |I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
193. 201. 224. 8 |krai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-Iogin. php B ock 1
_ m ny-kosher -Kkravi . i d |s3. tntraceabl e Gnnection - Protocol viol ation
180. 97. 106. 161 |Chi na 147.237.0. 17 £l (SSL_CONN CLI ENT_HELLO) None 1
66.249.65.25 |[lIsrael 147.237.77. 170 |nmar achot . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 25 B ock 1
. . . . . Uhtraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 36 |Chi na 147.237.76.39 |nobile.neitav.idf.il (SSL_OONN LI ENT FELLO) None 1
222.155. 137. 99 |New Zeal and 147.237.77.216|dover.i df .i | SSL Untraceabl e Gonnection - Cpen Mde None 1
104. 243. 32. 242 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wwu aka.idf.il/general . aspx B ock 1
. . . . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 162 |Chi na 147.237.76.200|ei tan. aka. i df .i | (SSL_OONN LI ENT HELLO None 1
66.249.78.93 |lIsrael 147.237.77.233|atal .idf .il Lhaut hori zed URL Access to waw atal .idf.il/89%-he Bl ock 1
46.19.85.130 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. P . Untraceabl e S3. Sessions: Protocol violation
180. 97. 106. 37 |Chi na 147.237.0.15 |kosher-kravi.idf.il (SSL_OONN LI ENT FELLO) None 1
. . . Unknown Par anet er 4f9c0c80 in
157.55.39. 174 |Lhited Sates  [147.237.72.166|aka.idf .il vw aka. i dff i 1/ mai n/ hore/ def aul t . aspx None 1
79.180. 168. 70 |Israel 147.237.72. 166 |aka. i df . i | thknown Paramet er __V1 EVETATEENCRYPTED i n None 1
ww aka. i df . i1/ mai n/ gi yus/ questi onnai re. aspx
. . . D stributed Unhaut hori zed LRL Access on
204.13.200. 200 |Wnited States  [147.237.77. 216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . S Whtraceabl e Gonnection - Protocol violation
180. 97. 106. 161 |Chi na 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 1
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