1"NPT SwNn

01-15-2016-05:04:09 to 01-15-2016-06:04:09

oV

www.gov.il

|Top Targets |
10, 000+"
8, 000"
6, 000"
4, 000+
Nunmber 2, 000"
6] ]
At acks 0-
33
&
o F

IDF Under Attack

Daily Report

[Top Attackers |

Nunber
(6]
At acks

& g\ 8\:\ 6\~\ S @
RO PN
& S N O BN X
¢ F 0 &é\ N P

& & &

o@Q

&N‘

A\

Top Tar get

M dover.idf.il

M aka.idf.il

M navy.idf.il

M nat pash. i df . i |

B mny-kosher-kravi.idf.il

M anan.idf.il

W refuah.idf.il

M tikshuv.idf.il
nadimatal .idf.il

M e dover.idf.il

B 167. 114. 156. 16

109. 66. 172. 84
¥ 109. 150. 82. 55

162. 243. 223. 172
B 84. 229. 30. 23
M 46. 19. 85. 138

Top Attackers

v 2 ) > ™
NS N R N
SPSCI: : SERE N, 4
q/ (']9. . Q b‘. N
Q)bv bg) o q<° /\ . A
AN N >

I 109. 200. 30. 168

M 195. 34. 150. 18
217. 69. 133. 224

M 85. 64. 151. 138




01-15-2016-05:04:09 to 01-15-2016-06:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1525
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context dr op 6
109. 150. 82. 55 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
157. 55. 39. 166 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.179. 54. 237 | srael 147.237.77.216 dover.idf.il B ock Udp All _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 3
173. 208. 137. 10 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood del ete reset dr op 1
180. 97. 106. 37 Chi na 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
180. 97. 106. 36 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il |bl ock-sp-trafl drop 1
180. 97. 106. 161 Chi na 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop 1

52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood del ete reset dr op 1
180. 97. 106. 37 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 235 sviva.idf.il bl ock-sp-trafl drop 1
180. 97. 106. 162 Chi na 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
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Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
208. 67. 1. 25 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
) o SERVER APACHE Apache mod_ssl non- SSL connection to SSL port
180. 97. 106. 162 |147. 237. 72. 156 |Chi na aman.idf.il ) . - 1
deni al of service attenpt
. . - SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 161 |147.237.8.45 [China eeitanidf.il ) . - 1
deni al of service attenpt
_ , o SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 37 |147.237.0.34 Chi na tikshuv.idf.il . . - 1
deni al of service attenpt
SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 36 |147.237.0.19 [China nadi matal .idf.il ) .Ap - P 1
deni al of service attenpt
149. 71. 157. 125 [147.237.8.28 |[italy e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
149. 71. 157. 125 [147.237.0.19 [Italy nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 [147.237.0.17 |Wkraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
208.67.1.25 147.237.0.19 |Wnited Sates |nadi matal.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 161 [147. 237.76.86 |Chi na navy.idf.il ) . - 1
deni al of service attenpt
) o SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
180. 97. 106. 37 [147.237.76.31 |China nakchal .i df.il ) . - 1
deni al of service attenpt
. D SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 36 |147.237.76. 176 |Chi na test.ncore.idf.il . . - 1
deni al of service attenpt
149. 71. 157. 125 [147.237.8.46 [italy e.chinuch.idf.il ET SCAN Potential SSH Scan 1
149. 71. 157. 125 [147.237.0.34 [italy tikshuv.idf.il ET SCAN Potential SSH Scan 1
149. 71. 157. 125 [147.237.0.15 [italy kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 9700
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1000
109. 66. 172. 84 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
162. 243.223. 172|Wnited Sates  |147.237.76.86 |navy.idf.il Strean ng Er?g' ne: TCP Invalid |invalid segnent retransissi on drop 14
Ret ransm ssi on Packet dr opped.
84.229. 30. 23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
217.69. 133. 224 :Z:::Inl on 147.237.72. 166 |aka. i df .i | dr op SAMrule drop 7
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
46. 19. 85. 138 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d AGK nunber aert 6
46.19. 85. 138 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid AGK nunber noni t or 6
109. 66.172.84 |l srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
109. 150. 82. 55  |Uni ted Ki ngdom|147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
109. 150. 82.55 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
109. 150. 82.55 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
72.106. 70. 55 Lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 225 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid AGK nunber noni t or 5
94.142.52.154 |Jordan 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
212. 35. 64. 194 Jordan 147.237.77. 176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor (4
91. 200. 12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
37.247.36.78 Net her | ands 147.237.77. 212 |e. dover.idf.il Geo-| ocat i on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 4
192.114. 91. 215 |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dr opped.
77.127.153.119 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
157.55.39.18  |Wited Sates  |147. 237.72. 166 [aka i df i1 Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dr opped.
217.60. 133, 223 |SSian 147.237.72. 166 |aka i df .i drop SAMrule drop 2
Federation
66.249.78.153 |United Qates  |147.237.72. 166 |aka. idf.il Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dr opped.
208.115.111.72 |tited Sates  |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 2
Ret r ansni ssi on Packet dr opped.
74.82.47. 36 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.86 |lhited Sates 147.237.76. 177 |[ncore.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 115|Lhited Sates  |147.237.76. 196 |e.sviva.idf.il Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
84.111.120.60 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid AGK nunber noni t or 1
184. 105. 247. 219|lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 121. 214. 113 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
146. 185. 239. 102 gz:;;r: on 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
27.46.137.27 Chi na 147.237.76. 44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
109. 200. 30. 168 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
104. 128. 144. 131|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.89. 24.53 Lhited Sates 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122.92 |lhited Sates 147.237.8.24 |e.lifestyle.idf.illGeo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
216.218. 206. 120|lhited Sates  |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |dr op 1
46. 121. 214. 113 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
37. 26. 146. 149 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
112.135.68.33 |Si Lanka 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
108.61.123.88 |lhited Sates 147.237.77. 121 |e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
216.218. 206. 104 |Lhited Sates 147.237.0.35 akaws. i df .il dr op drop 1
74.89.24.53 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 1
141.212.122.93 |lhited Sates [147.237.8.24 |e.lifestyle.idf.il|Geo-1 ocati on enfor cenent Geo-l ocat i on i nbound enf or cenent |dr op 1
85.65.232.169  |lIsrael 147.237.76.31 |nakchal.idf.il  [Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor |1
157.55.39.166 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
37.26. 147. 154 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
m ny- kosher - kravi . i
46. 117. 164. 60 | srael 147.237.0. 17 df niyl Ostributed |11 egal Paraneter Encoding None 6
213. 251. 182. 114|France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 213.251. 182. 114 B ock 4
162.243. 223. 172|thited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unhaut hori zed URL Access from 162.243. 223. 172 B ock 4
85. 64.151.138 |[Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 4
85.64.151. 138 |[Israel 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut hori zed URL Access from 85. 64. 151. 138 B ock 3
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
23.254,138.210 |[Lhited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua atal.idf.il/ol d/wp-adnin/ B ock 1
. . D stributed Uhaut hori zed URL Access on
195. 154. 127. 146|France 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
-kosher-kravi.idf.i|ostri i
157.55.39.76  |Uited Sates |147.237.0.16 |V Distributed authorized LR Access on B ock 1
| w ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 65. 224 B ock 1
. . . Lhtraceabl e S3. Sessions: Protocol viol ation
180.97.106.37 |China 147.237.76.31 |nakchal .idf.il (SSL_OONN QLI ENT_FELLO) None 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
72.47.224.35 Lhited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/test/wp-admn/ Bl ock 1
38.111.147.84 |wnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
217. 69. 133. 225 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: sigal gs oS At ack None 1
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df . il/894-12321-en B ock 1
. . . Lhtraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 161 [Chi na 147.237.76.86 [navy.idf.il (SSL_OONN LI ENT FELLO) None 1
. . D stributed Uhaut hori zed URL Access on
109. 201. 154. 207 |Net her | ands 147.237.77.216|dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
79.181. 169. 197 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . Uhaut hori zed URL Access to
162.243.223. 172|Wnited Sates  [147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 1
103.9.170. 141 |Ausstralia 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adnin/ B ock
66. 249. 65.231  |Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wwnidf.il/ the idf official website B ock
m ny- kosher - kravi . i i JRAZ i
2.54.158.151 [l srael 147.237.0. 17 ny Illegal Parameter Encoding B4hn 7B Q&PYPADFYT i n None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . . S Whtraceabl e Gonnection - Protocol violation
180. 97. 106. 162 |Chi na 147.237.72. 156 |anan. i df . i | (SSL CONN LI ENT FELLO) None 1
151. 236. 51. 108 LKJ?Ir:;éjom 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/wp-admn/ [B ock 1
83.243.58.157 |Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua.atal .idf.il/wo/ wp-admn/ B ock 1
65.55.210.120 [lnited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
! . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . . S Whtraceabl e Gonnection - Protocol violation
180. 97.106. 36 |China 147.237.0.19 |[madi matal .idf.il (SSL CONN LI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
m ny- kosher - kravi . i , _
2.54.158. 151 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from2.54. 158. 151 None 1
184.105. 247. 195|Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to 147.237.77. 216/ B ock 1
-kosher-kravi .idf.i i
157.55.39.69  |Wnited Sates [147.237.0.16 |V Whaut hori zed LRL Access to . . B ock 1
| ww ny- kosher-kravi .idf.il/tenpl ates/| ogi n/l ogi n. aspx
84.191.27.126 |Ger many 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |lnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 25 I srael 147.237.77. 170 |n@ar achot . i df . i | 147.237. 77,170/ pdf / 11 es/ 1/ 110571, pdf B ock 1
. . . . Lht raceabl e S3. Sessions: Protocol violation
180.97.106.37 |Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT FELLO) None 1
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