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204. 42. 253. 2 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 2
200. 171.186. 177 Bazil 147.237.76. 44 e.refuah.idf.il B ock_Udp Al _Nets dr op 1
180. 97. 106. 161 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-trafl drop 1
180. 97. 106. 36 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf1 drop 1
180. 97. 106. 36 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 drop 1
46. 166. 188. 68 Net her | ands 147.237. 76. 39 nobi | e.nei tav.idf.il Bl ock_UWp Al _Nets drop 1
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 36 Chi na 147.237. 76. 86 navy.idf.il bl ock-sp-trafl drop 1
180. 221. 194. 139 Japan 147.237.76. 38 e.e.neitav.idf.il B ock_Udp Al Nets drop 1
180. 97. 106. 37 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
46. 166. 188. 68 Net her | ands 147.237.76. 176 test.ncore.idf.il Bl ock_UWp Al _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
180. 97. 106. 161 Chi na 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 36 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl drop 1
200.171.186.177 Brazil 147.237.76. 42 refuah.idf.il B ock_Udp Al Nets drop 1
180. 97. 106. 37 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-trafl drop 1
180. 97. 106. 161 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.77. 176 nat pash. i df.i | bl ock-sp-traf 1 dr op 1




01-15-2016-04:04:06 to 01-15-2016-05:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-15-2016-04:04:06 to 01-15-2016-05:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 69. 21 147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 34 147.237.72. 166 |Wnited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 9 147.237.77. 176 |Wnited Sates  [matpash.idf.il ET SCAN NVAP -sA (2) 2
116, 3. 66. 242 147 237.76. 31 |oni na cekchal idh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 131. 164. 242(147.237.0.16 |thited States  |ny-kosher-kravi .i df.il SERVER APACHE Apache mod_ss| non-SSL. connection to SS. port |
deni al of service attenpt
104. 128. 144. 131|147.237.0.19 [Canada nadi matal .idf.il ET SCAN NVAP -f -sS 1
91.201. 236. 113 [147.237.76.31 |Wkraine nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
89.248.172.98 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
197. 211. 216. 226(147. 237.8.28  |Zi nbabwe e.nobi | e-ks. idf.il ET SDAN Behavi oral Lnusual ly fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
89.248.172.98 [147.237.76.30 [Netherlands hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
192.3.176.150 |147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
192.3.176.150 |147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -f -sS 1
66. 240. 236. 119 |147.237.77. 205 |Lhited Sates [prishaidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
110, 35.206. 21 |147 237 0 35 |orea Republic| .o ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
104. 128. 144. 131(147. 237.0.19 |Canada medi matal . idf.il ET SCAN NVAP -sS wi ndow 2048 1
91.201. 236. 114 |147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237.76.31 |lkraine nakchal .i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
208. 80. 155. 211 |147.237.77.216|Whited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
89.248.172.98 |147.237.76.34 |Netherlands yohal an. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
192.3.176.150 |147.237.72.166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
186. 212. 153. 61 |[147.237. 77. 235 |Frazi sviva.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i drop SAMrule drop 14202
109. 66.172.84 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 66
109. 66. 172. 84 | srael 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SYN drop 23
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
46. 19. 85. 95 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 95 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber moni tor |6
84.108.136. 73 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invali d sequence nunier moni tor |6
84.108.136.73 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
96. 36. 146. 98 Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreanming Engine: TGP Invalid i i ssi
65.55.210. 151 |tited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret ransnm ssi on Packet dropped.
Russi an . o Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
78. 144. 230. 77 LK*i"rfgegom 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SIN drop 3
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 228 I srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.180.120.34 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
128. 232. 110. 28 E?';gegom 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 2
Sreanming Engine: TGP Invalid i i ssi
207.46.13.99  |tited Sates |147.237.72.166|aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransnm ssi on Packet dropped.
91. 200. 12. 7 Wkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
128. 232, 110. 28 | ted 147.237.8.14 |e.orchot.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on i nbound drop 2
Ki ngdom enf or cenent
69. 30. 244. 53 Wited Sates [147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1
141.212.122. 123|Wited Sates [147.237.77. 243 |nobile.idf .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.84 |lhited Sates [147.237.77.176 nat pash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 116|Whited Sates [147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.183.254.12 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
180. 97.106. 37  |Chi na 147.237.72. 167 |i shurimaka. i df . il SYN At tack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47. 47 Lhited Sates |147.237.76.196|e.sviva idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 168|Wited Sates [147. 237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 232. 75 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
184.105.139. 92 |[lhited Sates |147.237.77. 121 e navy.idf. il Geo- | ocat i on enf or cenent S}?o'rggi'nfn I nbound drop 1
77.237.138.202 |Czech Republic [147.237.77. 170 |maarachot . i df . i Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
157.55.39.169 |Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
74.82.47. 26 Wited Sates [147.237.0.33 [idf.il drop drop 1
141.212.122. 124|Whited Sates [147.237.77. 243 |nobile.idf .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.98 |Wnited Sates [147.237.8.27 |e.nadimatal.idf.il  |Geo-1ocation enforcenment gﬁ?o'rszi'nfn I nbound dr op 1
2.52.148. 110 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
104. 128. 144. 131|Canada 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 204|Uhited Sates |147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.183.254.12 [Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47.55 Lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 172|Wited Sates [147.237.76. 176 |test.ncore.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207. 46.13. 99 Lhited Sates |147.237.72.166|aka. idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
85. 64. 232. 75 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni tor |1
184. 105. 139. 104|wnited Sates  [147.237.0. 17 ;“Inly kosher-kravi-id oy At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.30 Lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167|Wited Sates |147.237.8.27 |e.madimata.idf.il  |Geo-1ocation enfor cenent Sﬁ?olrgﬁ:n?” i nbound drop 1
216. 218. 206. 104|tnited Sates  [147. 237. 77. 212 e. dover. i df i Geo- 1 ocati on enf or cenent gﬁ?:r(cjgilmon I nbound drop 1
5.22.135.175 I srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Invalid ACK nunber nonitor |1
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216.239.136.20 |Wited Sates |147.237.77.233|atal .idf.il Mil tipl e Waut horized URL Access from 216.239. 136. 20 B ock 5
85. 64.151.138 |[Israel 147.237.72. 156 |anman. i df . i | PHP At t enpt B ock 4
85.64.151. 138 |[Israel 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut hori zed URL Access from 85. 64. 151. 138 B ock 4
2.54.164. 220 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
109. 67.162. 17 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il ww i df . i |/ hebrew or gani zat i on/ ar mor ed/ bar ak/ kkkkkkk=1bc00Oa5e [B ock 1
kkkkkkk 1bcO0Oa5e
41. 44.168. 18 Egypt 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
77.237. 138. 202 ggj‘;ﬂc 147. 237.77. 170 |m@ar achot . i df . i | Unaut hor i zed URL Access to / B ock 1
66. 249. 75. 6 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
} . . D stributed Uhaut hori zed URL Access on
207.244.70.35 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
: . . Unaut hori zed URL Access to
157. 55. 39. 50 Lhited Sates [147.237.72.166|aka.idf.il vawn aka. i df . i 1/ sachar / f or s/ downl oadf or m asp B ock 1
www. chamat z. aka. i d i
68.180. 230. 160 |United Sates |147.237.77.226]. . Wnaut hori zed LRL Access to B ock 1
f.il vy chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
_ ny-kosher - kravi . i df . _
184. 105. 139. 67 |lLhited Sates |147.237.0.16 il Unhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 17 I srael 147.237.77. 170 |naar achot . i df . i | 147.237. 7. 170/ pef /11 es/ 4/ 108174, pef Bl ock 1
: . . D stributed Uhaut hori zed LRL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
78.144. 230. 77 thted 147.237.77. 216 |dover i df .i | mam.horlzedLR_Accessto VMW|df.|I/tenplates/artlcle/wdeo B ock 1
Ki ngdom ht t p: / v yout ube. cond v/ t v4zoxi 3kn
. . Unaut hori zed URL Access to
66. 249. 75. 15 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ shar edl ¢l i ent scri pts/j query/ ol obal | s Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
37.230.106.78 [Turkey 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wp-admn/ B ock 1
157.55.39. 142 |lhited Sates |147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock
. . D stributed Uhaut hori zed URL Access on
94.242.246.24 |Luxenbourg |147.237.77.216|dover.idf il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
216.239.136.20 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal .idf.il/wp-admn/ B ock 1
73.39. 208. 16 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 73.39.208. 16 B ock 1
184.105. 139. 70 [wnited Sates [147.237.72.167 i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
66. 249. 65. 21 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
i ted D stributed Unhaut hori zed LRL Access on
80. 40. 134. 104 Ki nadom 147.237.77.216|dover. i df . i | v i df . i 1/ tenpl ates/ arti cl e/ vi deo B ock 1
9 ht t p: / www. yout ube. coni v/ t v4zoxi 3kn
Unaut hori zed URL Access to
66.249.75.127 |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ j query/ j query. nyronodal - 1. 6. 2.j |B ock 1
S
157.55.39. 168 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waidf.il/sip storage/files/4/ B ock 1
40.77.167. 42 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/anan B ock 1
! ny-kosher-kravi . i df. |s3 untraceabl e Gonnection - Protocol violation
104. 131. 164. 242|Wnited Sates |147.237.0.16 > (SSL_CONN LI ENT HELLO) None 1
73. 39. 208. 16 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
195. 154. 227. 118|France 147.237.77. 216 |dover . i df . i | Il1egal HITP \ersion HITH B ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66. 249. 65. 224 B ock 1
84.108.32.126 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka. i df.il/defaul t.aspx B ock 1
213. 251. 182. 114|France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 213.251.182. 114 B ock 1
175.157.167.32 |9i Lanka 147.237.77. 216 |dover. i df .i | Unhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
41. 44, 168. 18 Egypt 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
74.82.47.3 Lhited Sates |147.237.76.39 |nobile. neitav.idf.il [Unauthorized URL Access to 147.237.76. 39/ B ock
207. 46. 13. 10 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/main/haredi mgeneral .aspx  [None 1
66.249.69.34  |Israel 147.237.72. 166 |aka. i df . i | thknoun Paraneter anp; docid in None 1
wav aka. i df . i |/ nai n/ gi yus/ general . aspx
128. 232. 110. 29 z‘;;gom 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
66.249.78. 254 I srael 147. 237.72. 166 |aka. i df . i | thknoun Paraneter docl.. in None 1
wav aka. i df . i |/ nai n/ gi yus/ general . aspx
213.251. 182. 114|France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
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