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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |[Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1600
93. 184. 10. 137 Pal estinian Territory, Gcupied [147.237.77.216 dover.idf.il |SYNHood out of context drop 11
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 3
204. 42.253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il |Block Np Al Net drop 2
204. 42.253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il |Block Np Al Net drop 2
188. 138. 17. 205 France 147. 237. 76. 196 e.sviva.idf.il |Block Udp All _Nets drop 1
61.182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il |[JLMPurple Gon_Linmt_Tcp drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 30 hinush.idf.il |B ock Np Al _Net drop 1
185. 130. 5. 224 147.237. 76. 34 yohalan.idf.il |Block Wdp Al Nets drop 1
116. 84. 114. 56 Korea, Republic of 147, 237. 76. 202 e halag.idf.il |Block Udp All Nets drop 1
185. 130. 5. 224 147. 237. 76. 42 refuah.idf.il |Block Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
65. 60.36.203  |147.237.77.178|lnited Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
61.182.170.38 |147.237.76.148|China gqcenter. aka.iof .i |ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.76.30 [Netherlands hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
109. 251. 56. 171 [147. 237. 77. 61 |lkrai ne e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 251. 56. 171 |147.237.0. 15 |Wkraine kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
78.193.2.8 147. 237. 76. 198 |France e.yohalan.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
65.60.36.203 [147.237.77.179|Wnited Sates |e rmzi.idf.il ET SCAN NVAP -sS w ndow 1024 1
65. 60.36.203  |147.237.77.170|lhited Sates |mmarachot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
61.182.170.38 [147.237.76.86 |hina navy.idf.il ET SCAN Potential SSH Scan 1
14. 144, 227 247 |147. 237 76. 44 | na o refuah idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 251. 56. 171 |147.237.0.19 |Wraine nadimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
106. 5. 89,149 |147. 237 76.30 |ni na i rsh. i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
65. 60. 36. 203  |147.237.77.227 |Whited Sates |e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | drop SAMrule drop 9134
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1050
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | drop drop 408
82. 145. 208. 210 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Z;;ed to handie comnection | oo g
72.173.137.245 |Lhited Sates 147.237.77. 216 |dover.i df .i drop First packet isn't SWN drop
217.69. 133. 223 |Russian Federation |147.237.72.166 |aka.idf.il drop SAMrul e drop
41.33.232.66  |Egypt 147. 237. 77. 216 |dover i df .| Bl ock HTTP Non Conpl i ant S:Jt;ed to handie comnection 1 oo |6
93.184. 10. 137 (F;ajcis;i';'ja” Territonyy 47, 237, 77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 5
93. 184. 10. 137 g";'cisgi'géa” Tertitoy 47 237, 77. 216 |dover i of . i dr op First packet isnt SWN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
195.34.150.18 |Austria 147. 237.77. 216 |dover i df .| B ock HTTP Non Conpl i ant Z;;ed to handie conection oo |4
Sreamng Engi ne: TCP i i ssi
109. 66. 64.37  |Israel 147.237.72. 166 |aka. i df . i mNng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dr opped.
46.19. 85. 114 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
217.69.133. 224 |Russian Federation [147.237.72.166 |aka.idf.il dr op SAMrul e drop
S ream ng Engi ne: TCP i i ssi
12.155.228.3  |Wited Qates 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dropped.
212.199.57.199 |Israel 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
173.252.112. 108|lLhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
128.232.110.28 |Wnited Kingdom  [147.237.76. 198 |e.yohal an.idf. il Geo- | ocati on enf or cenent Sﬁ?o'rggﬁ;uo”  nbound drop 2
46.19. 85. 114 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber aert
68.198.183.99 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
128.232.110.28 |Wnited Kingdom  |147.237.77.227|e. hanaz.idf . il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 2
enf or cenent
91. 200. 12. 7 Wkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop
68.198.183.99 |lhited Sates 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject
Streamng Engi ne: TCP Invalid segnent retransnission
136.243.48.84 [German 147.237.76.86 [navy.idf.il ) o " |droj 2
Y Y Inval id Retransm ssion Packet dr opped. P
37.26.147.176 |lsrael 147.237.77. 216 |dover.idf.il drop SAMrule drop
91.200.12. 7 Lkr ai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop
141.212.122.86 |Wiited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
185. 130. 5. 231 147.237. 76. 148 |gqcenter. aka. i df . i | drop SAMrul e drop
46.117.136. 162 |lIsrael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
141.212.122. 115|tnited Sates 147.237.77. 234 |hal ag.idf .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.75.212. 122 glcisgi'géa” Territory 47, 237, 77. 216 |dover i of . i drop First packet isn't SIN drop 1
93.115.95.205 |Anonyrous Proxy |147.237.77.216|dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
185. 130. 5. 231 147.237.0.16 [V kosher-kravi.idf- 1yr op SAMrule drop 1
72.252.202.42  |Jami ca 147. 237. 77. 176 |t pash. i df . i Header Rgj ection Pia?;ug{ ection pattern found | ovor |1
149.78.53.138 |Israel 147.237.72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |1
141.212.122.87 |Wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcenent  |0;!ocation inbound drop 1
enf or cenent
216.17.99.183 |Whited Sates 147.237.77. 216 |dover.idf.il O rect ory Traver sal directory traversal overflow noni t or 1
5.144.131. 170 'F;;‘EBI :i'ﬁ"‘c 147. 237.77. 216 |dover. i df .1 Bad TCP sequence Inval i d AK nunber aert 1
Iran, Islanic . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 1
185. 130. 5. 231 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
87.68.69. 118 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
173.252.112. 108|lnited Sates 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
46. 166. 170. 6 Li t huani a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141. 212. 122. 122|Wited Sates 147. 237. 77. 178 |e. nat pash. i of . | Geo- | ocati on enf or cenent Sﬁ?olrggﬁ;]fn  nbound drop 1
37.187.129. 166 |France 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversal overflow  |monitor |1
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
93.115. 95. 207 |Anonyrous Proxy |147.237.77.216|dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
185. 130. 5. 231 147.237.76.34 |yohal an.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
183.79.222. 116 |Japan 147.237.76.200(ei tan. aka. i df . i | [Miltiple Abnormal |y Long Request from 183.79.222. 116 Bl ock 14
183.79.222. 116 |Japan 147.237.76.200|eitan. aka.idf .i| [Mitiple Ill1egal HITP Version from183. 79. 222. 116 B ock 14
66.249. 65. 224  [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock
109. 253. 205. 53 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
79.181.56. 11 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Request Content Type from 79. 181. 56. 11 B ock
217.69.133. 221 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Gonnection - sigal gs DoS A tack None 1
183. 79. 222. 116 |Japan 147.237.76.200(ei tan. aka. i df . il [I11egal HITP Version xx8<¥ HITP/ 1.0 B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
85.64.151. 138 [l srael 147.237.72. 156 [aman. i df . i | (SSL CONN CLI ENT HELLO) None 1
72.252.202.42  |Janai ca 147.237.77. 176 [mat pash. idf .il |Enail collector robots 14 Bl ock 1
40.77.167. 43 Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
] ] D stributed Uhauthorized URL Access on
171.25.193. 131 |Sweden 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
79.181.56. 11 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/gen_204 B ock 1
66. 249. 65.224 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/navy/ A Bl ock 1
85.64.151.138 |[Israel 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to www aman. i df.il/modiin/| ogin. aspx/| ogin B ock 1
72.252.202.42  |Jamai ca 147.237.77. 176 [mat pash. i df .i| |emai| Hoarding B ock 1
40. 77. 167. 59 Lhited Sates [147.237.0.34 (tikshuv.idf.il |Paraneter Type Molation catld in wuntikshuv.idf.il/site/ general . aspx Bl ock 1
} . . D stributed Uhauthori zed URL Access on
208.184.112. 74 |lWited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
172.58.152. 238 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
83.130. 108. 144 |[lIsrael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/https:/wawidf.il/ B ock
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 894- he/ at al . aspx B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216(dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhauthori zed URL Access on
77.247.181. 163 |Netherl ands 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
46.19. 85. 114 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
Unknown Par anet er
213.57.90.159 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 12$ct | 01$ct | 03%r adQuest i on  [None 1
in wwy aka.idf.il/nain/giyus/questionnaire. aspx
174.129.228. 67 |wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
85. 64.151. 138 [l srael 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut hori zed URL Access from 85.64. 151. 138 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
. . URL is Above Root Drectory
185. 101. 107. 189 147.237.77. 216 |dover.i df . i | v i df.il/../shared/ clientscripts/jquery/jquery-1. 4. 2. mn.js B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216 |dover. i df . il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
79.181.56. 11 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 181. 56. 11 B ock 1
66. 249. 65. 223 | srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx Bl ock 1
Russi an ] . Mil tiple Lhtraceabl e SSL Sessions from217. 69. 133. 221 (sigal gs DoS
217.69. 133. 221 er ati on 147.237.72. 166 [aka. i df . i | At ack) None 1
183.79.222. 116 |Japan 147.237.76.200|ei tan. aka. i df . i | [Abnormal |y Long Request request version B ock 1
. . Ml tiple Untraceabl e SSL Sessions froma85. 64. 151. 138 (Protocol viol ation
85. 64.151. 138 |l srael 147.237.72. 156 [anan. i df . i | (SSL_OONN OLI ENT_HELLO)) None 1
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
207.46.13.99  |lnited Sates |147.237.72. 166 |aka. i df i | thaut hori zed LR. Access to Bock |1
wan aka. i df . i | / sachar/ f or ns/ downl oadf or m asp
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