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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1184
107.170. 91. 224 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 6
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2

115. 239. 228. 10 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |JLM Under Attack Con Htp drop 2

117. 24. 156. 79 Chi na 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp drop 2
222.186. 34. 82 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under At tack_Con_Tcp drop 2

66. 240. 236. 119 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets dr op 1
71.6.135.131 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnature Devi ce Action ‘Count

87.242.112.35 Russi an Feder ati on 147.237.77. 74 lawidf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Count ry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
87.242.112.35 |147.237.77.74 gj:;;”ion lawidf.il SQ Injection - Select From 3
61.240. 144. 64 (147.237.77.74 [China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  |147.237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.178|Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 200 [Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
89. 248. 166. 146 [147.237. 76.86 |[Netherl ands navy. i df.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72.14 |China dover.idf.il(od) [ET SCAN Potential SSH Scan 1
89. 248. 166. 146 [147.237. 76.39 |[Netherl ands nobi | e. neitav.idf.i|ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.0.200 [China nau. i of . i | ET SCAN Potential SSH Scan 1
89. 248. 166. 146 [147. 237. 76. 30 |[Net her| ands hi nush. i df . il ET SCAN Potential SSH Scan 1
89. 248. 166. 146 [147.237.0.19 |Netherl ands nadi matal .idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.227 |China e. hamaz. i df .il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
117 24.156.79 |147. 237. 76.31 |chi na vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |147.237.72.217|Chi na eidf.il ET SCAN Potential SSH Scan 1
89. 248. 166. 146 |147. 237. 76. 44 |Net her| ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
89. 248. 166. 146 |147. 237. 76. 34 [Net her| ands yohal an. i df .i| ET SCAN Potential SSH Scan 1
89. 248. 166. 146 |147.237.0.33  [Netherl ands idf.il ET SCAN Potential SSH Scan 1
89. 248. 166. 146 |147.237.0.15  [Netherl ands kosher-kravi .idf.il [ET SCAN Potenti al SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 9903
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1000
212.76.127.10 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 243
212.76.127.44  |Israel 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 210
212.76.127. 111 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |45
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 30
93.80.111. 19 :Zgia”. 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SWN drop 13
ration
46. 19. 85. 251 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 6
79.176.103.71 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 251 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.103  |Israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data  [noni tor 6
94.230.86. 209 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
46.19. 85. 251 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber noni t or 4
199.30.24.212 |Uited Sates  |147. 237, 76. 200 [ei tan. aka icr. i1 o ST NG Engine: TP Invalid invalid segnent retransnissi on. drop 4
Ret ransni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
93. 80. 227. 29 gz::;”ion 147.237.77. 176 [matpash.idf.il  |drop First packet isn't SWN drop 4
46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 204 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
130. 193. 51. 91 :Zg::tnim 147. 237. 76. 200 |ei tan. aka. i df . ;; ?2':;2 sir;g(;r?e: TP Invalid ::;Vcak]eitd dsregg::;. retransnissi on. drop 3
46. 19. 85. 204 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
141. 8.132. 112 g;z::t”ion 147.237.72. 166 |aka. i of . i ;I fi':s?g Si'?gc'):e: T Invalid 'Pg‘éak';td dsfc?;',j',’e”; retransmssion. |y o 3
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 3
183.79. 222. 116 |Japan 147, 237.76. 200 [ei tan aka i o1 | SAM NG Engine: TCP Invalid - Jinvalid segnent retransmission. |, o 2
Ret ransnm ssi on Packet dr opped.
104. 209. 188. 207 |Wnited Sates  |147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 2
85. 130. 240. 173 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 88 | srael 147.237. 72. 167 |i shuri maka. i of . i [dr op Frst packet isn't SN drop 2
85. 130. 240. 173 |l srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
157.55.39.231 |lhited Sates 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 2
207.46.13.94  |lnited Qates  |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 2
Ret ransm ssi on Packet dr opped.
46. 19. 86. 88 | srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
5.22.134.210 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
207.46.13.109 |Wited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssion drop 2
Ret ransn ssi on Packet dr opped.
128.232.110. 28 |United Ki ngdom|147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
5. 102. 253. 96 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 174|Wnited Sates  [147.237.0.33  |idf.il drop drop 1
85. 130. 240. 173 |l srael 147.237.77. 216 |dover.i df i Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122. 163|nited Sates  |147. 237. 72. 167 |i shurimaka. i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 123 I 'srael 147.237. 77. 216 [dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 118|Uhited Sates |147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enfor cenent Geo-l ocation i nbound enf or cenent |drop 1
185. 130. 5. 231 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
108.54.150. 63 |[Wnited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 :ZZ::FI on 147.237.77. 178 |e.natpash.idf .il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
93.80. 111. 19 gz::;”ion 147.237.77. 176 [mtpash.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212. 122. 166|United Sates  [147.237.77. 121 |e. navy.idf .il Geo- | ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 1
63.143.224.225 |Lhited Sates  [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 123|thited Sates  |147.237.8.50 |e.tikshuv.idf.il [Geo-1 ocati on enfor cenent Geo-l ocat i on i nbound enf or cenent |drop 1
37.142.220.235 |Israel 147.237.77. 216 |dover.idf i Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122. 174|lhited Sates 147.237.77. 178 |e.matpash.idf .il |Geo-| ocati on enfor cenent Geo- | ocation i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

A tacker . Devi ce
Attacker Address count ry Target Address |Site Sgnature Acti on
2.54.156. 129 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 65. 19. 197 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None
} . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock
66.249.73.138 |[lIsrael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock
212.76.127.44 |Israel 147.237.76.30 |hinush.idf.il Too Many 404: Response Code per Al Sources B ock
: . . D stributed Unaut hori zed LRL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock
: . ] DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock
. . Unknown Paraneter hc_|location in
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . i |/ rai v har edi i gener al . aspx None
208.115.113.82 |lhited Sates |147.237.0.34 |tikshuv.idf.il [Uauthorized URL Access to tikshuv.idf.il/main/giyus/ general .aspx B ock
157.55.39.101 |Uited Sates |[147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ B ock
65.49.68.178  |lited Sates [147.237.77. 176 |matpash.idf.il [Wauthorized URL Access to waw cogat.idf .il/901-11732-en/ B ock
: . ] D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock
195. 154. 227. 118|France 147.237.77. 216 |dover.idf . il I11egal HITP \ersion HITH B ock
66.249. 65. 224 |l srael 147.237.77.216 |dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 224 Bl ock
} . . D stributed Unhaut hori zed LRL Access on
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock
107.178.194.79 |Wited Sates |147.237.77. 216 |dover. i df .i | Distributed Lhaut horized UL Access on Bl ock

wawv i df i | /1133- 22638- he/ dover . aspx.
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