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31. 154. 149. 61
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41.33.231.90
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I 66. 249. 90. 117

W 91. 200. 12. 143
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2621

66. 249. 90. 117 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 13
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 4
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

89. 248. 160. 138 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il |Block Np Al _Net drop 1
182.118. 62. 197 Chi na 147.237.76. 31 nakchal .idf.il JLMPurple Gon Linit_Tcp drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
61. 135, 189. 107 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
52.1.90. 117 Lhited Sates 147.237. 72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent

79. 143. 185. 229 (147. 237. 77. 216 |Ger many dover.idf.il ET SCAN Potential VNC Scan 5900- 5920

208.67.1.25 147.237.0.200 |whited Sates |mu.idf.il ET SCAN Potential SSH Scan

181. 164. 237. 60 |147.237.8.28 |Argentina e.nobi | e-ks. i df.il ET SGAN Behavi oral Lhusually fast inbound Tel net Connecti ons,
Potential Scan or Brute Force

79.143.185. 229 [147.237.0.19  |Ger many nadi matal .idf.il |[ET SCAN Potential VNC Scan 5900- 5920
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop SAMrule drop 8886
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 565
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il dr op drop 454
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 34
212.179. 212. 227|l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
e SN retransmit wth different .
81.218.104.66 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e noni t or 12
212.179. 212. 227|I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
151. 15. 6. 148 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
109. 65.231.10 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engine: TGP Invalid i i ssi
31.210. 187. 214 | srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 246. 136. 156 |l srael 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 145 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or
91.200. 12. 143  |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop
46. 19. 85. 162 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert
. . SN retransmt wth different .
79.179.31.219 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109. 67. 133. 110 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46. 19. 85. 162 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i ssi
79.179.204. 44 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 6
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 250 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 103 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
195. 74. 38. 14 Sweden 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.52.132.184 I srael 147.237.72. 166 |aka.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.181.128. 185 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
5. 28. 146. 225 | srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
184. 168. 193. 185|Lhited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.19. 85. 162 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 4
Sreaning Engine: TCP Invalid i i ssi
46.121.253. 154 i srael 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
185.3.147.134 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 162 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.178.11.49  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
109.67.35.223 |israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.164.161  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
37.26.147.197 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.218  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
2.54.178.160 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120, 125. 2 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.233. 167 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.130.76  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
31.210.187.214 [Israel 147.237.77. 243 |nobi le.idf il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
80. 246.136.17 | srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 88 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 107 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.19.177 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 103
31.154.149.61 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 102
31.154.149.61 | srael 147.237.0.19 |nadimatal .idf.i ;g?lhﬁhylg_ é;‘e Sane Response Code (404) in Session from Bock |90
31 154. 149 61 |1 srael 147.237.0.19 |madimatal .idf . i ;2?1’\5?,])/1:;, é?e Sanme Response Code (403) in Session from 8 ock 3
89. 163. 148. 243 |Ger many 147.237.77. 176 |mat pash. i df .i|  [PHP Attenpt B ock
2.54. 48. 100 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
107.178.194.83 |ited Sates [147.237.77.216dover. idf il |0 o e ﬁ"s"";_tggzgfﬂeﬁvﬁff;p;” Bock |1
79.179.31.219 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 215 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
149.78.35.122 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
85. 65. 133. 87 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
204.13.200.200 [Uhited Sates [147.237.77.216|dover . idf .| D stri uted l?:;f:gg;g?ﬂeﬁvﬁc_ispﬁn Bock |1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in ww aka.idf.il/main/rabanut/general . aspx None
157.55.39. 168 |lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/english/) B ock 1
107.178.194.83 |Uited Sates [147.237.77. 216 |dover.idf il |0 511 ed ff;;t;ggggeﬁeﬁvicffjpf” Bock |1
79.181.51.233 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
180. 76. 15. 135  |Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock
46.121.17.58  |israel 147.237.72.166 |aka. i df . i | mu;:g: éfefji Iﬁ xscff;rtr:/ do. . 038cat | 30461 Bock |1
149. 88.244.63 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
89. 163. 148. 243 |Ger many 147.237.77. 176 |mat pash. i df . i]l  |Mil tiple Wauthorized URL Access from 89. 163. 148. 243 B ock 1
208.115.111. 71 |Wited Sates [147.237.72.156|anan.idf.il O stributed Lhaut hori zed UR. Access on list.ips.gov.il/robots. txt B ock 1
68.180.228.112 |[lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitelenglish/docunents. asp B ock 1
173.252.90. 110 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
109. 67. 207. 87 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
80. 246. 136. 156 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
180. 76. 15. 158  |Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | ?El.“zrgi;;‘jlgg‘ygﬁzf;/;zr uns! aspf show or um asp Bock |1
157.55.2. 171 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs oS Attack None
68.180.230.29 |Lhited Sates [147.237.77.176|mat pash.idf.il [Paraneter Type Violati on PageNumin wmn cogat.idf.il/901-he/ cogat.aspx |Bl ock
217.69. 133. 68 :Z:::t”i on 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/main/ char B ock 1
176.13. 4. 177 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
109. 186. 172. 168|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
81.218.104.66 |Israel 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
185.32.179. 24 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
66. 249. 69. 93 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
157.55.39. 165 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/english/history/history/stm B ock 1
89. 163. 148. 243 |Ger many 147.237.77. 176 |nat pash. i df . i|  [Unauthorized URL Access to waw cogat.idf.il/xnirpc. php B ock 1
68.180.230. 224 |[Lhited Sates [147.237.76.31 |nakchal .idf.il magztkiglnﬁi .\fﬁ'fﬂf.nhgagiﬁgi.gspx Bock |1
31.210.187.214 [israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
Russi an . ) Unaut hori zed URL Access to ww idf.il/21133-17275- he/ x—x™xce x”
141.8.132.78 Fedor at i on 147.237.77. 216 |dover . i df . i | x?x"-x-‘xTMx’" >‘<a”x§x£ ><©>_<oe><-><%)"><i><"~x" xex8 X7X" xex" X'x" x| xo B ock 1
XEX" X'x3 Xx'xexx” xeXTMx" x™ x"x" x§X"xex3 aspx
84.228.121.172 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.13.200.200 |Uited Sates |147.237.77. 216 |dover.idf. il [0S Bted ﬁ"s"";_tggzgfﬂeﬁvﬁff;p;” Bock |1
66.249.75.107 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ yohal an/ mai n/ mai n. asp Bl ock 1
2.54.165. 89 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 166 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwidf.il/sip_storage/files/7/ B ock 1

01-15-2016-00:04:06 to 01-15-2016-01:04:06




