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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3630
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 34
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
84.109. 112. 159 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 6
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 4
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
87.203. 102. 187 QG eece 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
157. 55. 39. 53 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.179. 54. 237 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3

45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

91. 208. 115. 34 Lkrai ne 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 2

8. 37.70.99 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
157. 55. 39. 52 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
173.208. 137. 10 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Np All Net drop 1
151. 41. 29. 92 Italy 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SlgnaIure Devi ce Action |Count

198. 20. 69. 78 Lhited Sates 147.237.8. 14 e.orchot.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At t acker Address|Target Addr ess ‘Attacker Gountry |Ste

Signature

195. 34. 150. 18  [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218.77.79.38  |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Rapi d PGP3 Gonnections - Possible Brute Force Attack |1
185. 130. 5. 240 |147. 237.76. 30 hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25  |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
85.242.138.19 |147.237.76. 177 |Fortugal ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.166. 184. 187 |147.237.8.28 |[Israel e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.253.96.122 |147.237.76.31 |China nakchal .i df.il ET SCAN NMAP -sS wi ndow 3072 1
46.151.53.196 |147.237.77. 205 |krai ne prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25  [147.237.0.33 |[China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
88.249.106.23 |147.237.8.50 [Turkey e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.166. 184. 187 |147.237.8.28 |[Israel e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
65. 60.36.203  [147.237.76.39 |Wited Sates nobi | e.meitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58.253.96. 122 |147.237.76.31 |China nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

ountry ‘Target Address ‘S’te ‘Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op SAMrule drop 6569
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1722
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op drop 664
5.108.141.6 Saudi Arabia 147.237.77.176 |matpash.idf .il |dr op Frst packet isn't SN drop 51
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
66.249.69.30 |Uited Sates  |147.237. 77, 243 |moniteiar.i1 |2 €AM NG Engine: TGP Invalid Invalid segnent retransmssion. drop 27
Ret r ansni ssi on Packet dr opped.
176.12. 160. 4 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 27
195. 239. 16. 53 23;; on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 26
195. 239. 16. 40 ggz:;”l o 147.237.77.74 |lawidi.il  |Block HTTP Non Conpl i ant Failed to hand e connection data  |menitor |26
31. 210, 187. 214 |I srael 147.237.77. 243 ot 1 e i or 1 |7 €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
46.19.85.133 | srael 147.237. 72, 166 |aka i i1 | ! €M NG Engine: TCP Invalid Ivalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
66.249. 64. 119 |Wiited Sates  |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
37.26.147.230 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
31.154.149. 61 |Israel 147, 237.77. 243 |rvi e o | €AM NG Engine: TP Invalid - invalid segnent retransmissi on drop 9
Ret r ansmi ssi on Packet dr opped.
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
207.46.13.90 |Wited Saes  |147.237.72. 166 |akaicr.it | AMNG Engine: TP Invalid — limvalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |[lhited Sates 147.237.77. 176 |t pash.i df il |[dr op First packet isn't SYN drop 6
80. 110. 42. 94 Austria 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
85.65.133.87 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
91. 200. 12. 141 |lkrai ne 147.237.76.42 |refuah.idf.il |drop SAMrul e drop 6
46. 19. 85. 42 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
91. 200. 12. 141 |Wkrai ne 147.237.77.233|atal .idf.il dr op SAMrule drop 6
2.54.176.26  |Israel 147, 237.77. 243 |rvi e i o1 | €AM NG Engine: TCP Invalid - invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dr opped.
109. 253. 196. 23 |I srael 147 237. 77, 243 b e i o1 | €A NG Engine: TCP Inval id nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
80.110.42.94 [Austria 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
79.180.97. 4 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or
87.68.57.124 |Israel 147.237.72. 166 |akaidf.il  [Bad TOP sequence Swacere reansm wehdifferent fonitor |5
95.186.112. 70 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
87.68.57. 124 | srael 147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
5.29.98.72 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.230 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data noni t or 4
31.154. 156. 43 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
2.54.8.238 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.230 |[lsrael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 4
46. 19. 86. 233 | srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 4
37.26.147.230 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
65.55.210.64 |United Sates  |147.237.76. 200 fei tan aka idr | 2 N9 Engine: TGP Invalid nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
37.26.147.230 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91.200. 12. 136 |lkraine 147.237.76.31 |nakchal .idf.il |drop SAMrule drop 4
77.125.83.29 |israel 147.237. 72, 166 |aka i 11 |} €M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
94. 230. 86. 142 [l srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 3
91. 200. 12. 136 |lkrai ne 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 3
212.179. 213. 40 (I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
46.19.85.190 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
192. 116. 54. 161 [l srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
176.13.19.177 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 18
31.210.187.214 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock
176.13.11. 79 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
204.13.200. 200 [United Sates [147. 237. 77. 216 |dover . i df . i | D stri utec 1T§;f2§éi3;?ﬁeﬁvﬁc.?:p£n Bock 2
213.57.146.14 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.26.147.201 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
213.57.159. 125 |[lsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock
31.154.149.61 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?r(;fz‘f? | tg‘eggrcﬁim;es/l tehi | ddocunent s/ 1071 Bl ock 2
176. 228. 174. 147|I srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
208.184.112.74 |United Sates [147.237.77. 216 |dover . i df . | Dstri utec 1?;;}2;;5?&%\/’2‘;‘??:&” Bock |2
2.54.171.58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
217.132.113. 219]I srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
85. 65. 133. 87 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
68.180. 228. 175 |Lnited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
204.13.200. 200 [United Sates [147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;};‘;;2;?&%\/&?;2” HBock |1
66. 249. 64. 3 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/nain/snalimshowbig. aspx B ock 1
95.186.112. 70 |Saudi Arabia |147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: (pen Mvde None 1
212.76.116.30 |[Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 212. 76. 116. 30 B ock 1
77.125. 146. 165 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/val tam B ock 1
185. 3. 144. 87 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/vww aman.idf.il/ Bl ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
46.121.203.118 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con. i co B ock 1
Unknown Par anet er
109. 66. 218. 121 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $quest i onUpdat eSconboQuest i on  [None 1
in ww aka.idf.il/nain/giyus/faq. aspx
85. 107. 127. 238 |Turkey 147.237.77.216|dover. i df . i | Uhaut hori zed LRL Access to waw idf.il/aman B ock 1
5. 29. 240. 246 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
68.180. 230. 29  [Uhited Sates |147.237.77. 176 |nat paSh' idf.il V\u;w?\tu;:g;tl Zlii(: .Lijlq/_t’:cn;f:;tseéloshar ed/ user cont r ol s/ header upper / Bl ock !
176.13. 14. 77 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS At ack None 1
66.249.64.124 [Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/tiznoret/news/ B ock 1
107.178.194.79 |Uited Sates [147. 237. 77. 216 [dover . i df . i | D stri utec 1T;;f2§223i?ﬁeﬁvfrc.?:p£n Bock |1
37.26.146.156 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.179.214.16  |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None
66.249.78.97  |israel 147. 237. 72. 166 |aka. i df . i | ﬂ?“tzg?r ié.e(jfsg/lnaﬁf;siut;gi yus/ general . aspx B ock 1
185.32.179.24 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Att ack None 1
50. 62. 208. 87 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Att enpt B ock 1
109. 253. 196. 23 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
85.130.240.50 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
31.154.149.61 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
72.167.190.33 |lhited Sates [147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
207. 46. 13. 49 Lhited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 65.223 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- 18063- he/ dover . aspx |B ock 1
107.178.194.83 |Uiited Sates |147.237. 77. 216 |dover . i df . i | D stri utec 1?;;}2;;5?&%\/’2‘;‘??:&” Bock |1
2. 54. 140. 124 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
84.108. 187. 127 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gyuis B ock 1
185. 120. 126. 62 147.237.77.243|nobi l e. i df . i | O stributed Waut horized URL Access on nobil e.idf.il/sachar/index B ock 1
50.62.208.87  |Wited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to www chi nuch. aka. i df .i1/xnirpc. php Bl ock 1
149.88.111.32 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89.138. 84. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
207.46.13.99  |Uited Sates [147. 237. 72. 166 |aka. i df . i | m“;:gi';‘fc: Iﬁlﬁf‘ﬁzn;fat s/ v behazdaa, or . | Bl ock 1
72.167.190.33 |lhited Sates [147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xmrpc. php B ock 1
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