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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country Address

‘Target

‘Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3020
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 180
128. 234. 108. 182 Ronani a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
81.129. 80. 116 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
82. 205. 80. 254 zlcis;i'géa“ ferritory, 147.237.77.216  |dover.idf.il SYN A ood out of context drop 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 4
66. 249. 69, 34 I srael 147.237. 72. 166 aka.idf.il ;C/]; handshake violation, first packet not 4
79.180.177.198 | srael 147.237.0. 19 nadi matal .idf.il |Block Wdp All Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
79.180.177. 198 | srael 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 19. 85. 90 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
66. 249. 73. 206 I srael 147. 237.77. 170 naar achot . i df . i | I;]: handshake viol ation, first packet not 2
37.26. 149. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
222.186. 58. 169 Chi na 147.237.76. 201 eatal.idf.il JLM Under Attack Con_Tcp drop 2
66. 249. 78. 2 I srael 147.237.72.166  |akaidf.il :;]; handshake violation, first packet not . 1
45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 209 147.237.76. 39 nobi | e. nei tav.idf.i|B ock Wp Al Nets drop 1
1.82.41.3 Chi na 147.237.76. 196 e.sviva.idf.il B ock_Udp Al Nets drop 1
31.13. 161. 225 Pal estini an Territory, 147.237.77.216  |dover.idf.il SYN A ood out of context drop 1
Qceupi ed
46. 60. 5. 31 glcis;ilgéan Territory, 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
217. 69. 133. 223 Russi an Federati on 147.237.72.166  |akaidf.il :;]; handshake violation, first packet not . 1
173. 208. 137. 10 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
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|Top Attackers In |D|

Target Address
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195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 73.206 [147.237.77.170|Wited Sates  |mmarachot.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
178, 187,59, 150 |147 237 0,33 |Russian il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
31.210.67.78  |147.237. 76. 200 [Tur key eitan. aka.idf.il ET SCAN Potential SSH Scan 1
31.210.67.78  |147.237.76. 147 [Turkey chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
31.210.67.78 |147.237.0.34 [Turkey tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.77.79.38 |147.237.77. 176 |Chi na mat pash. i df .i | ET SCAN Rapi d POP3 Gonnections - Possible Brute Force Attack |1
194. 187. 249. 70 |147. 237. 76. 196 |Eur ope e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
114.112.90. 54 [147.237.0.17 |China mny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 64 |147.237.77. 227|Chi na e. hamaz. i df . il ET SCAN NMAP -sS wi ndow 1024 1
31.210.67.78  |147.237.76. 201 [Tur key e.atal.idf.il ET SCAN Potential SSH Scan 1
31.210.67.78  |147.237.76. 199 [Tur key e. nakchal .idf.il ET SCAN Potential SSH Scan 1
31.210.67.78 |147.237.76. 44 [Turkey e.refuah.idf.il ET SCAN Potential SSH Scan 1
31.210.67.78 |147.237.0.16 [Turkey ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il drop SAMrule drop 5185
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1534
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il drop drop 77
46. 19. 86. 233 | srael 147.237.72.166 |aka.idf.il dr op SAMrul e drop 56
S SN retransnmit wth different
79.179. 221. 208 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e alert 49
79.179. 221. 208 |israel 147.237.77. 233 |atal i df il Bad TCP sequence SiNretransmt wth different oo |as
w ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
192.198. 151. 45 |Eur ope 147. 237. 77. 226 "f"l”‘”ha”mz'aka"df dr op First packet isn't SWN drop 29
46. 19. 85. 53 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |18
C e SWNretransnmit wth different .
188. 120. 151. 19 |l srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence i ndow scal e monitor |17
132. 64.154. 178 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
176.13.19. 227 |Israel 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |13
83.130. 116. 87 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
31.13.161. 225 [ estinian 147. 237. 77. 216 |dover. i df . dro Frst packet isn't SN dro 11
T ) Territory, Gecupied ) U o P pac P
46. 19. 85. 229 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |10
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 10
109. 67. 187. 8 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
s SWNretransnmit wth different .
188. 120. 151. 19 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e monitor |8
2.54.142.20 I srael 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
37.142.188.242 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Tineout [reject 7
46.19. 85. 116 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
S reaning Engi ne: TCP i i ssi
79.177.115. 225 |israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
2.54.168. 203 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 90 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Stream ng Engi ne: TCP Invalid segnent retransnission
74.9.137. 146 Lhited Sates 147.237.76.86 [navy.idf.il . . " |dro 6
W Inval i d Retransmi ssion Packet dr opped. P
S reaning Engi ne: TCP i i ssi
149.88.222.96 |Israel 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
37.26.147.163 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
157.55.39. 139 |[wnited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
Sreamng Engi ne: TCP i i ssi
194. 90. 89. 5 I'srael 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
109.67.187.8  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
77.127.216.233 | srael 147.237. 72. 166 |aka. i df . i mng Engine. Invalid segnent retransmssion. | ., 6
Inval i d Retransmission Packet dropped.
176.13.19.227 |lIsrael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber alert 6
188. 178. 248. 115|Dennar k 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 116 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
176. 13. 2. 197 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
S reaning Engi ne: TCP ' i ssi
2.54.164.189  |Israel 147.237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
e SYN+tACXK retransmt wth .
84.94.84.124 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence gifferent wi ndow scal monitor |5
46.19. 85. 124 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |5
79.180. 177. 198 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85. 2 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |5
132. 64.154. 178 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Z‘:I;ed to handie comnection | i s
46.121.199. 212 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
213.8.204. 24 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert
37.142. 250. 160 |Israel 147.237.77. 226 [\ chamatz. aka.1df |gag TOP sequence Invalid ACK nunber moni tor |4
213.8.204.24 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
84.95. 229. 219 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
79.178.177.88 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Mainy of the Same Response Code (404) B ock 128
176. 13. 16. 40 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 84
176. 13. 4. 182 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 30
176.13.4.182 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 30
83.130. 104. 156 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 14
46.19. 85. 53 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.177.81.241  |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
79.183. 150. 203 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
46.19. 86. 44 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.28.148. 87 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 2
54.197.189.73 |[Lhited Sates 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover . aspx B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
Unknown Par anet er
84.108. 83. 17 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPt acetol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46. 19. 85. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
217. 69. 133. 225 RJSf;:I”ion 147.237. 72. 166 |aka. i df . i | Unknown Paraneter fb709480 in aka.idf.il/giyus/ None 1
2.54.49. 190 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
Pal esti ni an
176. 65. 5. 170 Territory, 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 1
Cceupi ed
79.181.221.13 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |Bl ock
109. 253. 202. 153|l sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
m ny- kosher - kr avi . ' i
66.249.75.113 I srael 147.237.0.17 |° WY 'l1egal Paraneter Encoding rnd in . None |1
idf.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
46.116. 159. 3 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
85. 158. 137. 195 |Eur ope 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Qonnection - Unknown SSL Sessi on None 1
Unhaut hori zed URL Access to
. . WA cogat . i df . i 1/901-11120- he/ cogat . aspx&sa=u&ed=0ahukew
31.44.128.185 |Israel 147.237.77. 176 [mat pash. i df . i | kga_ohkr kahvi mgakhdgndf oqf ggamag&usg=af qj cnf de._unumaj ve3 Bl ock 1
akot zdsj j dol zI g
; ; . O stributed Lhaut horized URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i dff . i | / 1133- 22461- hel dover . aspx. Bl ock 1
77.127.230.251 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
93.172.129.94 [Israel 147.237.76. 147 |chi nuch. aka. i df .i| |Unauthorized URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 1
66. 43. 145. 74 Lhited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock 1
84.109.101.91 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
. . D stributed Uhauthori zed URL Access on
46.19.85.73 I srael 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 23098- he/ dover . asp Bl ock 1
217. 132. 144. 2511 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.22.120.226  |Israel 147.237.72.166 |aka. i df . i | Distributed Lhauthorized Method for Known LRL on Bock |1
vwwv aka. i df . i | / nai n/ sachar/
. . . URL is Above Root Drectory
176. 126. 252. 12 |Ronani a 147.237.77.216|dover . i df . i Wi of i1/ / shared/cl i entscri pts/j query/j query-14.2.nin.| s B ock 1
79.182.147.97 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
149.50. 124. 2 Lhited Sates 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.117.42.85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
Unknown Par arret er
87. 69. 58. 66 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
84.94.42. 120 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
37.26.147.214 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
207.46.13.99  |wnited Sates 147.237.72. 166 |aka. i df . i | Wnknown Paranet er 136cd360 in None 1
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
176.13. 11. 40 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
- - Unhaut hori zed URL Access to
66.249. 64. 106 |l srael 147.237.76.31 |nakchal .idf.il nakhal . df .11/ consol e/ core/ doc.nur/ doc_nur . asp B ock 1
84.228.33.241 |Israel 147. 237.72. 166 |aka. i df . i | thknown Pararet er __V ERSTATEENCRYPTED i n None 1
wan aka. i df . i |/ nmai n/ sachar/ nar ki veysachar . aspx
46.19. 85. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
5.22.135. 115 I srael 147.237.77.216|dover.idf.il Admin Bl ocki ng B ock
. . D stributed Uhauthorized URL Access on
185. 65. 135. 227 [Sweden 147.237.77. 216|dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
149.88.111.32 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
. . DO stributed Lhaut hori zed URL Access on
46.166. 137. 206 |Net herl ands 147.237.77.216|dover . i df . i v i dff . i | / 1133- 22638- he/ dover . aspx. B ock 1
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