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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3122
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

173. 208. 137. 10 Lhited Sates 147. 237.76. 86 navy.idf.il Block Np Al Net drop 1

66. 240. 219. 146 Lhited Sates 147.237.76. 42 refuah.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount

96.47.2. 10 Lhited Sates 147. 237.76. 42 refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature

46.19.85.94  |israel 147.237.0.34 |tikshwv. it i1 |2 €M NG Engine: TCP Invalid Invalid segnent retransmssi on drop 129
Ret ransni ssi on Packet dropped.

46. 19. 85. 27 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 49

85. 130. 247. 186 |l srael 147 237, 72. 167 i shurimaka i ot i || €2 NG Engine: TCP Invalid Invalid segnent retransmssion. drop 48
Ret ransni ssi on Packet dropped.

5.22.130.242 |[lsrael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 43

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

79.179. 221. 208 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence mﬁtfiﬂt wth dfferent moni tor |24

79.179. 221. 208 |I srael 147.237.77. 233 |atal .idf.il Bad TOP sequence mdgir:‘:;rit wth different alert 18

66.249. 64.119 |lited Sates [147.237.76.86 [navy.idf.il Stream ng Engi ne: TP Invalid Invalid segnent retransmssion. drop 14
Ret ransni ssi on Packet dropped.

37.26.147.132 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 12

2.52.47.89 I srael 147. 237. 77. 216 |dover . i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 10

84.94. 26. 80 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 10

84.110.53.207 |Israel 147.237.0.19 |macimatal.ior. 1| €2M NG Engine: TP Invalid Invalid segnent retransmssion drop 9
Ret r ansmi ssi on Packet dr opped.

183.57.179.56 |China 147. 237. 77. 216 |dover i df .i Bad TCP sequence mﬁtfiﬂt wth dfferent moni tor |9

109.64.0.246 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 9
Ret r ansmi ssi on Packet dr opped.

141. 0. 15. 42 Eur ope 147. 237. 77. 216 |dover . i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

109. 67. 186. 233 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

46.19.85.238 |[lIsrael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 7

149.88.111.32 |Israel 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7

185.99.32.2 147.237.76.30 |himush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7

54.244.22.103 |lited Sates [147.237.77.176|natpash.idf.il  [drop First packet isn't SN dr op 6

109. 64. 166. 20 |Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval id Invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 81 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert

5.22.131.20 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 81 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or

46.120. 143. 172 |1 srael 147.237.77. 243 |robi e iop i1 | €AMNg Engine: TP Invalid Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.

213.8.204.79 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6

79.176.105.86 |l srael 147. 237.72. 166 |aka. i df .11 Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.

37.26.147.132 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

84.94. 26. 80 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert

46.19. 85. 81 I srael 147.237. 77. 216 [dover. i df.il Bad TCP sequence Invalid ACK nunber alert

31.168.84.85 |[Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

41.33.232.66 |Egypt 147.237.77. 216 |dover. i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

79.178. 146. 102 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 6

213.8.204.79 [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber noni t or 6

37.26.147.132 |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence alert 6

176.13.2.167 |israel 147,237, 77, 243 |mwbi e i 11 | S Ng Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

37.26.147.142 |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

46.19.85.238  [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert

46. 19. 85. 81 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

79.183. 105. 172 I sr ael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.

79.178. 146. 102 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

37.26.147.132 |lIsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

37.26.147.185 |Israel 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

2.52.158.165 [Israel 147. 237. 72. 166 [aka. i df .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 5

83. 130. 108. 154 |I srael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 5

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

5.102.254.44  |Israel 147.237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5

5.102. 254. 159 [l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5

85.64.254.98 |Israel 147. 237. 72. 167 |i shurimaka. i of .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site dgnature Action ‘Count
109. 67.39.209 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 150
109. 64.195. 34 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 142
109. 67.39.209 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 97
46. 19. 86. 247 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 73
84.110.53.207 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 47
176. 13. 4. 182 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 44
176.13.10.226 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 18
46. 19. 86. 157 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
84.109. 209. 153 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 84. 109. 209. 153 B ock 5
84.109. 209. 153 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 84.109. 209. 153 Bl ock 5
84.109. 209. 153 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from84.109. 209. 153 B ock 5
109. 65. 196. 207 |l srael 147.237.77.243|nobi [ e.i df . i | Distributed Whaut hori zed URL Access on nobi | e. i df . il/nekudot /i ndex B ock 4
84.109. 209. 153 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Aonormal |y Long Request from 84.109. 209. 153 B ock 4
84.109. 209. 153 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from84. 109. 209. 153 B ock 3
46.19. 86. 10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.235. 177 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37.26.146.220 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.109. 209. 153 [Israel 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Code Character in Header Nane from 84.109. 209. 153 B ock 3
62.219.99.130 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37.26.147.205 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 156. 152|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.183.202.91 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
84.109. 209. 153 |l srael 147.237.72. 166 |aka. i df . i | Mil ti ple NULL Character in Header Narme from 84.109. 209. 153 B ock 3
84.109. 209. 153 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 84.109. 209. 153 B ock 3
46.117. 42. 85 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.120. 14. 147  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
72.9.148. 10 g];::: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wwy navy.idf.il/994-8613- he/ navy. aspx. aspx  |B ock 2
80.246.139.75 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
84.109. 209. 153 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Mal forned HTTP Header Line from 84. 109. 209. 153 B ock
204.13.200.200 |11 1147, 237. 77, 216 |dover . i df . b stri but o gs?;fggggg?ﬂeﬁvﬁzs:p:” Bock  [2
107.178.104.79 |11 |147.237.77. 216 |dover. i df . | D stri butec lT;;f;g;gfﬂeﬁvﬁ‘stp;” Bock  [2
85. 250. 150. 253 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
84.109. 209. 153 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from84.109. 209. 153 B ock
77.127.230.251 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
5.135.66.213  |France  [147.237.77. 216 |dover . i df . | b stri but o gs?;fggggg?ﬂeﬁvﬁzs:p:” Bock |1
2.52.189. 202 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Illegal Byte Qode Character in URL a€trA A G ASGA®) { Ace] [ #5]] Ava€Z
84.109. 209. 153 I srael 147.237. 72. 166 |aka. i df . i | SIS /ﬁg?’[oﬁ]?f&%? ﬁé?if%[fzz[s[] ;g?ﬁ;ﬂx[iﬁ]ja?ba/ ac Bock |1
i[[#3]] K[ 9x+a€ [[#27]]1n
198. 58. 103. 102 ;h;:ee: 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw idf.il/1294- he/ wan i df il B ock 1
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 Bl ock 1
93.173.248.6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
84.94. 26. 80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
85. 64. 247.164 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
84.109. 209. 153 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple NULL Character in Method from 84.109. 209. 153 B ock 1
79.179.221. 208 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx Bl ock 1
149. 88. 67. 21 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109.64.5.139  [Israel 147.237.72. 166 |aka. i df . i | mnsg iz{;‘f ?Ffé;rnlg\:hiﬁﬁim@a;& None |1
2.54.178.231  |Israel 147.237.77. 243 |nobi  e. i df . i | ﬁ;”lt eh ?rd'fz‘f? , t‘;egpgf;sem S e/l <t chi 1 ddocument s/ 1432 Bock |1
212.143.159. 39 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df. i/ mai n/ sachar B ock 1
68. 180. 228. 109 gﬁ;ttg: 147.237.0.34 [tikshuv.idf.il [Paraneter Type Viol ation PageNumin waw tikshuv.idf.il/901-he/tikshuv. aspx [B ock 1
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