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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3024
79.178.134. 131 | srael 147.237.77. 234 hal ag.idf .il ock_Udp All _Nets drop 3
31.168. 240. 21 | srael 147.237.72. 156 anan. i df.il Bl ock Wdp All Nets drop 3
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
79.178. 134. 131 I srael 147. 237.72. 156 anan.idf.il Block Udp All Nets drop 3
77.45. 250. 250 Russi an Federation 147.237.76. 148 ggcenter.aka. idf.il |JLM Under Attack Con_Tcp drop 2
134. 147. 203. 115 Ger nany 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
151. 80. 109. 172 Italy 147.237.76. 176 test.ncore.idf.il Bl ock Wdp Al Nets drop 1
120. 59. 195. 119 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
141. 212.122. 154 Lhited Sates 147.237.76. 176 test.ncore.idf.il Bl ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

A tacker ’At tacker Qountry

Target Address |Site ’Sgnature

185. 2. 188. 46 Macedoni a, the Forner Yugoslav Republic

. . 9221: HITP: PUT Method Execution over
of 147.237.72. 166 [aka. i df . i | HTTP/ Vb DAYV Bl ock 1
151.80.31. 150 |[italy 147.237.76. 42 |refuah. i df.i|c28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In FW |

Attacker Address Atacker

Signature

‘Tar get Address ([Ste

Country
79.182.122.162 |Israel 147.237.76.42 |refuahidf.il |Bad TOP sequence mdﬁr:cr;rit Wth different monitor |74
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
188. 120. 148. 180l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Inval id ACK nunber noni t or 22
46.19. 86. 161 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 21
80.246. 133. 180 |Israel 147.237.77.234|ndl ag.idf.il  |Bad TOP sequence mdze\:,rsaé;rit wih different monitor |15
85. 250. 200. 250 |Israel 147, 237.77. 243 |rvi e i1 |/ €AM NG Engine: TP Invalid - finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
79.183.57.185 |lsrael 147.237.0.34 |tikshuv.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
87.69.149.61 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
85.64.106.135 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
85. 64. 106. 135 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 11
185. 120. 125. 12 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dr opped.
46.19.85.239  |[israel 147.237.77. 216 |dover.idf il |Bad TCP sequence mﬁsg rea”S”“ wthdifferent | onitor o
80. 246. 136. 108 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or
80. 246. 136. 108 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN - > SYN ACK -> Ti neout alert
79.178.129.249 |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdrc,?,t\,rsaé;ngt wth different monitor |8
80. 246. 136. 108 |l srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
80. 246. 136. 108 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 86. 161 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
100. 127.93. 7 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.19. 86. 192 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
77.125.107.56 | srael 147. 237. 72. 156 |aman. i df . Bad TOP sequence Vﬂdzitrsaé:rit with different monitor |7
2.54.27.87 I'srael 147.237.77. 243 |mvi e i1 | €3M NG Engine: TP Invalid - finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
79.181.136. 129 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACGK nunber alert 6
37.26.147.176 |lsrael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence noni t or 6
80. 246. 136. 108 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d sequence nunier noni t or 6
176.13. 4. 49 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 6
79.181.136. 129 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
213. 8. 204. 16 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 86. 42 I srael 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.181. 212 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
85.130.139.95 |[lIsrael 147.237.77. 216 |dover. i dof .il Bad TCP sequence Invalid ACK nunber noni t or 5
176.13. 4. 49 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
37.142.64.130 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
85.130.139.95 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 121. 195. 221 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
80. 246. 136. 108 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
87.242.112. 35 gzz:;”i on 147.237.72. 166 |aka. i df i drop SAMrul e drop 4
2.52.19.127 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.149.211 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 136. 2 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
109. 160. 142. 252l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
185.32.179.97 |Israel 147.237.0.19 |nadi matal.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
176. 13. 5. 240 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
85.130.139.95 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
84.108.32.120 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 4
37.142.64.130 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence noni t or 4
176. 13. 5. 240 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4
79.183. 105. 172 | srael 147. 237. 72. 166 |aka. i o . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.




01-14-2016-19:04:07 to 01-14-2016-20:04:07

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 22 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
46.19. 86. 22 | srael 147.237.0.19 |nadi matal .idf.il Ig‘_)l':rgg.ozfzthe Sane Response (bde (404) in Session from Bock |76
84.228.141.201 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 76
37.26.149.214 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 66
109. 253. 138. 151 ]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 54
185.32.179.97 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 15
80. 246. 139. 230 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 12
80.246.139.56 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 8
84.108. 216. 141 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 7
109. 66.17. 13 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 6
185. 32. 179. 251 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
84.109. 104. 237 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 6
79.183.57.185 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 6
5. 29. 245. 225 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 6
84.228.99.132 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 5
46.19. 86. 14 I srael 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/index Bl ock 3
185.32.179. 94  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 192 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.38.18 I srael 147.237.77.243|mobi | e. i df . i | D stributed Lhauthori zed URL Access on nobil e.idf.il/sachar/index |B ock 3
66.249. 65.224 |l srael 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 65. 224 B ock 2
84.111.139.85 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 67.39. 209 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 70 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.149.172 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
80. 246. 139. 159 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
77.126.62.155 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
31.6.46.221 France 147.237.77.216|dover.idf . il Mil tipl e Whaut horized URL Access from 31. 6. 46. 221 B ock 2
149. 78. 244. 224 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
85. 250. 200. 250 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
84.110.53.207 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
46.18. 17. 199 g‘ijcis;ii:;a” Territoryly 47, 237. 77. 216 |dover. i df . i | Uhaut hori zed URL Access to www i df .i1/894-ar Bock |2
79.179.180. 171 |Israel 147.237.77. 243 |nobi | e. i df . i | S;Eitlr;_biuéf?Iﬁiﬁhgg{}fﬁgexﬁ Access on Bl ock 1
Unknown Par arret er
5.102. 253. 37 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wawn aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
2.54.61. 158 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
87.69. 247. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
217.69.133.222 |[Russian Federation [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/kamhar/klali/default.asp None 1
37.26.146.144 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
128.232.110.29 |United Ki ngdom 147.237.77.19 [lawforumidf.il |Uhauthorized URL Access to 147.237.77.19/ B ock 1
77.125.107.56 |lsrael 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 101 cooki es B ock 1
5. 28. 147. 164 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
93.172.177.102 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/xnrpc. php B ock 1
62.219.141.97 |israel 147. 237.72. 156 |anan. i df . i | mugzg: izs;j. fﬁ‘cgﬁgsls:/ Egr o doc. rmgr/ undef | ned Bl ock 1
194.79.60.231 |kraine 147.237.77.216|dover . i df . i | Paraneter Type Miolation SortOr in wawidf.il/1398-en/dover.aspx |B ock 1
2.52.160. 51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
85. 64.106. 135 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
46. 19. 85. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176. 13. 8. 198 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
79.181. 136. 129 |Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31. 6. 46. 221 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/rights/asp/ B ock 1
2.54.139. 145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1

01-14-2016-19:04:07 to 01-14-2016-20:04:07




