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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3040
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
95. 211. 70. 193 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
202.124.109.87  |New Zeal and 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
97. 88. 205. 32 Lhited Sates 147.237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Declaration Evasi on Bl ock 1
108. 67.169. 124 |Lnited Sates 147.237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
151. 80. 31. 154 Italy 147. 237.76. 42 refuah.idf.il |©28 HITP. AhrefBot craw er B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il ]13840: TLS QpenSSL Heartbeat Packet B ock 1
177.185.192. 77 |Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

deni al of service attenpt

95.211.70.193 |147.237.77.74 |Netherl ands lawidf.il A Injection - Select From 4
202.124. 109. 87 [147.237.77. 74 [New Zealand |l awidf il SQ Injection - Select Fom 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
210. 117. 121. 60 [147. 237. 77. 176 Ok;)rea, RepUDI 1 C | b pash. i i ET SCAN NVAP -sS wi ndow 4096 1
46.19.86.244  [147.237.72. 166 |1 srael akaidf.il portscan: TCP O stributed Portscan 1
177.185.192. 77 |147.237. 77. 74 |Brazil lawidf.il SQ Injection - Select From 1
109. 251. 56. 171 |147.237.8.50 |Wkraine e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 183. 107. 218 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 110. 175 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
223.4.174.30 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 78. 165 |147.237.72.166 [Lhited Sates |akaidf.il SEWERLAPAO_E_ Apache med_ss| non-SS. connection to SSL port 1
deni al of service attenpt
212. 76. 109. 235 |147. 237. 72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
61.240. 144. 64 |147.237.77. 234 |thi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
210. 117. 121. 60 [147. 237. 77. 176 Efrea' RepUDI T C |, ot pash, i . ET SCAN NVAP -sS wi ndow 3072 1
46.19.85.194  [147.237.72. 166 |1 srael akaidf.il portscan: TCP O stributed Portscan 1
114 35.34. 245|147 237 0.33  |Tai wan il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 65. 180. 169 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
95. 86. 114. 224 |147.237.76.30 |[lsrael hi nush. i df.il ET OG5 Large anount of TGP ZeroWndow - Possible Niller2 1
DDos attack
79.183.25.43  |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
223.4.174.30 |147.237.76. 148 |hi na gacenter. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
79.180.27.209 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
213.8.204.87 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
66.249. 78. 158 |147.237.72.166 [hited Sates [aka.idf.il SERVER APACE Apache nod_ssl non- SSL connection to SSL port 1




01-14-2016-18:04:04 to 01-14-2016-19:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

212.76.127.219 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 207

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

207. 195. 249. 169|lhited Sates [147.237.77.176|nmatpash.idf.il dr op First packet isn't SYN drop 28

85. 250. 196. 245 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt with i fferent moni tor |28

w ndow scal e

2.52.191. 225 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21

46. 19. 85. 78 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 20

2.54.58. 56 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18

213.82.52.234 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
Sreaning Engine: TQP Invalid i i SSi

46. 210. 244. 232 |Israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dr opped.

213.82.52.234 |itay 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreaning Engine: TCP Invalid i i ssi

5.102.253.75  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 11
Ret r ansm ssi on Packet dropped.

46.19. 85. 138 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 9

46. 19. 85. 138 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9

46.117.153.219 [Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 9

213.82.52.234 |italy 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or 8

176.13. 12. 54 I srael 147.237.77. 243 nobi l e.i df . | Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning BEngine: TQP Invalid i i SSi

66.249.64. 119 |Wnited Sates |147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

. . SYNHAK retransmit with different .

213.82.52.234 |italy 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal @ noni t or 6

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
Sreanming Engine: TCP Invalid i i ssi

77.127. 150. 200 i srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

109. 65. 180. 169 |l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

79.182.172.11 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or

79.180.23.225 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi

66.249. 64. 163 |lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

157.55.39.174 |Wited Sates |147. 237. 72. 166 |aka i df i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

79.183. 189. 198 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

2.54.154. 47 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi

80.179.9.115  |[Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

109. 66.20.99  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

2.54.154. 47 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber alert 6

37.26.148.244 | srael 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINWAK retransmt with different | oo |6

W ndow scal e

213.82.52.234 |italy 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 6

46. 19. 85. 231 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6

2.54.154. 47 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 6

176. 13. 12. 54 I srael 147.237.77. 243 |nobi | e.i f . i | Bad TCP sequence Invalid AGK nunber aert 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

46.19. 85. 231 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 6

79.182.172.11 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 6

2.54.154. 47 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi

79.178.136. 196 |l srael 147. 237.77. 243 |mobile. i f . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

188. 120. 148. 139|I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or

207.158.41.25 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SN drop

. . SYNretransnit wth different .

85. 250. 196. 245 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e noni t or 4
Sreaning Engine: TCP Invalid i i ssi

109. 253.132.4 |Israel 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.

192, 117. 138, 211|l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi

157.55.39.196 |Wnited Sates |147.237.72. 166 |aka idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

176.13.2. 147 |Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or

167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

46.19.85.159  |Israel 147, 237.72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. dr op 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
85. 65. 149. 70 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 46
5. 29. 245. 225 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
109. 66. 141. 152 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
37.26.147.255 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 14
62.219. 154. 237 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
46.19. 86. 213 I srael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code Bl ock 6
46. 210. 244. 232 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
80. 246. 136. 127 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 21. 50 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
213.57.189. 144 |l srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
46. 19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 147. 155]I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
80.179.11.219 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for waw aka. i df . i |/ nai n/ gi yus/ B ock 2
46.19. 86. 76 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
110. 88. 122. 195 |Chi na 147.237.77. 216 |dover.idf .i | Dstributed PHP At tenpt Bl ock 2
79.182.172.11 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
204.13.200.200 |Uited Qates  [147. 237. 7. 216 |dover . i df . i | D stri bt ec 1?;;}2%;;?&%\/?2?&” B ock 1
75.175.149. 105 |[lhited Sates  [147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwidf.il/https:/wnidf.il/ B ock 1
89.138.107.66 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/fr.alors B ock 1
157.55.39. 198 |lhited Sates  [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/default.asp Bl ock 1
85. 64.176. 95 | srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 253. 146. 16 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
107.178.194.83 |Uiited Sates [147.237.77. 216 |dover. i df .i | D stri utec 1?55-?323?&%&?22? B ock 1
79.178.136. 196 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
Russi an ) . magt hor_i zed URL Accegs to _ _ _
188. 143. 232. 15 Federat i on 147.237.77.216|dover.idf .i | V\W\{ldf.lIltenplates/artlcle/artlcl e.in.aspx/tenpl at es/ sendt of ri end/ sendt |B ock 1
of ri end. aspx
5.29.47.94 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
85. 250. 196. 245 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock
66.249. 78.165 | srael 147.237.72. 166 |aka. i df . i | (Sg‘SLU_" gﬁ\?ﬂ?&?ﬂﬁf& Protocol violation None 1
176.13. 3. 83 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.117.153. 219 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
110. 88. 122. 195 |Chi na 147.237.77.216|dover. i df . il Mil tipl e Wnaut hori zed URL Access from 110. 88. 122. 195 B ock 1
84.108. 248.170 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.26.149.228 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 201. 154. 149Netherlands  [147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;_t2§;éfﬂeﬁafecrcfssp£” B ock 1
79.182.213. 166 |[lIsrael 147.237.72. 166 |aka. i df . i | Wnt raceabl e S Sessi ons: sigal gs oS At ack None 1
207.46.13. 94 United Sates 147.237.76. 86 |navy. idf.il V\u;\x;a\tu;;\?;.lizdi(.jiLIJ/qt_eﬁcpIC:ts:s/tsohar ed/ user cont r ol s/ header upper / Bl ock !
77.125.13.100 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS At ack None 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df . i1/1133-16871-ar/ mmmmmmed507e1d7mmmmmm d507e |B ock 1
1d7
89. 139. 159. 8 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
66.249.66.16 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i m;}:’ ﬁhiﬂ :I:Z“T 2?”' szioﬁtﬁ]ccess on Bl ock 1
173.161.52.213 |lLnited Sates [147.237.77.216|dover.idf .il Enail collector robots 14 B ock 1
85. 64. 176. 95 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/mai n/ gi yus/ B ock 1
80.246.139.99 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
216.185.43.135 |lhited Sates |147.237.72.166|aka.idf.il Dstributed MSSQ Data Retrieval wth Inplicit  Qnversion Errors(+) None 1
46. 19. 85. 214 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 253. 146. 45 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
107.178.194.83 |Uhited Sates  [147.237.77. 216 |dover. i df . | D stri buted 1‘?;;_‘;%;;?26%\2??;‘)2” Bock |1
79.181.33.251 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
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