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01-14-2016-16:04:08 to 01-14-2016-17:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 8747
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3217

82. 145. 209. 106 Eur ope 147. 237. 76. 42 refuah.idf.il{Block Ip Véb In drop 24
84.111. 164. 68 I srael 147.237.77. 216 dover.idf.il |Bock Udp Al Nets drop 6

168. 235. 197. 231 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover _Under Attack Con Htp drop 2
66.102. 9. 118 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1




01-14-2016-16:04:08 to 01-14-2016-17:04:08

|Top Attackers In IPS|

At t acker

Attacker Address Qount ry Target Address |Site Sgnature

185. 45. 13. 150 |Rormani a 147.237.0.34 [ti kshuv. i df.|16634: HTTP. Apache HTTP Server nod_status Request B ock 1
46. 4. 89. 35 Ger many 147.237.77. 216 |dover . i df . i | |C1000106: HITP. najestic bot B ock 1
185.45.13.150 |Romani a 147.237.0.34 |tikshuv.idf. f:e?;bm;: G\ Bash HITP Header Renote Code Bxecution B ock 1
122.112.77.58 |China 147.237.77. 216 |dover. i df . i | |22280: HITP. Joonha Qbj ect Injection Vul nerability B ock 1
172. 245. 224. 226|United Sates 147.237.72.166|aka. i df .i| |Cl000106: HTTP. najestic bot Bl ock 1
5.254,97. 75 Romani a 147.237.0.34 |ti kshuv. i df.|10767: HITP. Acunetix Security Scanner B ock 1
185. 45. 13. 150 |Rormani a 147.237.0.34 [tikshuv. i df.|10767: HITP. Acunetix Security Scanner B ock 1
5.254.97. 83 Romani a 147.237.0.34 |ti kshuv. i df . |10767: HITP. Acunetix Security Scanner Bl ock 1




01-14-2016-16:04:08 to 01-14-2016-17:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79.177.199. 59 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 2
208. 73. 207. 243 147.237.8. 27 e.madi matal .idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.76. 177 Sweden ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 235. 197. 231 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
132. 66. 220. 204 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
79. 180. 179. 75 147. 237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 1
68. 180. 229. 239 147.237. 72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
208. 73. 207. 243 147.237.0.35 akavs. i df .i | ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220 147.237.76. 201 Sweden e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176.13. 23. 41 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
167. 102. 76. 164 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stri buted Portscan 1
109. 64. 204. 188 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1




01-14-2016-16:04:08 to 01-14-2016-17:04:08

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.105.234.112 |Ageria 147.237.77. 216 |dover.i df .i drop First packet isn't SWN drop 274
168. 235. 197. 231 |Lhited Sates|147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 74
2.54.60.197 | srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 44
212.199. 236. 231|i srael 147, 237.76. 200 [ei tan. aka. i o1 || €2M NG ENgine: TCP Invalid invalid segnent retransnission. Packet drop 44
Ret r ansni ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 130. 5. 207 147.237.0.19 |nadimatal.idf.il|drop SAMrul e drop 30
46. 19. 85. 139 | srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval id ACK nunber noni t or 29
46.121.139.20 | srael 147.237.76.42 |refush.idf.il  |Bad TOP sequence i’;;e”a”sm't wthdifferent wndow | pnitor  [25
46. 19. 86. 69 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 24
199. 203. 172. 109|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
213.57.208. 103 |Israel 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 16
213.57.208. 103 |Israel 147.237.72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
46.19.86.231 [Israel 147.237.72. 166 |aka. i of .i Bad TCP sequence Swacere reansm with different moni tor |12
2.54. 60. 197 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 12
62.219. 165. 161 |I srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission Pecket |y 12
Ret r ansn ssi on dr opped.
2.54. 60. 197 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |12
2.54.60. 197 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber nonitor |12
S reanmng Engi ne: TGP SYN '
101. 181.134. 61 |Brazil 147.237.77. 216 dover i i1 |5 enget ?ansm o ﬁ?@:fgg;;’gd ge:iog; n?’;']‘l“aspacket wara |0ro 12
41.105.234.112 |Ageria 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
54.244.22.103 |Lhited Sates|147.237.77. 176 |natpash.idf.il dr op Frst packet isn't SN drop 10
46. 19. 86. 218 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 10
2.52.46.141 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
62.219.213.81 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence ?Z;:;e”ansm wth different wndow | onivor |10
46.19. 86. 231 | srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
37.46.39. 244 I srael 147.237. 72. 166 [aka. i df .i Bad TCP sequence Invalid AGK nunber monitor |8
93.172.157.29 |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Inval id invalid segnent retransnission. Packet | o, 8
Ret r ansn ssi on dr opped.
46.117.96.121 |[Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber monitor |8
37. 46. 39. 140 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
2.52.48.73 | srael 147.237.77. 170 |naarachot . i df .il1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
2.54.6.20 I srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
191.181. 134. 61 |Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109. 66. 194.56 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
191.181.134. 61 |Prazil 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid ACK nunber aert 6
207.46.13.99  |Uited Sates|147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransnission Pecket |y 6
Ret r ansni ssi on dr opped.
213.57.51.111 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
191.181.134. 61 |Brazil 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber monitor |6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
85.130.128.11 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |6
157.55.39. 174 |Wited Sates|147. 237. 72. 166 |aka i of i1 Streamng Engi ne: TCP Inval id invalid segnent retransnission. Packet | o, 6
Ret r ansn ssi on dr opped.
46. 19. 85. 224 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
85.130.128.11 |Israel 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
93.172.17.1 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
172.56.34.230 |wited Sates|147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
41.105.234.112 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber monitor |5
5.102.254.228 [lIsrael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber monitor |5
5.102. 254. 54 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
41.105.234.112 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 5
84.109.73.249 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 224 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4




01-14-2016-16:04:08 to 01-14-2016-17:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
83. 130. 104. 103 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 89
185.32.179.96 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 25
2.52.48.73 I srael 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unauthorized LRL Access from2.52.48. 73 Bl ock 11
2.54.137. 247 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
95. 86. 70. 196 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 6
46.19. 86. 111 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 6
46. 19. 86. 219 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
. . . Too Many of the Same Response Code (404) in Session from
83.130. 104. 103 [l srael 147.237.0.19 |[madi matal .idf.il 83. 130. 104. 103 B ock 5
m ny- kosher - kr avi _ ,
46. 19. 85. 35 | srael 147.237.0. 17 Pdf il Mitiple Illegal Paraneter BEncodi ng from46. 19. 85.35 None 5
109. 253. 195. 48 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |4
84.228.145. 148 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
5.29.50.74 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.162 |[Israel 147.237.0.19 |nadimatal.idf.il |Dstributed Suspicious Response Qode B ock 3
79.177.108.200 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 3
46. 19. 85. 62 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
37.142.252.169 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
79.177.108.200 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Method from79.177. 108. 200 Bl ock 2
46. 19. 86. 76 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.177.108. 200 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal Iy Long Request from 79.177.108. 200 B ock 2
84.95. 251. 36 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
79.177.108. 200 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79. 177. 108. 200 B ock 2
79.177.108. 200 |Israel 147.237.72. 166 |aka. i df . i | Mal formed HITP Header Line 4 B ock 1
79.176. 10. 80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
Russi an Uhaut hori zed URL Access to
188. 143. 232. 26 ration 147.237.76.86 |navy.idf.il wawv navy. i df . i1/tenpl at es/ honepage/ honepage. aspx/ t enpl at es/ sendt of r |B ock 1
i end/ sendt of ri end. aspx
2.54.6.20 I srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown HTTP Request Method [[#0]]4A gAY A-#A ATACA UA?! * AE
A md[ [ #5] ] AsAe [ [ #4]] A="A8ARA\ f AzwA- A?A¥YAY] [ #19] ] A¥Au EAR Af
79.177.108.200 |[Israel 147.237.72. 166 [aka. i df . i | [ [ #6] ] OA¥#wWA?AAYAYA2 Af A6 AVAT[ [ #22] ] A?LA?A-A"Ace5T3A?AL B ock 1
[[#17]] AYA AN 8A- A° A2AS in URL A€dA») A yAZ6( [[#22]]i [[#24]]4,
a
q
46.117.96.121 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194. 83 |Uited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
. . Mitiple Illegal Byte Gde Character in Header Val ue from
79.177.108. 200 |Israel 147.237.72. 166 |aka. i df . i | 9. 177 108. 200 B ock 1
46.19. 85. 111 I srael 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SearchText in wawidf.il/1065-he/ dover.aspx |H ock 1
84.108.173.170 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Illegal Byte Code Character in Header Nane c[[#29]]c}] f A-Ae AE~SAY
[[#19] ] A...[[#23] ] mA¢A2 ATA2 _A+be A.. . A- A.. . AAceA A°A™[[#12]]1A
D , Ag[[#30] ] AELB
79.177.108. 200 |Israel 147.237.72. 166 [aka. i df . i | WAERA?ATAZ- AceA” nA™AZAGS[ [ #14] ] RAEAGAASAS Bock |1
R4S [ [ #6] ] A° 9A+A»ACE[ [ #8] ] Anl | Ayr dAal [#14] 1 DBAR I A | A€
[[#29]] [[#31] ] [ Ak [#2]]\ Aoso
213. 8. 204. 86 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed LRL Access to waw anan. i df.il/https:/ww aman.idf.il/ B ock 1
. . O stributed Uhaut hori zed URL Access on
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
185. 45.13.150 |Ronani a 147.237.0.34 |tikshuv.idf.il Abnormal |y Long Request net hod B ock 1
2.54.129. 237 I srael 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
80.178.173. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 253. 135. 153|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
NULL Character in Header Nane at AtPASA: A6A; A©
[[#6]11[#3]11[[#16]]2[[#2]] [ #7] ] AA«QCrA?Ae CYALAE
MraDl [ [ #19] ] yAf4EA AAEVSAA Ace~AZ[ [ #29]] AceA- A"JAe w AYA,
A¢A? A% g A™A2WHEA'A"AA... AEAYAYAEA° A° AE
79.177.108.200 |[Israel 147.237.72. 166 [aka. i df . i | [ [#28]] AcBe 5[ [#25] 1 AA?AhA Ay Bl ock 1
IA A -[[#8]] RBA zACh[ [ #5] ] A>A¥[ [ #0] ] [ [ #5] ] ACO[ [ #27]] A% A%
WW AEA; A3 Ao AAEA?) AxA[ [ #27]] 3f gEA, « Aj #AS
yI! AuAj [ [ #21] ] ATYAVA 3A¥AAceA” A®A»3bA,=AZ
A21 AEAPA Ao NDALA®] ATFA! AvA?
Mal formed URL A€dA») A yAZ6GH[ [#22] 11 [ [#24]]142q; &0 zxx[ [ #30] ] ~Ef
1[ [#22] ] [ [ #24] ] hA»Ayx rnna,~z$4Acel At AE gkACa€?A?x3 x” ARAS
79.177.108.200 |[israel 147.237.72. 166 [aka. i df . i | [[#16]] AT[[#7]] h[ [#0] ] Cra€™ONAY} d7cA8X” c[ [ #22] ] AZ8A«f | 6A8dX, Bl ock 1
[[#0]]« Acu[ [#12]] O xSAZ[ [#27]] t Qe (V4 [ #4] ] AYASGri Aoxs &xit Az
Ot "A§j a.e[[#5]]1[[#11]]13
46. 19. 85. 103 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod B ock 1
ny- kosher -kravi .id ) . o ,
87.69. 87. 39 | srael 147.237.0. 16 fFil MBSQ. Data Retrieval wth Inplicit  Qonversion Brors None 1
. . . Too Many of the Same Response Code (404) in Session from
79.176.171. 231 |Israel 147.237.0.34 |tikshuv.idf.il 9. 176. 171. 231 B ock 1
194.90. 251. 18 [Israel 147.237.72. 166 |aka. i df . i | Illegal Byte (e Character in URL /mainkapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
31.168.103. 115 [Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 31.168.103. 115 Bl ock
2.54.6.20 I srael 147.237.77.216|dover. i df . il Uhtraceabl e SSL Sessions: Protocol violation (SSLCON QI ENT HELQ  [None
79.178.166. 142 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
. . O stributed Whaut hori zed URL Access on
62.219.213.81 [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
109. 253. 208. 185|l sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85. 198 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
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