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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3016
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1016
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonmal y-TLS renegoti ation-Q i dest - r eset 89
66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 75

5. 254. 97. 83 Rormani a 147.237.0. 34 tikshuv.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 6
109. 66. 158. 20 | srael 147. 237. 72. 167 ishurimaka.idf.il |B ock Udp All Nets drop 6
109. 66. 158. 20 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 6
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 148 gocenter.aka.idf.il |JJLM Under Attack Con Tcp drop 2

66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
185. 130. 5. 228 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

122.112.77.58 Chi na 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

Signature

66.249. 93. 99 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 81 147.237.76. 30 Lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
78.193.2.8 147.237.0. 33 France idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 69. 93 147. 237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
46. 19. 86. 214 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220 147. 237. 0. 200 Sweden . i df i ET SCAN NMAP -sS wi ndow 1024 1
176. 13. 14. 150 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
114. 112. 90. 54 147. 237.8.50 Chi na e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 251. 56. 171 147. 237. 76. 86 kr ai ne navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 172. 98 147.237.0. 16 Net her | ands ny- kosher -kravi .i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
82. 80. 196. 44 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
185. 23. 60. 4 147.237.77. 216 Uhi ted Ki ngdom dover.idf.il portscan: TCQP D stributed Portscan 1
149. 88. 201. 45 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
114. 112. 90. 54 147. 237.8. 28 Chi na €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.172. 98 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.117. 208. 243 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
46.121.139.20 [Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor |72
w ndow scal e

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TQP Invalid i i ssi

80.246.136.65 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 27
Ret r ansmi ssi on Packet dropped.

212.199. 34.114 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21

79.178. 38. 15 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 21
Sreanming Engine: TCP Invalid i i sSi

79.178.191. 142 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

85.130. 216.49 |Israel 147. 237. 72. 156 |anan. i df . i 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

37.26.147.163 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

46.19. 85. 177 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invalid ACK nunber noni t or 11

46. 19. 86. 195 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 10

. . SN retransmt wth different .

176.13.22.235 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 10
Sreaming Engine: TGP Invalid i i ssi

2.54.167.172  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmission. dr op 9
Ret r ansni ssi on Packet dropped.

109. 253. 158. 70 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or

109. 253. 158. 70 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TQP Invalid i i ssi

176.13.7.157  |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 238 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or

2.52.155. 118 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber alert

183.37.106. 169 |Chi na 147.237.77. 216 |dover. i df .| Bad TOP sequence S retransmt wth different monitor |7

w ndow scal e

46. 19. 85. 213 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi

87.68.83.233  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

37.17.224.62 Ger many 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

79.176. 206. 137 |Israel 147.237.72. 156 |anan.i df .il dr op Frst packet isn't SN drop 6

2.54,26. 102 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

37.26.148.195 |Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 6

81. 218. 241. 26 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 6

46.19. 85. 213 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi

80.179.10. 113 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.

109. 160. 160. 10 |l srael 147.237.77.233 |atal .idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

79.176.129. 125 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

79.180. 226. 144 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253.132. 11 [ srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

37.26.148.156 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

80. 246.136.98 | srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 139 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

79.182.139.48 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

94. 159. 158. 165 |l srael 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46.19. 86. 218 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 5

149.78.5.211 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber alert 5

149.78.5.211 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5

37.26.146.218 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 5

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

82.166.180.29 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

194.90. 119. 123 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

84.109.73.249 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

199. 203. 122. 201 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

82.145.217.3 Eur ope 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 4

213.57.126.231 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

206.253.226.7 |Lhited Sates [147.237.77.176|matpash.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

120. 61. 214. 173 |india 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site Sgnature Devi ce

‘Count

Country Action
149.88.86.218 |l srael 147.237.0.19 |madi matal .idf.i[/00 & of the Sane Response Cbde (404) in Session from Bl ock 144
149. 88. 86. 218
149. 88. 86. 218 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 109
149.88.86.218 |Israel 147.237.0.19 |madi matal .idf . [/00 Wy of the Sane Response Code (403) in Session from Bl ock 78
149. 88. 86. 218
109. 253. 129. 161/l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 32
80. 246.136.65 [Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 8
31.168. 103. 115 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Waut hori zed URL Access from 31.168. 103. 115 Bl ock 8
79.178.191. 142 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Code B ock 6
46.19. 86. 199 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 66. 66. 147 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
80.246.136.98 |[Israel 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed LR. Access to nobil e.idf.il/sachar/index Bl ock 3
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | vowy cogat i df i /i p storagelfil es/ O/ si ze220x0/ 3410 | pg. sr ¢ Bl ock 3
109. 64.202.34  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
85.64.190.214 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
80. 246. 136.65 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod HEAD for
2.52.191. 203 I srael 147.237.72. 166 |aka. i df . i | v akaL i o i1/ i sachar/ vi ysl i p. aspx B ock 2
2.54.167. 172 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
] . . D stributed Unaut hori zed URL Access on
107.178.194. 79 |Wited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
79.178.38. 15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
] . . O stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
109. 67.157.34 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i/ mai n/ hone/ def aul t. aspx |B ock
194.90. 244.58  |Israel 147.237.77.74 [lawidf.il Post Request - Mssing Content Type from 194.90.244. 58 B ock
176.13.19. 117 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
- . Unaut hori zed URL Access to
87.68.59.101 [Israel 147.237.76.86 |navy.idf.il W navy. i . i 1/ resour cel user f ol | ow esour cel cr eat e B ock 2
82.166. 146. 115 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka.idf.il/val tam B ock 1
46. 19. 85. 255 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149. 88.86.218  |Israel 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
. . . Unknown Par aneter wbh48617274 in
31.154.19.5 I srael 147.237.76.30 |hi nush.idf.il vow chi nush. atal i df i 1/ styl ef shar ed/ | ayout 2. css None 1
- - D stributed Lhaut hori zed URL Access on
109. 201. 154. 248|Net her | ands 147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.182.146.182 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
208.113.160.6 |lhited Sates 147.237.76.200|ei tan. aka. i df . i | |Whaut hori zed LRL Access to eitan. aka.idf.il/bl og/ wp-adm n/ B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ctl 25 in
2.54.128. 42 I srael 147.237.72. 166 |aka. i df . i | e aka. i df . i | / nai i/ sachar/ paysl i ps. aspx None 1
106. 75. 199. 187 |Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] - - Paraneter Type M ol ati on PageNumin
68.180.230. 224 [lnited States  147.237.76.31 |nakchal .idf.il [ =" - 0 e 1108 hel nakhal _ aspx Bl ock 1
188. 143. 232. 34 RJSS::t”ion 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188. 143.232. 34 B ock 1
167. 114. 64. 166 [Canada 147.237.76.200|ei t an. aka. i df . i | |Unhaut hori zed LR Access to eitan. aka.idf.il/test/wp-adnmin/ B ock 1
84.109.73.249 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.8.204.69  [Israel 147.237.72. 166 |aka. i df . i | thknoun Par aret er _\I BEABTATEENCRYPTED i n None 1
wwy aka. i df . i |/ mai n/ gi yus/ f ag. aspx
37.26.147.195 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
116. 86. 116. 175 |9 ngapore 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to wa i df.il/xnrpc. php Bl ock 1
79.177.169. 242 |l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/xnrpc. php Bl ock 1
] . - D stributed Lhaut horized URL Access on
204.13.200.200 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
5.22.129.139  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png B ock 1
109. 65. 219. 131 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
93.172.166.59 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.159 |[lsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/error. htm B ock 1
176.13.22.235 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css B ock 1
. . Unaut hori zed URL Access to
84.95.131.137 |Israel 147.237.76.86 [navy. i df.il Wy navy. i df .il/sip storagel/fil es/6/si ze338x0/ 1806. j pg Bl ock !
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.il/inages/ 1. he/ buttonback. png  |B ock
79.182.230. 214 |l srael 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
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