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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3060
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 265
46.19. 86. 103 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 152
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 93
66. 249. 90. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
79.178. 49. 192 | srael 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 9
82. 80.217. 70 | srael 147.237.72. 167 ishurimaka idf.il Bl ock_Wp Al _Nets drop 3
115. 239. 228. 10 Chi na 147.237.76. 176 test.ncore.idf.il JLMPurple Gon Limt _Htp drop 3
212.179. 54. 237 | srael 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 3
221. 6. 49. 97 Chi na 147.237.77. 226 vy chanat z. aka. i df.i | |Inval i d TGP H ags dr op 2
81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
115. 239. 228. 10 Chi na 147.237.76.176 test.ncore.idf.il JLM Under _Attack Con Htp drop 2
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il Bl ock_UWp Al _Nets drop 1
66. 102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
194. 90. 131. 82 | srael 147.237. 76. 86 navy.idf.il B ock Udp Al Nets drop 1




01-14-2016-14:04:01 to 01-14-2016-15:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |S gnature Devi ce Action |Count |
89.218.71. 214 |Kazakstan 147.237.77.74 |l aw i df . i|13248: HITP. Joomia JCE File Wl oad Renote Code Execution Wil nerability  [B ock 2
104. 238. 83. 242 147.237.72. 166 |aka. i df.i |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Korea, Republic

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

220.126. 158. 18 |147. 237. 0. 33 Pdf.il , 1
of Potential Scan or Brute Force
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
185.130. 5. 216 |147.237.72. 167 i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 8. 45 ?;3:::{:0” eeitanid.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 113 |147. 237. 76. 44 |krai ne e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.19.85.101  [147.237.72. 166 |1 srael aka.idf.il portscan: TCP Distributed Portscan 1
31.154.10.42 |147.237.77.216|Israel dover . idf.il portscan: TCP D stributed Portscan 1
213.151. 42, 202 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 3.176. 150 |[147.237.76.202|Wited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 60. 153. 178 |147. 237. 77. 226 RF;ZZ::I’}W ww chanat z. aka. i df .| [ET SCAN NVAP - sS wi ndow 1024 1
104. 219. 238. 10 |147. 237. 76. 86 navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 [147. 237. 76. 44 |lkrai ne e.refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
37.142.68.35 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.54. 203 147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1




01-14-2016-14:04:01 to 01-14-2016-15:04:01

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 69

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 24

37.26.147.211 |israel 147.237.77. 243 |t et [ S NG Engine: TP Tnvalid - imvalid segnent retransnissi on. drop 24
Ret ransni ssi on Packet dr opped.

37.17.224.62 Ger many 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 18

46. 19. 86. 28 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 15

46.19. 85. 247 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence noni t or 14

66. 102. 9. 15 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 13

213.57.181.22 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.

2.52.155.118 | srael 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

46.19. 86. 118 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 11

85. 65. 82. 183 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 11

46.19. 85. 154 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

46.19. 86. 44 I srael 147. 237. 77. 216 |dover i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | onitor |10

176.13.1.244  |Israel 147.237.0.19  |radimatal iar.i |2 €@ NG Bngine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.

82.81.193. 82 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

81.218. 241. 26 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8

2.52.155.118 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 7

2.52.155. 118 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence I'nval i d sequence nunber noni t or 7

2.52.155. 118 I srael 147. 237. 72. 167 |i shuri maka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7

46. 19. 85. 169 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7

66.249.64.163 [Uhited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 6
Ret ransni ssi on Packet dr opped.

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

46.210.199.19 |(Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop

2.54. 5,53 I'srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.

77.125.111.45 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 247 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or

46. 19. 85. 169 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert

81.218.198. 120 |israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.

46. 19. 85. 236 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

79.179.201.16 [Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 86. 135 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5

79.177.203.190 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

81.218. 251. 250 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

93.173.233.3 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4

109. 253. 202. 2431 srael 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.

195. 34.150.18 |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor  [4

62.210.141.4  |France 147. 237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 4
Ret ransni ssi on Packet dr opped.

2.54.160. 20 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

2.54.23.70 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

109. 253. 195. 135|l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4

2.54.23.89 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46.19. 85. 171 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber noni t or 3

109. 64, 203.57  |Israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

79.179. 127. 104 |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

37.26.149.151 | srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

79.130.23.109 |G eece 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

37.26.146.142  |israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

46.19. 85. 81 I'sr ael 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
176.13. 1. 244 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 86
46. 19. 86. 245 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 43
176.13. 1. 244 I srael 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
84.109.18.11 | srael 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from Bock |8
84.109. 18. 11
176.13.19. 117 |Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 6
46. 19. 86. 149 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 6
82. 166. 240. 204 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66. 249. 69. 8 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | |Unauthorized LRL Access to www chi nuch. aka. i df .il/404. htm B ock 2
. . . Unaut hori zed URL Access to
46.19.86. 25 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1403 Bl ock 2
46. 19. 86. 244 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Pal esti ni an . .
: . . Paraneter Type Mol ati on SearchText in
213.6.119.246  [Territory, 147.237.77. 176 |nat pash. i df . i | vw cogat . i df . 1/ 938- en/ cogat . aspx Bl ock 1
Qccupi ed
Unaut hori zed URL Access to
. . nmaarachot . idf.il/pdf/files/0/113110. pdf &a=u&ed=0ahukewi xy-z
95. 86. 87. 102 I srael 147.237.77. 170 |naar achot . i df . i | xqnkahwi i kht kadueqf ggl mai &usg=af cj cngh- oxhf i xbi r pbsyot t r¢ B ock 1
opkg7cq
46.19.85. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Russi an . . Unaut hori zed URL Access to
188.143. 232. 34 Federation 147.237.77. 176 [nat pash. i df . 1 ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
2.54. 42,117 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
. ny- kosher -kravi .id _
74.82.47.2 Lhited Sates 147.237.0. 16 £l Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
109. 226. 45.85 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
62.219.99.130 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
46. 19. 86. 64 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
85.130. 247.62 I srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00$cphM nScphSachar $et 113 i n None |1
waw aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
2.54.184. 195 I srael 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77. 233/ 894-he/ at al . aspx B ock 1
80. 246. 137. 205 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ chanat 2/ Kl al i / def aul t . asp B ock 1
149.88.107.26 |Israel 147.237.72.166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00ScphMi nScphSachar $ct 37 in None |1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
104. 238. 83. 242 147.237.72. 166 |aka. i df . i | PHP At enpt Bl ock 1
Unaut hori zed URL Access to
. . www, aka. i df . i |/ mai n/ har edi ml &a=u&ved=0ahukew 57nuhognkahx
213.151.59. 105 I srael 147.237.72. 166 [aka. i df . 1 | dj swkhuhf d- sqf ggknae&usg=af gj cnf d5s02zi eednbnf xvss2_oef us Bl ock !
WwW
84.109. 18. 11 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
46.19. 85. 85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
194. 114. 146. 227|I srael 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to www idf.il/inages/ 1. he/trigger. png B ock 1
2.54. 43. 66 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
79.176. 10. 80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 142. 181 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72.166|aka. i df .i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
46.19. 86. 104 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
207.46.13.104 [Wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
85. 250. 76. 19 I srael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
80. 246. 139. 190 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
37.26.148.151 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
176.13.20. 11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Uhknown Paraneter catid in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ mai v r abanut / gener al . aspx None 1
] ; . Unaut hori zed Method CET for
157.55.39. 156 |[lLnited Sates 147.237.72.166|aka. i df .i | vuww aka, i df i |/ kanhar/ cont act / def aul t . asp B ock 1
104. 238. 83. 242 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-Iogin. php B ock
46.117. 141. 221 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ Bl ock
. . Unhknown Paraneter sa in
213.151.59. 105 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v har edi s Ul i i st aspx None 1
46.19. 85. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
195. 154. 146. 225|France 147.237.77.216|dover.i df .i | Il1egal HITP \ersion HITH Bl ock 1
2. 54. 48. 100 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
176.13. 2. 10 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
79.179.201.16 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
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