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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3050
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 779
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
212.150. 82. 114 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
222.174.5. 14 Chi na 147.237.0. 35 akaws.idf.il |Frk Under Attack Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
193. 105. 134. 220 147.237.76. 177 Sweden ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
113.171. 23. 126 147.237.77. 74 M et nam lawidf.il ET SCAN Potential SSH Scan 1
109. 251. 56. 171 147.237.76. 34 krai ne yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 147. 237. 76. 200 Russi an Federation eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 18 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.141. 195 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220 147.237. 76. 148 Sweden gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
109. 253. 147.5 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
109. 64. 138. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.117. 134. 208 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
5.102. 253. 41 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

w ndow scal e

212.179. 214. 155|I srael 147.237.72. 167 |i shuri maka.idf . il Ret r ansmi ssi on Packet dr opped. drop 282
185. 120. 125. 44 147.237.76.42 |refush.idf.il  [Bad TCP sequence mdze\:,rsaé;rit Wth different monitor  |268
46.19. 86. 91 I srael 147.237.72. 167 [ishurimaka i of . i [Bad TCP sequence Inval i d AGK nunber noni t or 35
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 130. 5. 207 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op SAMrul e drop 30
185. 89. 217. 234 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 26
185. 89. 217. 231 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 25
185. 89. 217. 228 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 25
185. 89. 217. 230 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor 22
46. 19. 86. 132 I srael 147.237.72.167 |ishurimaka. i of .il[Bad TCP sequence Invalid ACK nunber noni t or 22
185. 89. 217. 234 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 21
185. 89. 217. 226 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor 18
185. 89. 217. 229 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 18
185. 89. 217. 233 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 18
46.19. 85. 95 I srael 147.237.0.19 [madimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 17
185. 89. 217. 235 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 16
69. 64. 48. 162 Uhited Sates |147.237.8.50 |[e.tikshuv.idf.il |Geo-| ocati on enf orcenent Geo-l ocati on i nbound enf or cenent |dr op 15
2.54.12. 248 I srael 147.237. 77. 216 |dover.idf i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
185. 89. 217. 225 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 15
185. 89. 217. 232 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 15
185. 89. 217. 224 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor 15
185. 120. 125. 44 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
185. 89. 217. 235 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 14
85. 130. 254. 75 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
185. 89. 217. 227 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 13
68.64.167.142 |Lnited Sates [147.237.8.50 |e.tikshuv.idf.il |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |dr op 13
185. 89. 217. 233 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 12
31.210.176. 233 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 34 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
31.210. 176. 233 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACGK nunber alert 12
69. 60. 111. 84 Lhited Sates [147.237.8.50 |[e.tikshw.idf.il |[Geo-| ocation enf or cenent Geo- | ocati on i nbound enf or cenent |dr op 12
2.52.191. 250 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46.19. 85. 111 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
185. 120. 125. 44 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 11
85.130. 254. 75 |l srael 147.237.0.34 |tikshuv.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect 11
2.52.191. 250 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
185. 89. 217. 228 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 10
185. 89. 217. 226 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 10
85.130.254.75 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 10
185. 89. 217. 229 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 10
109. 253. 128. 206 |l srael 147.237.72. 167 |ishurimaka.idf .il[Bad TCP sequence I'nvali d ACK nunber noni t or 10
46.19. 85. 88 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 10
17.78.79.134  |United Sates [147.237. 77, 243|mbileicr.i |2 S NG Engine: TP Invalid invalid segnent retransnission drop 10
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 95 I srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Invalid ACGK nunber noni t or 10
109. 186. 23.82 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 86. 181 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or
212.150.82. 114 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
37.26.149.129  |israel 147.237.77. 243 |rvi e i1 |7 €AMNg Enginer TP Invalid - finvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
2.54.42.109 I'sr ael 147. 237, 72. 167 |i shurimaka i of 1| o S NG Engine: TP Invalid Jinvalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
176.13.13.241 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SN retransnit with different moni tor |9
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 120 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 81
2.54.50. 181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 80
2.54.50.181 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 46
46. 19. 86. 120 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 33
2.54.62. 219 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
2.54. 20. 102 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 24
37.26.149.230 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
2.54.50. 147 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
84.109. 154. 237 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
109. 253. 130. 2501 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
5.175.13. 138 Ger many 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from5. 175, 13. 138 B ock 3
46.19. 85. 95 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149.129 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178. 209. 4 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 79.178. 209. 4 B ock 3
95. 86.103. 110  |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 2
2.54.42.156 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178. 225. 227 | srael 147.237.72. 166 |aka. i df . i | %I. tl'%ezzia;;?c’” zed Method for Known LR from B ock 2
208.184.112. 74 |United Sates 147.287.77. 218 dover . i df i1 [ e e dover. s Bock |2
176.13.19.117 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.176.105.13 [Iisrael 147. 237.72. 166 |aka. i df . i | %'_ tli%_elo%“_af;ho” zed Method for Known URL from Bl ock 2
62.176.112.77 |Rilgaria 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
185. 120. 125. 44 147.237.76.42 |refuah.idf.il ?;_t ;;S_L't?gi;;“:llhgs'ﬁaerdeﬁ‘e :e‘icissss on B ock 1
5.29.237.174  [israel 147. 237.77. 234 |hal ag. i df . i | ;':warwafztg?rstzzeay o e . 25 Bl ock 1
94.242.246.23  |Luxenbour g 147.237.77. 216 |dover . i df . i | m:id?f'ti TC: l?;;};g;gfﬂeﬁvﬁffspfn B ock 1
82.213. 48. 122 gjcis;ii:(ijm Territory, 1147 237.77.74 |lawidf.il me?iw?éﬁrﬁt/erzgﬁiprg Zsaerarzgi’“ in None 1
167. 114. 119. 241|Canada 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/ wp-admn/ B ock 1
79.181.111.113 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46. 19. 85. 45 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 135. 18 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.148.249 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
107.178.194.79 |Uiited Sates 147.237. 77. 216 |dover . i df . i | D stri bt ec 1?;;f2§;gi?ﬁe%v§‘ff;p£” Bl ock 1
68.180.231.40 |lhited Sates 147.237.77.74 |lawidf .il mult Z\Zri' gfe_di IL/'?‘E n’ifl(;etsez/;‘;ner 1/ youtu. bel dsh2ehapxt 0 B ock 1
208.184.112. 74 |United Sates 147.237. 77. 216 |dover . i df . i | D stri bt ec 1?;;f2§g;§?ﬁe%v§‘ff;p£” Bl ock 1
85. 250. 246. 23  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46. 19. 86. 194 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
185. 3. 144. 87 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
46. 19. 85. 185 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
128.73.83.250 |Russian Federation 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wan i df.il/nazi'a=0 B ock 1
80. 246. 138. 146 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.176.105.13 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/mai n/ sachar B ock 1
37.26.149.255 |israel 147.237.72. 166 |aka. i df . i | mna?(":i ('?fa.rﬁr;er:;rrv @\sz\ﬁgiﬁmagxi n None 1
109. 65. 118. 232 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249. 64.229 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ at al . aspx |B ock 1
193.143.77.10 |Pol and 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/test/wp-admn/ B ock 1
95.86.103.110 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 95. 86. 103. 110 B ock 1
84.108.219.64 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176.13. 0. 251 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79. 183. 186. 230 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df . i |/ x'x™xex; B ock 1
109. 253. 139. 129]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
107.178.194.83 |United Sates 147.237. 77. 216 |dover . i df . i | D stri outec 1?;;f2§g;§?ﬁe%v§‘ff;p£” Bl ock 1
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