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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3146
37.211. 40. 233 Cat ar 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 553
37.211. 40. 233 it ar 147.237.77. 216 dover.idf.il DOs- LA C- TCP- 80- cat dest - r eset 333
37.211. 40. 233 Cat ar 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 261
37.211. 40. 233 Cat ar 147.237.77. 216 dover.idf.il SYN H ood out of context drop 52
2.54.9.211 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 50
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 19
37.211. 40. 233 Qi ar 147.237.77. 216 dover.idf.il DCs- HITP-fi ref | ood dest - r eset 19
46. 19. 85. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
109. 226. 26. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
2.54.140. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.183. 33. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
176.13.14. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
198. 27.117. 202 Canada 147.237.76. 198 e.yohalan.idf.il |Block Np All Net drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
130. 25. 67. 207 Italy 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
37.26.148. 141 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
104. 192. 0. 20 147.237.76.34 |Whited Sates |yohalan.idf.il [ET SCAN Potential SSH Scan 1
104.192. 0. 19 147.237.72.156 |Wited Sates  |anan.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 114 |[147.237.77.212|krai ne e.dover.idf.il |ET DROP Spanmhaus DRCP Listed Traffic | nbound 1
81.144.170.190 |[147.237.77.243|United Ki ngdom |nobile.idf.il ET SCAN NMAP -sS wi ndow 4096 1
80. 246. 120. 39 |147. 237 76.30 |15 el Hrush i il ET DO5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
66.249.93. 113  |147.237.76.86 |Wited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 1
217.194. 207. 178147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.5.34 147. 237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
176.13.16. 21 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
104. 192. 0. 20 147.237.72. 167 |Lhited Sates i shurimaka.idf.i|ET SCAN Potential SSH Scan 1
91.201.236. 114 [147.237.77. 212 |krai ne e.dover.idf.il [ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 |147.237.77.216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 137. 132 |147.237.72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
77.127.182. 157 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.54.199 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.154. 70 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
183. 60. 48. 25 147.237.76.30 |Chi na hi nush. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Country Target Address |Ste Signature
37.211.40.233 |Qitar 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 445
37.211.40.233 |Qtar 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 154
37.211.40.233 |Qtar 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.211.40.233 |Gtar 147. 237. 77. 216 |dover i df .i ﬁ;iefm;fgorE:gT:net: TGP Segnrent Iggu:ffge”;aci‘; ‘c’jfmg;:cij.m‘m alfoved 14 29
46. 19. 85. 12 1 srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 21
46.19.86.173 [l srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nunber nonitor |20
2.52.146.7 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 18
Ret ransni ssi on dr opped.
37.211.40.233 |Qtar 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence monitor |17
80. 246. 133. 111 |I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence Ss;g;etransrmt weh different wndow | onivor |16
46.19.85.163 [Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
2.54.9.211 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 15
176.13.22.90 |israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |13
212. 143. 156. 15 [l srael 147.237. 72. 167 |i shuri maka.i of . i [dr op SAMrul e drop 13
46.19. 85. 93 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id AGK nunber noni tor |13
2.52.154. 70 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 85. 93 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 12
37.211.40.233 |Qtar 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |12
46. 19. 86. 49 | srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Invalid ACK nunber noni t or 12
82.80.137.63 |Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid - invalid segnent retransnission. Packet drop 12
Ret r ansni ssi on dr opped.
2.54.9.211 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
213.8.204.19 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
212. 143. 156. 15 |l srael 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 10
37.211.40.233 |Qitar 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
37.26. 148. 165 |[lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
192. 114. 23. 209 |l srael 147. 237.72. 156 |aman. i df .| Bad TCP sequence mﬁﬁsgf‘sm with different moni tor |8
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df .l SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
46.19.85. 115  |[Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 7
2.52.154. 70 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
213. 140. 59. 146 |A geria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.52.154.70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.52.154.70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 7
192.114. 23. 209 |l srael 147.237. 72. 156 |aman.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
2.54.9.211 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
46.19.86.142 |israel 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
2.52.188.93  |israel 147, 237.72. 167 i shurimaka. i .|| @M NG Engine: TCP Invalid - finvalid segnent retransmssi on. Packet drop 6
Ret ransni ssi on dr opped.
46. 19. 86. 52 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
85. 250. 208. 139 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence :g;etransrmt weh different wndow —opniior s
213.8.204.48 |Israel 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect
79.176. 14. 156 |l srael 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop
109.66.2.100 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 6
Ret ransn ssi on dr opped.
46. 19. 85. 81 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
109. 226. 26. 218 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
85. 250. 236. 129 |I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert
213.8.204.48 |Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence mﬁsg reansm with different moni tor |6
37.26.146.249 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 6
Ret ransn ssi on dr opped.
46. 19. 85. 81 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
109. 226. 26. 218 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
85. 250. 236. 129 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
37.211.40.233 |Qtar 147.237. 77. 216 |dover.idf .i | SYN Att ack rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
89. 139. 29. 61 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 336
37.211.40.233 |Qtar 147.237.77.216|dover.i df . il Post Request - Mssing Content Type from 37.211. 40. 233 B ock 80
46.19. 85. 208 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 39
213.57.189. 144 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 38
176.13.21.219 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 23
2.54.24. 55 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 9
80. 246. 137. 227 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 6
84.94.90. 91 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13. 21. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.78.159 |lsrael 147.237.77.216|dover.idf .il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 3
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
. . . Unaut hori zed URL Access to
176.13.23.29 | srael 147.237.77. 243|mobi | €. i df . nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |(Wnited Sates |147.237.77.216|dover.idf.il v i df . i | / 1133- 22638- he/ dover . aspx. B ock 2
212.199.71.118 | srael 147.237.0.34 |tikshuv.idf.il Too Muny of the Sane Response Code (404) in Session from B ock 2
212.199.71.118
. . D stributed Lhaut hori zed URL Access on
66.249.78.159 |[lIsrael 147.237.77. 216 |dover.i df . il wiw i df i 1/ at al 1/ Zkor/ vi ew i n. asp Bl ock 2
m ny- kosher - kr avi . i _ ,
2.54.158. 151 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
109. 253. 222. 76 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
212.235.98.139 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
. . D stributed Lhaut hori zed URL Access on
66.249.65.231 |[Israel 147.237.77.216|dover . i df . i Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1
5.175.13.138  |Germany 147.237.72. 166 |aka. i df . i | tnknown Paraneter anp; modul etogoto in None 1
ww aka. i df . i |/ giyus/|ogi n/
94.230.93.243 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 86. 93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
2.54.54.50 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 250. 208. 139 [l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
- . DO stributed Lhaut hori zed URL Access on
80.246.133. 111 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
46. 19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3 Sessions: sigal gs oS Atack None 1
130. 193. 51. 51 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS Attack None 1
37.26.146.236 |lsrael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249.78.173 I srael 147. 237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LR. Access on Bl ock 1
wwy i df . il /atal 1/izkor/vi ew i ny. asp
213. 8. 204. 10 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DS Atack None 1
2.54.175. 144 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . . D stributed Uhauthorized URL Access on
89.187. 142. 208 |Czech Republic |147.237.77. 216|dover. i df .i | v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
. - Unhtraceabl e SS. Sessions: Protocol violation
46.19. 86. 212 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN CLI ENT HELLO) None 1
185.32.179. 129 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
176.13.18.233 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.52.47.57 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SS. Sessions from2.52.47.57 (Qpen Mbde) None 1
37.142.170. 134 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Lhaut hori zed URL Access on
109. 201. 138. 237 |Net her | ands 147.237.77.216|dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
79.181.17.211 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. . . Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 16t xt Capt cha i n
213.57.189. 144 |Israel 147.237.0.19 |madimatal .idf.il nadi matal i df i 1/1ogin. aspx Bl ock 1
. . DO stributed Lhaut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . Unhaut hori zed URL Access to
31.154.32.81 I srael 147.237.77. 216 |dover . i df . i v i 1/ hi mush/ si t ef he/ hi nush. asp Bl ock 1
Unhaut hori zed URL Access to
101. 65. 110. 228 |Chi na 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i | /si p_storage/fil es/ 5/ 3785. pdf/ r k=0/ r s=s9j ekpouh |[B ock 1
gmh3sqgp0ent ghbr bw4-
85. 250. 236. 129 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19. 86. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI Sessi ons: sigal gs oS Attack None 1
176.228.63.38 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.131.58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
80. 246. 136. 118 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SI Sessi ons: sigal gs oS Attack None 1
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