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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3190

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 28
183.12.101. 186 Chi na 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

185. 130. 5. 224 147.237. 76. 198 e.yohal an.idf.il B ock_Ulp Al _Nets drop 1

183. 12. 101. 186 Chi na 147.237.76. 176 test.ncore.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
212.179.21. 194 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 23. 53 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 138. 61. 149 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
66.249.91. 51 147.237. 72. 166 Lited Sates aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 197 hi na e hinush.idf.il ET SCAN Potential SSH Scan 1
37.26.147. 135 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 215. 1 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147.237.77. 233 Sweden atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
134.191. 220. 71 147.237. 72. 166 Ger many aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 101. 18 147. 237. 72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.77. 235 (hi na sviva.idf.il ET SCAN Potential SSH Scan 1
46.19. 86. 16 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.210. 67. 78 147. 237. 76. 197 Tur key e. hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
46. 19. 85. 232 | srael 147.237.72. 167 |ishurimaka.idf .i [Bad TCP sequence I'nval i d ACK nunber noni t or 335
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
79.178. 254. 4 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 27
79. 178. 254. 4 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
46. 19. 86. 57 I srael 147.237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 24
79.178.254. 4 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 17
79.178.254. 4 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
79.178.254. 4 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 15
46. 19. 86. 154 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 14
62.0.212. 169 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
46. 19. 86. 67 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 10
79.178.254. 4 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
79.178.132.82 [ srael 147.237.72. 166 |aka. i df .| Sireamng Engine: TCP [nval 1d - limvalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 86. 67 I srael 147237, 72. 167 |i shurimaka. i o 1 || S NG Engine: TCP Invalid  invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dr opped.
192.114.91. 235 [Israel 147.237.72. 166 |aka. i df .| Sireamng Engine: TCP [nval 1d - limvalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dr opped.
2.54.10. 36 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.142.68.80  |Israel 147 237, 72. 167 |i shurimaka i cf || @M NG Engine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
2.52.154. 216 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 86. 58 I 'srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
79.177.0. 174 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
79.178.254. 4 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
82.80.140.175 |[lIsrael 147.237.77. 216 |dover.idf .i Bad TCP sequence Invalid sequence nunber noni t or 7
80. 246. 133. 204 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
62.219.137. 44 |israel 147. 237 72. 167 |t shuri maka i o | | S2M NG ENgine: TCP Invalid — invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 153 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect
41.33.232. 66 Egypt 147.237.77. 216 |[dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i issi
183. 79. 223. 155 |Japan 147.237.76.200 feitan aka iof il o ansngi ssigon ::;“éak!td ;eg::gé' retransmssi on. drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
212.179. 218. 166|l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
2.54.198. 58 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 6
62.0.212. 169 | srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 6
2.54.145. 168 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
82. 80. 196. 44 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 88 | srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
212.199. 251. 227l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 96 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
80. 246. 133. 204 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
213.8.204.19 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 230 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 5
85.130.179. 174 |Israel 147.237.77.170 |maarachot .idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
62.202.184. 151 |Saitzerland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46. 19. 85. 153 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
80. 246. 137. 229 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.178. 254. 4 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
85.130.179. 174 |l srael 147.237.77. 170 |mmarachot . i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 118. 27. 253 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 206 I srael 147.237.72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 4
79.178.254.4  |israel 147. 237. 77. 216 |dover.i df . i Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent | onitor |4
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
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185.32.179.71 [l srael 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (404) in Session from B ock 139
185.32.179.71
185.32.179. 71 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 104
185.32.179.71 |Israel 147.237.0.19 |nadimatal .idf.il Igg"gfyl% ;';e sane Response (ode (403) in Session from B ock 85
46.19.85.3 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 84
109. 253. 212. 44 |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 80
185.32.179.71 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 64
109. 253. 194. 159|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 64
46.19.85.3 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 39
176. 13. 10. 35 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode Bl ock 20
109. 67.251. 43 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 15
2.54.175. 51 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 14
185.32.179.59 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
217.194.195.89 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwwy aka. i df.il/ B ock 6
176.13.11. 226 |Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 4
217.194. 195. 89 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/1/  |B ock 3
109. 253. 208. 32 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | mué:;;t'_zi?fj_m‘sfg_c;ﬁ;g%/ (11 65/ 0 s 2622040/ 3410, pg, 61 B ock 3
46.19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
2.52.13.178 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
66.249.78.166 I srael 147.237.77. 216 |dover . i df . i | b strputed et Zig'rlzade\ﬁngk;ess on Bl ock 2
213.57.189. 144 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
2.52.21.108 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock
84.228.129.197 |israel 147. 237.77. 243 |nobi | e. i df . i | E;;tlr;k?lgf?lggé’;:r%inzdii L Access on B ock 2
72.9.148.10  [lnited Sates [147.237.76.86 |navy.idf.il m“tngs;' izz?. e 10 navy. aspx. asp Bl ock 2
66.249.78.159 I srael 147. 237.77. 216 |dover . i df . i | \z;‘vtiréﬁuitﬁd atlﬁb’ti Zig'rlzsfe\tj‘ngkgsess on B ock 2
66.249.78.159 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 2
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover . i df . i | e 1) 1155, 25650 el dover. aume B ock 1
195.130.75.82 |Geece 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wanidf.il/error.htm B ock 1
80. 246. 136. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DS Attack None 1
2.54.146.93 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
183.79. 223. 155 |Japan 147.237.76.200 |ei tan. aka. i df . i | mn;v‘panirk?td? iII /'tzmm at o5/ sendtof i end/ sendtof ri end. aspx |0 1
138. 134. 102. 16 |Israel 147.237.77. 216 [dover . i df .i | Uhaut hori zed LRL Access to waw i df.il/milnet B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
49.150. 200. 44  |Phili ppines 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to wwn i df.il/xmrpc. php B ock 1
208, 115.113.89 |United Sates |147.237.77.216|dover. i df .|| chaut fori zed U ngf;;; o homet ront Bl ock 1
109. 253. 130. 148|1 srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
185.32.179. 71 |Israel 147.237.0.19 |[madimatal .idf.il Too Many 403: Response Code per Session B ock 1
95.86.103.97  |Israel 147. 237.72. 166 |aka. i df . i | mn;’k"g i?ﬁﬁtn: n‘,’g?yhgi o ot o, s None 1
79.181.177.136 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13. 4. 67 | srael 147.237.0. 17 ][n inly- kosher -kravi . id Mitiple Illegal Paraneter Encodi ng from176.13. 4. 67 None 1
107.178.194.83 |Uited Sates [147.237.77.216 |dover. i df . il D stri but ec 1?;;}2;’;5?&%\/??;&” Bl ock 1
46.19. 86. 93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
195.200.205.2 |l srael 147. 237.72. 166 |aka. i df . i | mu;;vu;t\;r; jfe_oi' ﬁmﬁ?iziiaﬁfun P B ock 1
185.13.192.34 [Israel 147. 237.72. 156 |anan. i df . i | mu;::;_iizdiqiﬁtfggffmom_ il B ock 1
80. 246. 139. 159 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None 1
149. 78. 136. 147 |l srael 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Qonnection - Unknown SSL Sessi on None 1
68.180. 230. 167 [United Sates |147.237.76.31 |nakchal .idf.il Poranster Tpe oo 22”']3:]9:'\;‘9 f Bl ock 1
217.194. 197. 154l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 65. 224 B ock 1
212.179. 218. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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