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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 6238
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3011
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 179

176. 13. 22. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
2.54.141. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

185. 130. 5. 228 147. 237. 76. 30 hi nush. i df . i | ock_Wp All _Nets drop 1

66. 240. 236. 119 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qountry |Target Address |Site |S gnature |Devi ce Action |Oount ‘
110. 80. 61. 191 Chi na 147.237.77. 74 lawidf.il [Cl000108: HITP. Trying to | ocate existing FO<editor B ock 4
93. 89. 16. 110 Tur key 147.237.72.166  |aka.idf.il [5670: HITP. SQ Injection (SELECT)

B ock 1
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|Top Attackers In |D|

‘ Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.77.179 Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
210.117.121. 60 147. 237. 76. 44 Korea, Republic of e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 128. 144. 131 147.237.77.179 Canada e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 8. 27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
210.117.121. 60 147. 237. 76. 44 Korea, Republic of e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
193. 105. 134. 220 147.237.0.15 Sweden kosher-kravi .idf .il ET SCAN NMAP -sS wi ndow 1024 1
93. 89. 16. 110 147. 237.72. 166 Tur key aka.idf.il SQ Injection - Select From 1
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|Top Attackers In FW |

A tacker

Devi ce

ount ry ‘Target Address |[Ste Signhature Action ‘Count
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
199.203.215.1 |[Israel 147.237.77. 170 |naarachot. i df .i| [Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi
109. 65. 29. 102 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmission. drop 9
Ret ransni ssi on Packet dropped.
46.19.86.157 [Israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 9
5.102.254. 173 [l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 230 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
110.92.98. 1 S ngapor e 147.237.72. 166 |aka. i df . il drop First packet isn't SWN drop 8
2.52.14.39 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 7
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
199.203.215.1 |[Israel 147.237.77. 170 |naarachot .i df .il |Bad TCP sequence Inval i d ACK nunber alert 7
2.52.14.39 | srael 147.237.72. 166 |aka.i df .i SYN Attack rej ect 7
2.52.14.39 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 7
2.52.14.39 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
31. 168. 166. 206 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
62.90.181.60 |lsrael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid ' i ssi
2.54.8.97 I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.161.122 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.177. 100. 175 |1 sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39.198 |Uhited Sates  |147.237.72. 166 |aka i df. il 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
46.19.85.80  [Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
194.90.89.5  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
41.33.232.66  |Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
o SYN+AK retransmit with different .
212.143.66.8 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal noni t or 5
176. 13. 22. 44 I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
176.13.22. 44  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
2.52.14.39 I srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19.85.184  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.18.95 |[Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
93.172.160. 71 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
82.145.211. 84 |Europe 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
54.244.22.103 |[lhited Sates 147.237. 77. 176 |nat pash. i df .i | dr op Frst packet isn't SYN drop 4
176.13.18.95 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
Sreaning Engine: TP Invalid i i ssi
66.249.64. 163 |UWited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
reanming Bngine: TCP Invali i i ssi
93.172.157.29 |israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid —imvalid segnent retransmissi on drop 4
Ret ransmi ssi on Packet dropped.
81.218.70.243 |lIsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
79.181.57.130 [Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
46.19.86.233 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
80.246.140.9 [l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or 3
Sreanming Engine: TCP Invalid i i ssi
81.218.155.43 [Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
79.182.0.162 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
31. 168. 166. 206 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
i Sreaning Engine: TCP Invalid ' i ssi
141.8.132. 112 |Ussian 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Federation Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.148.54 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
109. 67. 249. 179 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
89.145.95.39 |Wnited Kingdom|147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
157.55.39. 156 |Wited Sates  |147.237.72. 166 |aka i df .i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 183, 201. 153 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
2.54.140.119 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
31. 168. 166. 206 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 217. 198l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 133
. . . Too Many of the Sane Response Code (404) in Session from
109. 253. 217. 198|l srael 147.237.0.19 |nadimatal .idf.il 109, 253. 217. 198 B ock 88
109. 253. 222. 158|1 sr ael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response Code B ock 57
46.19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 33
37.26.146.175 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 29
46.121.60.121 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
82.80.17.163 | srael 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from g 15
82.80.17.163
176. 13. 3. 247 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 11
109. 253. 142. 180|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
37.26.146.151 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
m ny- kosher - kr avi . i df , _
109. 253. 222. 85 |l srael 147.237.0. 17 i Mitiple Illegal Paraneter Encodi ng from 109. 253. 222. 85 None 5
81.218.241.26 |lIsrael 147.237.77. 216 |dover . i df .i | Mil tipl e Uhaut horized URL Access from 81.218.241. 26 B ock 4
46.19. 85. 180 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 134. 243|| sr ael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 3
109. 65. 29. 102  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.22. 163 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 80 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
. . D stributed Lhaut horized URL Access on
66.249.78.159 |l srael 147.237.77. 216 |dover.idf . il v i df i 1/ at al 1/ zkor / vi ew i g, asp Bl ock 2
176.13.17. 19 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66.249.78. 159 |l srael 147.237.77.216 |dover. i df .i | Uhaut hori zed URL Access to wawidf.il/error.htm B ock 2
83.130.103.99 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
196.38.88.241 [South Arica  |147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to ww cogat . i df.il/xnirpc. php B ock 1
176.13.18.253 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
80. 246. 137. 227 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e QGonnection - Uhknown SSL Sessi on None 1
109. 253. 209. 33 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unknown Paraneter catid in
66.249.78.160 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai r/ r abanut / gener al . asp None 1
50.87.19. 178 Uited Sates |147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock
220.233.151.37 [Australia 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock
P . Unaut hori zed Met hod PCST for
91.227.71.250 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai r/ sachar / f aq aspx Bl ock 1
37.26.147.165 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
193.34.56.101 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None
- - Unaut hori zed URL Access to
81.218.241.26 |[Israel 147.237.77. 216 |dover. i df . i | v i df i1 /i neges/ 1. he/ sear chback. png B ock 1
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Attack None
109. 186. 144. 43 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: (pen Mbde None
. . Unknown Paraneter gt; in
66.249.69.109 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai n/ r abanut / gener al . aspx None 1
84.94.194.128 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
46.19. 85. 198 I srael 147.237.77. 216 |dover. i df . il Mal formed URL B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
2.52.185. 207 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
80. 246. 137. 227 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . S3. Untraceabl e Gonnection - Protocol violation
66.249.78.165 |l srael 147.237.72.166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
50.87.10.178  |[Uited Sates |147.237.77.74 |lawidf.il Distributed Lhauthorized LR Access on Bl ock 1
wan L aw i df. i |/ xmrpe. php
220.233.151.37 |mstralia 147.237.77.74 |lawidf.il Distributed Uhaut horized LR. Access on B ock 1
wn | aw i df . i |/ xnirpc. php
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
37.26.149.252 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
196.22.142.49 |South Africa  |147.237.77.176 |nat pash. i df . il Dstributed PHP Attenpt B ock 1
82. 80. 17. 163 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
79.183.201. 153 [Israel 147. 237. 72. 166 |aka. i df . i | 'Ilegal Byte e Character in LR /i nkapatz//res Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . - D stributed Lhaut hori zed URL Access on
176.10.99.205 |Switzerland 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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