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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3208
222.186.34.171 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Htp drop 2
71.6.165. 200 Lhited Sates 147.237.76. 30 hi nush. i df . i | Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
52.1.90.117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
195.154.191.97  |France 147.237.77.176 |matpash.idf.il |19791: HITP. VerdPress N-Media PHP File Ul oad B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66.249.69. 100 |147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2

113.171.23.126 |147.237.0.33 [Vietnam idf.il ET SCAN Potential SSH Scan 1

87.97.6. 209 147.237.76.39 |Hungary nobi | e. nei tav.idf.il ET m Behavi oral .Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

69. 21. 72. 236 147.237.77.170 |thited Sates naar achot . i df .i | ET SCAN NVAP -sS w ndow 1024 1

66.249.78.165 [147.237.72.166|lhited Sates  |aka.idf.il SERVER APAO_E Apac'he mod_ssl non- S8 connection to SS. 1
port denial of service attenpt

61.57.95. 37 147.237.76.30 |Taiwan hi nush. i df i | ET SO Behavi oral Uhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

193. 105. 134. 220|147. 237. 8. 46  |Sweden e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1

183. 61.109. 189 [147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1

167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1

113.171.23.126 |147.237.0.19 [V etnam madi matal .idf.il ET SCAN Potential SSH Scan 1

79.174.70.237 |147. 237.76. 196 ?ézzgzm esvivaid.il ET SCAN Potential SSH Scan 1

66.249.79.104 |[147.237.76.42 |Wiited Sates  [refuah.idf.il ET SCAN NVAP -sA (2) 1

39.82.249.157 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

183. 61. 109. 189 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1

168. 62. 238. 153 [147.237.76.86 |Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33

195. 160. 242. 40 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert 30

195. 160. 242. 40 |l srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber monitor |28
Sreanmng Engine: TCP Invalid i i ssi

157.55.39. 156  |United Sates |147. 237.76. 200 [ei tan. aka i df il 9 =g Invalid segnent retransmssion. Packet |, 26
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

157.55.39.198 |Wnited Sates [147.237.76. 200 [ei tan. aka idf il 9 =g Invalid segnent retransmssion. Packet |, ) 20
Ret r ansm ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi

66.249. 64. 163 |Uited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet |, 14
Ret r ansn ssi on dr opped.

109. 160. 164. 202|l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 13

149. 78. 235. 185 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 12

82. 81.47.28 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

2.54.61. 68 I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. Packet |, ) 9
Ret r ansm ssi on dr opped.

46. 19. 86. 230 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d AGK nunber monitor |7

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

212.199. 251. 235/l srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 114 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d AGK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi

207.46.13.99  |United Qates |147.237. 76. 200 |ei tan. aka.idf il 9 =g Invalid segnent retransmssion. Packet |, ) 6
Ret r ansn ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.230  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. Packet g 6
Ret ransm ssi on dr opped.

46. 19. 85. 87 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi

79.180.184.4  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransnm ssi on dr opped.

172.56.21. 163 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 87 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6

41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data mnitor |6

46.19. 85. 114 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACGK nunber aert 6

46. 19. 85. 87 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 5

46. 19. 85. 87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

173.208. 136. 170|thited Sates |147.237.76.31 |nakcha.idf.il [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor 5

149.78.170.21 |l srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

2.54.5.7 I srael 147.237.72. 156 |anman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4

68.205.96.184 |Lhited States [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreamng Engine: TCP Invalid i i ssi

109. 253. 144. 251 i srael 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. Packet |, ) 4
Ret r ansnm ssi on dr opped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

134. 213. 209. 30 z‘;;gom 147.237.77. 170 [mearachot .i df .i1 (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor (4
Sreanming Engine: TCP Invalid i i ssi

157.55.39.156 |Wited Qates |147. 237.72. 166 |aka i df.il 9 =g nvalid segnent retransmssion. Packet g 4
Ret ransm ssi on dr opped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4

2.54.157. 66 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

79.179. 96. 88 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3

185.3.147.109 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreanming Engine: TGP Invalid i i ssi

2.54.160.235 |israel 147.237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.233  |israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

79.181. 215. 122 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

37.26.147.218 |israel 147.237.0.19  |nadi matal .idf.il 9 =g nvalid segnent retransmssion. Packet g 3
Ret r ansni ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

79.180. 107. 231 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

5.28.162.107  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansn ssi on dr opped.

109. 160. 164. 2021 srael 147.237. 72. 166 |aka.i df .il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect

5.39. 93. 143 France 147.237.77. 176 |natpash.idf.i1  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |3
Sreamng Engine: TP Invalid i i ssi

85. 250. 196. 23 |l srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, ) 3
Ret r ansn ssi on dr opped.

46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3

46. 19. 85. 66 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

77.127.167.230 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

5.102.235.15 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreamng Engi ne: TCP i

80. 82. 64. 68 Netherlands  |147.237.76.42 |refuah.idf.il 9 =g TCP segnent out of naxi mmalloved . ) 3

Segnent Limt Enforcerent

sequence. Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 13. 20. 64 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 32
37.26.147.218 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
69.163.144.121 |lnited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 69. 163. 144. 121 B ock
5.29.98. 129 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from5. 29.98. 129 B ock 5
. . . Uhaut hori zed URL Access to
5.29. 98. 129 I srael 147.237.77.243|nobi l e.i df . i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 4
195. 154, 191. 97 |France 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 4
195. 154.191. 97 |France 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 195. 154. 191. 97 B ock 3
109. 253. 217. 198]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 7. 87 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
173. 208. 136. 170|United Sates |147.237.76.31 |nakchal .idf.il Distributed Adnin B ocki ng Bl ock 2
: . . D stributed Lhauthorized URL Access on
107.178.194. 87 |UWited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
} . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |[hited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. Bl ock 2
2. 54. 160. 235 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
31.154.19.5 I srael 147.237.77. 216 |dover.i df . il Mil tiple Unaut horized URL Access from31.154.19.5 B ock
66.249. 65. 224  [Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wan i df.il/navy/htni/unitfs. asp Bl ock
: . . Dstributed Lhauthorized URL Access on
204.13.200.200 |lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
. m ny- kosher - kravi . i d _
74.82.47.2 Lhited Sates |[147.237.0.17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 1
46.19. 86. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
66.249.78.173 | srael 147.237.77. 216 |dover. i df . i | Distributed thauthorized LR Access on B ock 1
wwy i df.il/atal 1/izkor/vi ew i ng. asp
112. 140. 180. 112|Astralia 147.237.77.74 |lawidf.il Distributed Whaut hori zed LR Access on B ock 1
wan | aw i df. i1/ xnhrpe. php
89.138.104.94 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
. . |Uhaut hori zed URL Access to
66.249.78.20  |Israel 147.237.0.16  |ny-kosher-kravi.idf.il] ny- kosher -kravi .1 f i 1 /robot s. txt Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 231 |l srael 147.237.77. 216 |dover . i df .i | v i df i 1/at al 1/ zkor/ print_bottomasp Bl ock 1
195.154. 191. 97 |France 147.237.77. 176 |nat pash. i df . i | Adnin Bl ocki ng B ock 1
80. 82. 64. 68 Net her | ands 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to habbo. yt/ publ i ¢/ css/ 960_12 col . css [B ock
37.26.146.241 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
; ; Uhknown Paraneter hc_location in
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | ww aka i o i |/ i 1Y gf yus/ general . aspx None 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Uhaut hori zed UR. Access to wawidf.il/error. htm B ock
2.54.55.69 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
. . Uhaut hori zed URL Access to
66. 249. 75. 67 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp Bl ock 1
84.108. 35. 43 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
77.125.108.74 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
. . Unaut hori zed Met hod PCST for
46.120.245.69 |Israel 147.237.72. 166 [aka. i df . i | vow aka. i dff i 1/ mai / sachar / ngs. aspx Bl ock 1
184.168.200. 42 |Uhited Sates [147.237.77.74 [lawidf.il Dstributed PHP At t enpt Bl ock 1
. . . Unknown Par armet er wb48617274 in
31.154.19.5 I srael 147.237.76.30 |hi nush.idf.il v chi nush, at al i o i | /styl ef shar ed 960. css None 1
157. 55. 39. 88 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.78.173 |[Israel 147.237.77.216|dover.i df . il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
89.138.162.89 |[lIsrael 147.237.72. 166 [aka. i df . i | vaw aka i df i 1/ mai v/ sachar / nas. aspx Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai v/ har edi i gener al . aspx Bl ock 1
80. 179. 96. 90 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
173.208. 136. 170|Lhited Sates [147.237.76.31 [nakchal .idf.il Ml tiple Wnauthorized URL Access from 173.208. 136. 170 B ock 1
68.180.228.112 |nited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel english/nain. asp B ock
. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 78.165 |l srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
109. 253. 135. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
84.109.73.249 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ atal . aspx |Bl ock 1
207. 46. 13. 99 Lhited Sates |147.237.72.166aka.idf.il Unknown Paraneter tmin ww aka.idf.il/main/giyus/ None 1
79.179.38.193 |Israel 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 79.179.38. 193 B ock 1
. . D stributed Lhauthorized URL Access on
46.166.137. 196 |Netherlands ~ |147.237.77.216|dover. i df il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
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