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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3296

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 583

66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn drop 52

115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il |JLM Under Attack Con Htp drop 2
124.161. 142. 10 Chi na 147.237. 8. 45 e.eitan.idf.i|lnvalid TCP H ags drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
110. 80. 61. 191 Chi na 147.237.77. 74 lawidf.il |Cl000108: HITP. Trying to locate existing FCkedi tor ock 4
197.52. 92. 47 Egypt 147.237.77.216 |dover.idf.il |5141: HITP. Sgl map HTTP Request B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

Feder at i on

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 146 [147.237.72.166[lhited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 78.159 [147.237.77.216|Uited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
193. 201. 227. 84 |147.237.0.15 |Wkraine kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
172. 98. 200. 238 |147. 237. 77. 121 e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
101 23.2.175  |147. 237 8.28  |ni na o robi | eks. i f | ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
68.71.165.35 |147.237.76.30 |Lhited Sates hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 84 [147.237.0.34 |lkrai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 [147.237. 77. 121 e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
168. 62. 238. 153 |147. 237. 76. 148 |Lhited Sates gacenter. aka. idf.i [ET SCAN NVAP -sS wi ndow 1024 1
79.174.70.237 |147.237. 7. 243 [XSSI nobi | e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
107. 167. 104. 187|Wited Sates  [147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 49
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
157.55.39. 156 |United Qates  |147. 237, 76. 200 [ei tan aka i ot i1 | | S2M NG Engi ne: TP Invalid  invalid segnent retransmissi on. drop 14
Ret ransni ssi on Packet dropped.
98.82.54. 39 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
194.90. 89. 5 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnission. drop 6
Ret ransni ssi on Packet dropped.
207.46.13.99  |Uited Sares  |147.237. 76. 200 |ei tan aka i i1 || SN Engine: TCP Invalid  finvalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6
2.52.11. 236 I srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
54.244.22.103 |lhited Sates 147.237.77. 176 |natpash.idf .il  |dr op First packet isn't SYN drop 6
98. 82. 54. 39 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |nenitor |4
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 86. 27 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
109. 64.52.209 | srael 147237, 77, 243 |mebi e i o1 | €AM NG Engine: TCP Invalid  invalid segrent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 174 I srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
130.193. 50. 1 g;z::t”i o 147.237.72. 166 |aka i df .i ;{ ?2;";2 Sir;gc'):e: T Invalid :Dgl’:ilétd ;eggsgé retransmssion. o5 3
2.54. 47.100 I'sr ael 147,237 77, 243 |t 1 e o1 |2 €M NG Engine: TQP Invalid - finvalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dropped.
5.22.135.217 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
50. 18. 94. 121 Lhited Sates  [147.237.77. 216 [dover.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 2
109. 253. 158. 144 |l srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Invalid ACK nunber noni t or 2
50.87.144.178 |Uhited Sates  |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 2
195. 154. 184. 104|France 147.237.77. 176 |matpash.idf.il (Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 2
157.55.39. 198 |Uited Sates  |147. 237. 76. 200 |ei tan aka o 1 [ €3N NG Engine: TP Invalid  finvalid segnent retramsmssion. |y ) 2
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
131.253.24. 158 |[Wnited Sates  [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.82 |Lhited Sates |147.237.77.176|natpash.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237.8.50 [e.tikshuv.idf.il |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
184. 105. 247. 212|hited Sates 147.237.77. 121 |e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
46.120.57.180 [Israel 147.237.76.31 [nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
216.218.206. 119|lhited Sates  |147.237.0.19 |nadi matal.idf.i|[SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 113. 204 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
193. 105. 134. 220|Sweden 147.237.76. 176 |test. ncore. i of .i |dr op SAMrul e drop 1
62.210.139. 78 |France 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 1
184.105.139.95 |Whited Sates  [147.237.72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 56 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
131. 253.26. 249 |[Lnited Sates  [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.84 |Whited Sates 147.237.8.24 |e.lifestyle.idf.|{Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
195. 28. 180. 101 |l srael 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 1
80. 82. 64. 68 Net her | ands 147.237. 72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber alert 1
193. 105. 134. 220|Sweden 147.237.76.31 |nakchal .idf.il |dr op SAMrul e drop 1
155.133.82.40 [Pl and 147.237.77. 216 |dover. idf il |Header Rejection :‘ggﬂzgtrej ection pattern found in | oo |1
208.115.113.84 |lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 1
94.23.217.180 |France 147.237.77. 176 |natpash.idf.il (Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
193. 105. 134. 220|Sweden 147.237.76. 196 [e.sviva.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
69.124.195.57 |lhited Sates  |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 115|thited Sates [|147.237.8.24 |e.lifestyle.idf.{Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
46. 19. 86. 116 | srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 1




01-14-2016-06:04:04 to 01-14-2016-07:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 116 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 132
46.19.86.116  |israel 147.237.0.19 |nadimatal .idf.il ng’l'\:%yﬁo{léhe Sane Response (ode (404) in Session from Bl ock 47
208.115.113.88 |thited Sates |147.237.76.86 |[navy.idf.il Ml tiple Unauthorized URL Access from 208. 115. 113. 88 B ock
84.94.182. 68 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84.94. 182. 68 B ock

Unaut hori zed URL Access to
85. 250. 108.86 |l srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/t enpl at es/ honepage/ waw: yout ube. cond v/ 3g51ei 5n |Bl ock 4

uhg
84.94.182. 68 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/ 7/ B ock 3
80.246.136.51 |lsrael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 2
184. 168. 200. 129|tnited Sates [147.237.77.74 [lawidf.il Ostributed PHP Attenpt B ock 2
82.102.169. 113 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . il Mil ti pl e Waut horized URL Access from 46. 118. 155. 216 B ock 2
84.94.182. 68 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 84.94.182.68  |B ock 2
198.71.228.68 |lhited Sates [147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 2
84.94.182.68 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwn aka. i df.il/ B ock 2
176.10.104. 243 [Siitzerland  [147.237.77.216|dover . i df .i| D stri butec lfggfggégg_eﬂeﬁvﬁf?:pﬁn Bock |1
46.118.155. 216 |Ukrai ne 147.237.77.216|dover . i df . il O stributed PHP Attenpt B ock 1
107.178.194.83 |United Sates [147.237. 77. 216 |dover . i df .i | D stri bt oc lfsgfggggg?ﬁeﬁvﬁf?;pﬁn Bock |1
208.115.113.88 |thited Sates |147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/drushi mnmsrot.aspx  [B ock 1
62.210.84.121 |France 147.237.76. 147 |chi nuch. aka. i df . i| |Unhauthorized URL Access to ww chi nuch. aka.idf.il/wp-1ogin.php |B ock 1

Russi an ) ) _ Lhaut_hori zeq LR_ Access to

188.143.232.40 | oo 147.237.0.34 |tikshuv.idf.il ww ti kshuy. i df .i1/tenpl at es/ sear chresul ts/ sear chresul ts. aspx/ tenpl at (Bl ock 1

es/ sendt of ri end/ sendt of ri end. aspx
157.55.39.5 Uhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitel/general . aspx B ock 1
198. 154. 225. 251 |thited Sates |147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .l D stributed Whaut hori zed URL Access on ww i df . il /xmrpc. php B ock 1
107.178.194. 87 |Uhited Sates  [147.237.77. 216 |dover. i df .i w1l 11 1155, 25461 nel dover. s Bock |1
208.184.112.74 |United Sates |147.237. 77. 216 |dover. i df .i | D stri butec lfggfggégg_eﬂeﬁvﬁf?:pﬁn Bock |1
62.219.138. 146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
197.52. 92. 47 Egypt 147.237.77.216|dover.i df.i | Paraneter Type Molation IDin wanidf.il/1294-ar/ dover. aspx Bl ock 1
157.55.39. 103 [lWited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
198. 154. 225. 251 |thited Sates |147.237.77.74 [lawidf.il Dstributed Unhaut hori zed URL Access on waw | aw idf.il/xmrpc. php [B ock 1
66.249.78.254 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wawn aka. i df.il/main/rabanut/61998 B ock 1
184. 168. 200. 129|United Sates |147.237.77.74 [lawidf.il D stributed Unhaut hori zed URL Access on waw | aw i df.il/xmrpc. php [Bl ock 1
109. 67.161.58 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
216.218.206. 67 |Lhited Sates [147.237.0.19 |[nadimatal.idf.il Unaut hori zed LRL Access to 147.237.0. 19/ Bl ock 1
66.249.75.116 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Par areter 5cf 35968 in aka.idf.il/news/ None 1
157.55.39. 156 |lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catld in aka. idf.il/kanhar/ None 1
92. 126. 50. 145 :Z::I”i on 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to waw idf.il/mazi'a=0 Bl ock 1
204.13.200.200 |Uited Sates [147.237.77. 216 |dover. i df .i Dstri buted H‘;;_t;;’;g_eﬂeﬁv’;c_f:pﬁ” Bock |1
68.180. 230. 224 |Wnited Sates |147.237.76.31 |nakchal .idf.il ma::gki;le? Yﬁ'fﬂf”hg;aﬁz'k\ﬁg'gspx B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to wwwidf.il/bl og/ B ock 1
184. 168. 200. 129|Uhited Sates [147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw rmag. i df.il/xmrpc. php Bl ock 1
155.133.82.40 [Pol and 147.237.77. 216 |dover. i df . i | Enail collector robots 14 B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngtop. asp [B ock 1
198.71.228.68 |Uhited Sates [147.237.77.74 |lawidf.il D stributed Unauthorized LRL Access on v | awidf.il/xmrpc. php |B ock 1
157.55.39. 156 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/chanatz/ kurs/defaul t.asp None 1
104. 131. 189. 142|wnited Sates  |147. 237.0. 16 ?yl Ikosher- kravi.id %Tgﬁﬂ&%’i‘ecﬂﬂfg - Frotocol violation None 1
79.118.163.95 |[Romani a 147.237.77.216|dover.i df.i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
62.210.84.121 |France 147.237.76. 147 |chi nuch. aka. i df .i| [PHP Attenpt B ock 1
188.143. 232. 14 gzz:;r} on 147.237.77. 176 |nat pash. idf.il muégga:tl Zﬁjdf .Lijlq/_tgcnf)le:ltse;/oshar ed/ user cont r ol s/ header upper / Bt ock !
155. 133.82.40 |Pol and 147.237.77. 216 |dover.i df . il eMii | Hoar di ng B ock 1
198.71.228.68 |lhited Sates [147.237.77.74 [lawidf.il D stributed Unaut horized URL Access on waw nag. i df.il/xmrpc. php [B ock 1
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