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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3049
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 2828
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3

79.122.226.6  |147.237.77.176 ?ég:;;m nat pash. i df . i | ET SCAN Potential SSH Scan 2

66.249.78.146 |147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2

79.122.226.6  |147.237.76. 200 ?;Z:;;”im eitanakaidf.il |ET SCAN Potential SSH Scan 1

183.82.106. 200 |147.237.76.31 |India nakchal .i df .il ET SCAN NVAP -sS wi ndow 3072 1

79.122.226.6  |147.237.76.148 gj::;”ion gacenter. aka.idf.il |ET SCAN Potential SSH Scan 1

178,60, 116. 72 |147. 237 76,30 |FUSSian i rush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . . . | nusn. | N .

Federation Potential Scan or Brute Force

79.122.226.6  |147.237.76.38 |XSSIan eemitav.idf.il |ET SCAN Potential SSH Scan 1
Feder at i on

79.174.70.237 |147. 237. 72. 166 |55 @ akaidf.il ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.76.31 gj::;”ion nakchal .i df . i | ET SCAN Potential SSH Scan 1

79.122.226.6  |147. 237.77. 233|sSSian atal.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.0.15 |SSIan kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.77.205 ?éj::;’}m prisha.idf.il ET SCAN Potential SSH Scan 1

27.189. 88. 30 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1

222.174.5. 27 147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1

222.174.5.27 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1

79.122.226.6  |147.237.77.61 XSS e cogat.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

220. 231. 195. 122|147. 237. 77. 235 |Chi na sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1

79.122.226.6  |147.237.76. 201 |58 " eatal.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

185. 35. 62. 252 |147.237.77.19 [Satzerland lawforumidf.il |ET SCAN Potential SSH Scan 1

79.122.226.6  |147.237.76.196 23::;'}0'1 esvivaid.il ET SCAN Potential SSH Scan 1

183.82.106. 200 |147.237.76.31 |india nakchal i df .il ET SCAN NVAP -sS w ndow 1024 1

79.122.226.6  |147.237.76. 39 ?éj::;’}m nobi | e. mei tav.idf.i|ET SCAN Potential SSH Scan 1

79.174.70.237 |147.237.76. 42 |SSI@ refuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.76.34 |SSI@ yohal an. i df . | ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.77. 234 || hal ag. i df .i | ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.72. 167 ?éj::;’}m ishurimaka.idf.il |ET SCAN Potential SSH Scan 1

79.122.226.6  |147.237.77. 216|XSS dover.idf il ET SCAN Potential SSH Scan 1
Feder at i on

79.122.226.6  |147.237.77. 170 |RSSI @ e.nazi.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

222.174.5.27 147.237.0.35 |China akavs. i df il ET SCAN Potential SSH Scan 1

. ... |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons,
14.181.96.184 |147.237.8.28 |Vietnam e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force

79.122.226.6  |147.237.77.170 gj;:tnim naarachot.idf.il |ET SCAN Potential SSH Scan 1

220. 231. 195. 122|147. 237. 77. 235 |thi na sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1

79.122.226.6  |147. 237. 76. 202 |XSS' &1 e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signhature
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
201. 255. 156. 217|Argenti na 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 18
188.210.35.52  |Ger many 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence V?':dﬁr;”;'it wth different moni tor |14
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data monitor |6
109. 66. 197. 111 | srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. drop 6
Inval i d Retransm ssion Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 85. 207 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 207 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80. 82. 64. 68 Netherlands  |147.237.72. 156 |anan.idf.il ge;(rarir:t n?_i I::?' r:;:f oTr?:Dement ;?Do;ezgnger?cu; ‘lfaC::tXi d’:‘;’;pe o [drop 3
80. 82. 64. 68 Netherlands  |147.237.72. 167 |i shuri maka idf.il ?e;iz:: n?_i ?:?' n:r;f oT?:Denent ;?Do\fezggzgae:c”; gaclr(';Xi dr:‘(‘)g‘pe 4 |arop 3
195.34.150. 18  |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpliant |[Failed to hand e connection data noni t or
46. 19. 86. 207 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
66.249.78.146 |lnited Sates |147.237.72. 166 |aka idf il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 2
Inval id Retransm ssion Packet dropped.
184. 105. 247. 207|United Sates  [147.237.8.27 |e.nadimatal.idf.il  |[Geo-| ocation enforcenent |Geo-location inbound enforcenent |drop 1
131.253.24. 144 |Wited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
80. 82. 64. 68 Net her | ands 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval i d ACK nunber noni t or
195. 62. 53. 168 gj:;:lnl on 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
5.157.38.2 Italy 147.237.0.35 |akaws.idf.il dr op drop 1
182. 18.216. 135 |Fnili ppi nes 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁsgreansm wthdifferent | ivor |1
85. 65. 113. 60 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.11 Lhited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf orcenent |drop 1
216.218. 206. 114|Lhited Sates  [147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 142 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 247. 235|Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212.122. 204|Wnited Sates  |147.237. 77. 235 |sviva i df.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
50. 151. 36. 34 Uhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber moni tor |1
5.157.38.2 Italy 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 95 |Lhited Sates |147.237.0.33 |[idf.il drop drop 1
91. 214. 201. 107 &LS&‘I’?: o 147.237.72. 217 |e.i o . i1 Geo- 1 ocation enforcenent  |Geo-1ocation i nbound enforcenent |drop 1
74.82.47.12 Wited Sates  [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 114|lnited Sates |147.237.8.14 |e.orchot.idf.il Geo-l ocati on enforcenent |Geo-location inbound enforcenent |drop 1
188.138.1.218 |Germany 147.237.0.200 |ndu.idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212.122. 205|Whited Sates  |147.237. 77. 235|sviva i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
65.55.211.250 |Lhited Sates  [147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
207.151. 35. 6 Wited Sates  [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
23.242.80.194 |lhited Sates  [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 102|Lhited Sates  |147.237.72.217|e.idf.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
74.82.47.30 Wited Sates  [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 118|Lhited Sates 147.237.76.202|e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
131.253.24.139 |[hited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82. 47.50 Wited Sates  [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 20 I srael 147.237.77. 170 [naar achot ..i of . i | Bad TCP sequence Inval i d ACK nunber noni tor |1
182. 18. 216. 135 |Phili ppi nes 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
85. 64.232.137 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |1
74.82.47.10 Lhited Sates  [147.237.77.233|atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.92 |ited Qates  |147. 237. 7. 226 | W Chamatz. aka. Tdf 1qyny art ack SYN -> SYN-ACK -> RST rgect |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

197.221. 14. 203 |South Africa 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 2

149. 78. 81. 27 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2

185. 32. 179. 169 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: si gal gs DoS Attack None 2

185. 32.179. 188 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 2
] - . Distributed Lhaut hori zed URL Access on

107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
’ . . O stributed Unaut hori zed URL Access on

204.13.200.200 [Wited Sates  [147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
’ - . Unaut hori zed URL Access to

8.37.71.15 Lhited Sates  [147.237.77.216|dover.idf.il wiw i df i 1/ engl i sh/ &usg=al kj r hgnou,_s7el r prkj o6pumiBt qreceq B ock 1

84.111.14.6 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1

. . Unhknown Paraneter hc_| ocation in

66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ i v gi yus/ gener al . aspx None 1
] . . Distributed Uhaut hori zed URL Access on

208.184.112.74 [Wited Sates  [147.237.77.216|dover. i df .i| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1

104. 131. 147. 112|United Sates 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wwu i df.il/newsite/ hebrew main. asp B ock 1

. . Mil tiple Full width/Hal fw dth Lhi code Encodi ng on URY/ Par anet er (+)
66.249. 78.166 |l srael 147.237.77. 216 |dover.i df .i | f10m 66. 249. 78. 166 B ock 1
. . -|Unhaut hori zed Met hod HEAD for

24.134.142.98  |Ger many 147.237.76. 147 |chi nuch. aka. i df . i) 0 " i i1/ 894- hel chi nuch. aspx None 1

197.221. 14. 203 |South Arica 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 197.221. 14. 203 B ock 1

157.55.39.171 |Wited Sates  |147. 237. 7. 216 |dover . i df . i | :Qra;étio” zed URL Access to v idf . 11/1540-13036-he/ dover. aspx g 1

85.159. 210. 67  |United Ki ngdom|147.237.77.216|dover.idf.il PHP At t enpt B ock

66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df . il Dstributed Wauthorized URL Access on 147.237. 77. 216/ B ock
] . . O stributed Uhaut hori zed URL Access on

107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133 22638- hel dover . aspx. B ock 1

80. 82. 64. 68 Net her | ands 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to habbo. yt/ publ i ¢/ css/ 960_12 col . css Bl ock 1

40.77.167. 42 Lhited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1

197.221.14. 203 |South Africa 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waww nag. i df.il/xmrpc. php B ock 1

184.105.139. 70 |wnited Sates  [147.237.77.243|nobil e.idf .il Unaut hori zed URL Access to 147.237.77. 243/ B ock 1

85.159.210. 67 |United Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1

66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi i yoman/ enl ar ge. asp |B ock 1

Russi an . - Unaut hori zed URL Access to

188.143. 232. 14 Federati on 147.287.77. 176 |nat paSh' idf. il WA cogat . i df. i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

80. 82. 64. 68 Net her | ands 147.237.72. 167 |i shuri maka. i df . i|Unaut hori zed LRL Access to habbo. yt/ publ i ¢/ css/ 960_12_col . css B ock

50. 62. 161. 14 Lhited Sates  [147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 1
] . . Distributed Lhaut hori zed URL Access on

204.13.200.200 [Wited Sates  [147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1

184. 168. 200. 49 |lhited Sates 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 1

Russi an - . Distributed Uhaut hori zed URL Access on
95.24.178. 111 eration 147.237.77. 216 |dover.i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | thaut hori zed LR Access to : B ock 1
wwy aka. i df . i1/ ml ui ndhovot/tenpl at es/ nai n. asp

195. 154. 146. 225|France 147.237.77. 216 |dover.idf . il I11egal HITP \ersion HITH Bl ock 1
’ . . O stributed Unaut hori zed URL Access on

107.178.194.87 |Wnited Sates  [147.237.77.216|dover. i df .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

84.111.14.6 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Unknown SSL Sessi on None 1

50. 62. 161. 14 Lhited Sates 147.237.77.74 [lawidf.il Ostributed Unhaut horized URL Access on waw | aw i df.il/xnrpc. php Bl ock 1

184. 168. 200. 49 |lhited Sates 147.237.77.74 |law i df.il DO stributed Lhaut hori zed URL Access on waw | aw i df.il/xmrpc. php B ock 1

. . . Unaut hori zed Met hod CPTI ONS for
101.174.56. 157 |Asstralia 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
66.249.78.159 |[Israel 147.237.77.216|dover.i df .i | Ml tiple Unauthorized URL Access from 66. 249. 78. 159 Bl ock 1

01-14-2016-05:04:01 to 01-14-2016-06:04:01




