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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3033
95. 188. 215. 157 Russi an Feder ati on 147.237.76. 31 nakchal .idf.il |Block Udp All Nets drop 3
71.6.165. 200 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
2.54.149. 176 I srael 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
108. 59. 8. 80 Lhited Sates 147.237.77. 234 hal ag.idf.il |C1000106: HTTP: najestic bot Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
66. 249. 69. 93 147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 76 147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
50.31.162.206 [147.237.0.17 |Whited Sates mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
79.174.70.237  |147.237.76. 86 |FSSI AN navy. i df . i ET SCAN Potential SSH Scan 1
Feder at i on
50. 31.162.206 [147.237.76.201|lited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
50.31.162.206 [147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
o L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
112.198. 103. 103|147. 237. 72. 166 |Phi | i ppi nes aka idf.il . . - 1
port denial of service attenpt

79.174.70.237 |147.237.72. 167 gj::;”ion i shuri maka. i df. i ET SCAN Potential SSH Scan 1
50.31.162.206 [147.237.76.199|Wnited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 36
46. 19. 85. 170 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 170 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
95.211. 0. 114 Net her | ands 147.237.77.234|hal ag.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 5
46. 19. 85. 170 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |5
198.20.230.169 |Wited Sates |147.237.76.86 |navy.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |5
103.13. 103. 203 |Australia 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |5
41. 33. 232. 66 Egypt 147.237.77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
203. 124. 120. 63 |9 ngapore 147.237.0.34 |tikshuv.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
50. 62. 208. 87 Lhited Sates |147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |5
50.62.208.87  |tited Sates [147.237.77.226|" " chanat z. aka. 1df 1y ok HTTP Non Conpl i ant Failed to hand e connection data [nonitor |5
94.23. 6. 148 France 147.237.76. 31 |nakchal .idf.il B ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
37.59.30.73 France 147.237.77. 226 V\TA:N chanatz. aka.idf 1 ok HITP Non Conpl i ant Failed to handl e connection data |nonitor |5
78.142.63. 73 Bul gari a 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
46.19. 85. 226 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
65.55.210.1  |[lnited Qates |147.237. 76. 200 |ei tan. aka i f il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 58 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
54.183.233.168 |lhited Sates |147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
enf or cenent
Sreanming Engine: TQP Invalid i i ssi
66.249.78.160 |tited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
81.218.2.118  |Israel 147. 237. 77. 243 |mobi l e.i of . i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39.46  |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
194. 44.130. 140 |[tkrai ne 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |[monitor |2
54.183.203.61 |Wnited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 2
enf or cenent
131.253.36.198 |Wited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |reject 1
216.218.206. 96 |Lhited Sates |147.237.77. 170 |maarachot. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 60 Lhited Sates |147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
184. 105. 247. 231|Wited Sates [147.237.0.33 |[idf.il dr op drop 1
141.212. 122. 206|Wnited Sates  |147.237.76.44 |e.refuah.idf. il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
131.253.24.139 |Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
80. 82. 64. 68 Netherlands  [147.237.8.14 [e orchot.icf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 1
enf or cenent
181.73.238.46 |aiile 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 58 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 199|Uhited Sates |147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.28.158 I srael 147.237.72. 167 |i shurimaka. i df . | Bad TCP sequence Invalid ACK nunber monitor |1
216.218. 206. 110|Wi ted Sates  |147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
Russi an R SYN+tACXK retransmt wth .
188. 143. 232. 14 er ot on 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence different wi ndow scal e monitor |1
141.212.122. 207 |Wited Sates [147.237.8.45 |eeitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
131.253.24.159 |Uhited Sates |[147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
184.105.139. 72 |Wited Sates |147.237.77.226 "‘f";‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 200|Wited Sates |147.237.76.38 |e.e.meitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
24.207.128.239 |lWited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |United Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
216.218. 206. 118|lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
72.235.51.198 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192.185.4.15  |tnited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Fai | ed to handl e connection data [monitor |1
42.62.74.70 Chi na 147.237.72. 167 |i shurimaka.i df . il dr op Frst packet isn't SN drop 1
131.253.26.235 |Lhited Sates |[147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx

Country Action
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 |thited Sates  [147.237.77.216 |dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
157.55.39.169 |uited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wanidf.il/error. htm B ock
217. 132. 157. 2541 srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
162. 144.94. 102 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter author in wwy aka.idf.il/ None
: . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216 |dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
207. 46. 13. 65 Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
54.183.192.187 |[hited Sates 147.237.76.200(ei tan. aka. i df . i | |Unauthorized URL Access to 147.237.76. 200/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 201. 154. 172|Net her| ands 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
84.108.32.126 |[lIsrael 147.237.72. 166 |aka. i df . i | S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 14276- he/ dover . aspx Bl ock 1
Russi an . . Uhaut hori zed URL Access to
188.143. 232. 14 Federation 147.237.77. 176 [nat pash. i df . T v cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
41.203. 5. 108 South Africa 147.237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed Met hod HEAD for v chi nuch. aka.idf.il/ None 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates  [147.237.77.216 |dover. i df .i| v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.240 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 65. 237 |l srael 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
R . . S Unhtraceabl e Gonnection - Protocol violation
112. 198. 103. 103|Fhi i ppi nes 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
89. 145. 77. 63 Uni ted Ki ngdom |147.237.77. 176 [mat pash. i df . i | PHP At t enpt B ock 1
66.249.78. 159 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 Bl ock 1
198.57.217.225 |lhited Sates 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
41.203. 5. 108 South Africa 147.237. 76. 147 |chi nuch. aka. i df . i|Unknown Paraneter author in ww chi nuch. aka.idf.il/ None 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216|dover.idf . il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
79.181.135. 153 [Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
216.218.206. 66 |Lhited Sates 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
66. 249. 65.238 |lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
89. 145. 77. 63 Uni ted Ki ngdom |147.237.77.176 [mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
66.249.78.160 |l srael 147.237.72. 166 |aka. i df .i | Lhaut hori zed URL Access to www aka. i df.il/natash B ock 1
198.57.217.225 |Uited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
50. 62.177.176 |lLnited Sates 147.237.76.200|ei tan. aka. i df . i | |Unhauthorized Method HEAD for wan eitan. aka.idf.il/ None 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lLnited Sates 147.237.77. 216 |dover.i df .i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
79.182.36.193 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
96.21.105. 104 |Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/main/ Bl ock 1
66.249.78.213  |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/bamachane B ock 1
50.62.177.176 |Lhited Sates 147.237.76.200|ei tan. aka. i df.i| |Unknown Paraneter author in wuneitan. aka.idf.il/ None 1
. . . D stributed Unaut hori zed URL Access on
109.163.234.4  |Ronani a 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
84.108.32.126 | srael 147.237.72. 166 |aka. i df . i | x’g'cg e Utraceabl e S Sessions from84.108.32.126 (sigalgs S |\ 0 1
66.249.78.104 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
162. 144.94. 102 |Uited Sates 147.237.72. 166 [aka. i df . i | Unknown Paranet er author in wwu aka. i df.il/nai n/hone/ defaul t.aspx |None 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates  [147.237.77.216 |dover. i df .i| v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.234 |israel 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized UL Access on B ock 1
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