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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 4328
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3194

71.6.167. 142 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry ‘Ste Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 50 147.237.72.166 |Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
, .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
104.131.181.36 |147.237.0.16 |lhited Sates |[ny-kosher-kravi.idf.il . . - 1
deni al of service attenpt
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
27.114. 169. 36 147.237.0. 34 Ml di ves tikshuv.idf.il . 1
Potential Scan or Brute Force
923 241 191 2191147 237 0.16 |cni na Kosher-kravi i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. | - - \// | . .
W Potential Scan or Brute Force
193. 105. 134. 220(147. 237. 76. 31 |Sweden nakchal . i df i ET SCAN NMAP -sS wi ndow 1024 1
82.117.208. 243 [147.237.8.24 elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
2.239.208.154 [147.237.8.27 |itay e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 24
90.174.2.5 Sai n 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 156 |Wited Sates |147.237.72. 166 |aka i of . il 9 =g Invalid segnent retransmssion. g 14
Ret ransnm ssi on Packet dropped.
90.174.2.5 Sai n 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nvalid AGK nunber noni t or 11
90.174.2.5 Spai n 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 11
90.174.2.5 ai n 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 11
Sreamng Engine: TCP Invalid i i ssi
157.55.39.46  |United Sates  |147. 237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
90.174.2.5 Sai n 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 9
46. 19. 85. 26 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 8
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data [noni tor 7
Sreamng Engine: TCP Invalid i i SSi
66.249.60.38  |wited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
79.182. 139. 115 |Israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid [invalid segnent retransnissi on.
130. 193. 50. 14 er ot on 147.237. 77. 243 |mobil e.i df . i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 67.157.34  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.78.198 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Russi an Co Streaming Engine: TCP Invalid |invalid segnent retransmssion.
141.8.132. 112 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
79.183.2.78 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
46.19.85.30  |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence SINCAGK retransmt with different | pvor |2
w ndow scal e
e SYNVACK retransmt wth different .
213.57.44.156 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal @ monitor |2
Sreamng Engine: TCP Invalid i i SSi
183.79. 223. 164 |Japan 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
199.30.25.142 |wited Sates  |147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
141.212. 122. 203|United Sates  [147.237.76. 201 |e. atal .idf .i1 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
124. 232. 150. 230|ni na 147.237.8.50 |e.tikshw.idf.il |Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
208.115.113.84 |lhited Sates [147.237.77.74 |[lawidf.il drop SAMrul e drop 1
54.67.29. 93 Lited Sates  [147.237.77. 176 |nat pash.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122. 194|Whited Sates  |147. 237. 77. 176 |t pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
107.182.20.202 |Wited Sates  [147.237.77.176 |mtpash.icf.il  [Header Rejection rgxg;tre‘ ection pattern found in | ooivor |1
Russi an . . . .
195. 62. 53. 168 er st i on 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149.78.171.79 |Israel 147.237.77. 170 |naarachot.idf .il  |Bad TCP sequence Inval i d AGK nunber noni t or
179. 242.227.89 |Brazil 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212.122.200|Uhited Sates  [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
107.182. 20. 202 |Wnited Sates  [147. 237. 77. 216 |dover. i df .i Bad TCP sequence SN retransmt wih different monitor |1
w ndow scal e
141.8.132.78 RJSIS::t”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.12 Lhited Sates  |147.237.77. 121 |e. navy. i df. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 201 |Wited Sates  |147.237.76.39 [nobile neitav.idf.i[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
197.231.221. 211 |Liberia 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
46.120. 166. 49  [Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
74.82.47.19 Uited Sates |147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 18. 206. 194 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 202|Wited Sates  [147. 237. 76. 201 [e. atal i f .1 Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
115. 162. 79. 180 |Japan 147.237.77. 176 |nat pash.i df .i| SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
46.120.166.49 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
183.79. 223. 164 |[Japan 147.237.76.200|ei tan. aka. i df . i | Mil tiple Abnornmal |y Long Request from 183.79. 223. 164 Bl ock 7
183. 79. 223. 164 |Japan 147.237.76.200|ei tan. aka. i df .i | Miltiple Illegal HITP Version from183.79.223. 164 B ock 7
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock 3
176.13.21.136 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 1
31.13.113.82 Irel and 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wwy i df . i/ 1086- 23059- he/ dover B ock 1
107.182.20.202 |[thited Sates [147.237.77.176 [nat pash. i df .i | Enail collector robots 14 Bl ock 1
. . DO stributed Unaut hori zed URL Access on
95.128.43.164 |France 147.237.77. 216 |dover. i df . il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
66. 249. 69. 38 I srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1
. . . Lhknown Parangeter | in
183. 79. 223. 164 |Japan 147.237.76.200|ei tan. aka. i df . il vy i tan. aka. i o i |/t enpl at es/ sendt of ri end send of ri end. aspx None 1
149. 88. 83. 74 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
: . . Uhaut hori zed URL Access to
107.178.194.83 |Wnited Sates  |147.237.77.216 dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-he B ock 1
40.77. 167. 42 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/english/ xxYAsA/xYAA4 |Bl ock 1
183. 79. 223. 164 |Japan 147.237.76.200(ei tan. aka. i df . i | Abnormal |y Long Request request version Bl ock 1
107.182.20.202 |Wited Sates  |147.237.77.176 |nat pash. i df . il eMii | Hoardi ng B ock 1
99.237.80.190 |Canada 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/aman B ock 1
66. 249. 69. 38 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/authentication/index B ock 1
A . . URL is Above Root Drectory
197.231.221. 211 |Liberia 147.237.77. 216 dover . i df . i1 v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js Bl ock !
: . . Unknown Par anet er 4f9c0c80 in
157.55.39. 156 |lhited Sates [147.237.72.166|aka. i df .il vow aka i df . i 1/ mai n/ home/ def aul t . aspx None 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.87 |Uhited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
72.253.70. 70 Uited Sates  |147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock 1
183. 79. 223. 164 |Japan 147.237.76.200|ei tan. aka. i df . il Illegal HITP Version Herzl: Fallen in Jerusal emHITH 1.0 B ock 1
109. 160. 181. 60 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
: ny- kosher -kravi . i df |s3 untraceabl e Gnnection - Protocal violation
104.131.181.36 |Uhited Sates [147.237.0.16 T (SSL.CONN QLI ENT FELLO) None 1
: . . D stributed Lhauthorized URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.111 [Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
159.203.83. 117 [lhited Sates |147.237.0.15 |kosher-kravi.idf.il |Miltiple Wnauthorized URL Access from 159. 203. 83. 117 B ock 1
107.182.20.202 |thited Sates [147.237.77.74 |lawidf.il Enmail collector robots 14 Bl ock 1
94. 249. 109. 226 |Jordan 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/894-ar B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wwidf.il/kanar/ B ock 1
- kosher - kravi . i df i i
109. 186.42.50  |Israel 147.237.0.16 |1V KOSher-kravi.idf |paraneter Type Vidlation Rturnttl in Bl ock 1
il ny-kosher-kravi .idf.il/tenpl ates/| ogi n/1ogi n. aspx
104. 194. 26. 204 |lnited Sates [147.237.76.200|ei tan. aka. i df .i | PHP Att enpt B ock 1
: . . Uhaut hori zed URL Access to
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
Uhaut hori zed URL Access to
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i1 /i ghts/asp/i nfo. asp?nodul ei d=2&cat i d=22703&8doci B ock 1
d=22721
: .o . Uhaut hori zed URL Access to
159.203.83. 117 |Lhited Sates  (147.237.0.15 |kosher-kravi.idf.il | o " o i1/t enpl at es/ shar ed/ user cont rol s/ header pper / Bl ock 1
107.182.20.202 |thited Sates [147.237.77.74 |lawidf.il eMai | Hoardi ng Bl ock 1
. . D stributed Unaut hori zed URL Access on
95.128.43.164  |France 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
141.8.132.78 RJSIS:;”i o 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vwwidf.il/1294- he/ wan i df . i | B ock 1
104. 194. 26. 204 |Uhited Sates  [147.237.76.200|eitan. aka.idf .il Lhaut hori zed URL Access to ww eitan. aka.idf.il/wp-1ogin. php B ock 1
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