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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3200
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
85. 25. 217. 27 Ger many 147.237.0. 15 kosher -kravi . i df . i 1|20086: HITP. Mii ebl ackcat Security Scanner B ock 10

85. 25. 217. 27 Ger many 147.237.77.216 |dover.idf.il 20086: HITP. Mi ebl ackcat Security Scanner B ock 5

85. 25. 217. 27 Ger many 147.237.0.15 kosher -kravi . i df . i1]|20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock

85. 25. 217. 27 Ger many 147.237.77.216 |dover.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
85. 25. 217. 27 147.237.0. 15 Ger many kosher-kravi .idf.il ET WEB_SERVER Mii ebl ackcat scanner 2
66. 102. 9. 50 147.237.76. 30 Lhited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 2
183. 61. 109. 189 147.237.76. 34 Chi na yohal an.i df .i | ET SCAN NVAP -sS wi ndow 3072 1
183. 61. 109. 189 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN NVAP -f -sS 1
85. 25. 217. 27 147. 237.77. 216 Ger many dover.idf.il ET WEB SFRVER Mii ebl ackcat scanner 1
61. 244. 49. 137 147.237.77. 243 Hong Kong nobi | e. i df . il ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN NVAP -sS wi ndow 2048 1
90.174.2.5 147.237.77. 216 Sain dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
90.174.2.5 Spai n 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i ssi
31.168.68.54  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransmssion. Packet |, 12
Ret ransmi ssi on dr opped.
90.174.2.5 Spai n 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 10
71.52.141.162 |Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
90.174.2.5 ai n 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 10
VWb Server Enforcenent HTTP Deni
207.241.229. 66 |Uited Qates |147.237. 72. 166 |aka i of .i1 . Véb Servers S ow HITP Denial - of rect |10
Mol ation Service
90.174.2.5 pai n 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber nonitor |10
46. 19. 85. 26 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
71.52.141.162 |lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST alert
82. 69. 50. 18 LK!i“r:gegom 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunber monitor |6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data mnitor |5
90.174.2.5 Spai n 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
90.174.2.5 pai n 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST aert 4
Sreanming Engine: TCP Invalid i i ssi
66.249.78.146 |lited Sates |147.237.72. 166 |aka.idf.il g =g Invalid segnent retransmssion. Packet |, 4
Ret ransmi ssi on dr opped.
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
66. 249. 64. 3 Lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. Packet |, 4
Ret ransmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
183.79. 223. 164 |Japan 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. Packet |, 4
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.69.38  |lited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.
141.0. 15. 251 Nor way 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
5.28.160.128  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.
Sreanming Engi ne: TCP i
80. 82. 64. 68 Netherlands  |147.237.76. 147 |chi nuch. aka. i df .i | g =g TOP segnent out of naxi mumal | oved |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
71.52.141.162 |Uited Sates  [147.237.77. 216 |dover. i df .l Bad TCP sequence SINAK retransmt with different oo 3
W ndow scal e
Sreaning BEngine: TQP Invalid i i SSi
79.176.223.83 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
5.29. 252. 225 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval i d ACK nunber nonitor |2
109. 67. 109. 195 |l srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
216.2.193.1 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 2
45.79.171.55 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi
68.180.229. 121 |Wnited Sates |147.237.76. 200 |ei tan. aka i df . i g =g Invalid segnent retransmssion. Packet |, 2
Ret r ansmi ssi on dr opped.
Sreamng Engine: TP Invalid i i ssi
180.76.15.31  |china 147. 237. 76. 200 |ei tan. aka.i df . il g =g Invalid segnent retransmssion. Packet |, 2
Ret ransmi ssi on dr opped.
5.29. 252. 225 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Invalid ACK nunber alert 2
80. 82. 64. 68 Net her | ands 147.237.76.201|e. atal .idf.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
70.80. 182. 200 [Canada 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 202|Lhited Sates |147.237.77.121 |e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1
80. 82. 64. 68 Net her | ands 147.237. 76. 147 |chinuch. aka. i f . i I[Bad TCP sequence Inval i d ACK nunber aert 1
192. 185. 4. 39 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 1
5.157.38.2 Italy 147.237.77. 176 |nat pash.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237.76.202|e.halag.i df.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
141.212.122. 203|United Sates |147.237.77. 121 |e. navy.idf.il Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf or cenent drop 1
80. 82. 64. 68 Net her | ands 147.237. 76. 147 |chinuch. aka. i of . i [[Bad TCP sequence Inval i d ACK nunber noni t or 1
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |1
Russi an R ) .
141.8.132.78 Federat i on 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
217.148. 45,113 Ei“'ntgegom 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Failed to handl e connection data monitor |1
45.219.91.193  |Uruguay 147.237.77. 216 |dover.idf .i Bad TCP sequence Invalid ACK nunber monitor |1
195. 62. 53. 168 R‘SIS::I”im 147.237.77.176 |metpash.idf.il  |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 197|Uhited Sates |147.237.76.196 |e.sviva.idf.il Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf or cenent drop 1
221.199.217. 173|Australia 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
80. 82. 64. 68 Net her | ands 147.237.76. 199 |e. nakchal .idf.il [Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
183.79. 223. 164 |[Japan 147.237.76.200|ei tan. aka. i df.i| |Miltiple Aonormal Iy Long Request from 183.79.223. 164 B ock
183. 79. 223. 164 |Japan 147.237.76.200|ei tan. aka. i df.i| [Miltiple Illegal HITP Version from183. 79. 223. 164 B ock
] . - Unhaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il navy. i df . i1/ i yus/ f or und asp/ show or um asp Bl ock 5
208.115.113.88 |Whited Sates 147.237.76.86 [navy. idf.il Ml ti pl e Uhaut hori zed URL Access from 208. 115. 113. 88 B ock 5
] . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf. il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.185. 63 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
109. 160. 181. 60 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin ww idf.il/1397-en/ dover.aspx |B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Distributed Lhaut hori zed URL Access on vww | aw i df . il /xmirpc. php Bl ock 1
] . . DO stributed Uhauthori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - D stributed Lhaut hori zed URL Access on
150. 70. 173. 52  |Japan 147.237.77.216|dover.i df .|l v i df . i | / 1133- 22638- hel dover . aspx. B ock 1
] . . DO stributed Uhauthori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216|dover. i df.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
- . Unhaut hori zed URL Access to
66.249.78.234  [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ sachar / t  asi m aspx B ock 1
. . D stributed Uhauthori zed URL Access on
109. 201. 154. 181 |Net her| ands 147.237.77. 216 (dover . i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
68.180.228.112 |hited Sates |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to waw i df.il/english B ock
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml ti pl e Unhaut horized LRL Access from 46. 118. 155. 216 Bl ock
206.214.219. 90 |lhited Sates |147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
] . - D stributed Lhaut hori zed URL Access on
162.247.72.217 |lhited Sates |147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
] . . D stributed Uhauthori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228.112 |[Lhited Sates |147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin waw i df .il/1283-en/ dover. aspx |H ock 1
195. 154. 194. 111|France 147.237.77. 170 |maarachot . i df . i | [Dstributed PP Attenpt Bl ock 1
. . D stributed Uhauthorized URL Access on
150.70.97.86  |Japan 147.237.77.216|dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. B ock 1
79.176.223.83 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /maikapatz//res Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
66.249.64.119 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/894-he B ock 1
206.214.219.90 |[hited Sates [147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on wwwu | aw i df.il/xnmrpc. php B ock 1
] . . DO stributed Lhaut hori zed URL Access on
162.247.72.217 |Wited Sates  |147.237.77.216|dover. i df. il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates  [147.237.77.216|dover.idf. il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin wa i df .il/1393-en/ dover. aspx |B ock
40.77.167. 42 Lhited Sates  |147.237.77.216|dover.idf.i | Uhaut hori zed LR. Access to wawidf.il/atal B ock
195. 154. 194. 111|France 147.237.77. 170 |maar achot . i df . i | [Waut hori zed URL Access to naarachot . i df.il/wp-1 ogin. php B ock
. . DO stributed Lhaut hori zed URL Access on
150.70.97.86  [Japan 147.237.77. 216 (dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
80. 82. 64. 68 Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to habbo. yt/ publ i c/ css/ 960_12_col . css B ock 1
207.46.13.104 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249.78.159 |[Israel 147.237.77.216|dover.idf.il Mil tipl e Unauthori zed URL Access from 66. 249. 78. 159 Bl ock 1
183.79.223.29 |Japan 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
109. 67. 109. 195 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin wa i df .il/1395-en/ dover.aspx |B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
. - D stributed Lhaut hori zed URL Access on
150. 70. 173.52  |Japan 147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
89.138.162.89 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/nain/sachar/ mas. aspx |B ock
66.249.78.159 |Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
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