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Top Attackers

M dover.idf.il

M tikshuv.idf.il

M aka.idf.il

M refuah.idf.il

Wiawid.il

M navy.idf.il

W madimatal .idf.i

Meitan aka. idf.il
nat pash. i df . il

M nobi le.idf.il

M 167. 114. 156. 16
54. 244. 22. 103
I 93.87.197. 220
41.33.231.90
Il 183. 79. 223. 164
M 45. 219.91. 193
I 80. 82. 64. 68
M 212. 143.142. 56
94. 230. 86. 204
M 85. 130. 184. 19
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3017
79.182. 35. 124 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 3

151. 80. 109. 172 Italy 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1

85. 25. 217. 27 Cer many 147.237.0.19 nadi matal .idf.il Frk Purple Gn Limt Htp drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

85. 136. 227. 77 Sain 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
85.136.227. 77  |147.237.77.233|Fain atal.idf.il SQ Injection - Select From 3
89.248.172.78 |147.237.77. 234 |Net her | ands hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 147.237.76.30 |Netherl ands hi nush. i df . i ] ET SCAN NMAP -sS wi ndow 1024 1
79.174.70.237  |147.237.76. 199 ?ézz;;nim e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
187 246. 101. 2221147 237. 77 234 | co el ag. i df.i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113.171. 23. 126 |147.237. 76. 201 |M et nam e.atal .idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.8.27 |Lnited Sates e.nadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.0.35 [Netherl ands akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
61.182.170.38 [147.237.76. 199 |hi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 196 [Sweden e svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
187 246. 101. 2221147 237 77 72 i co Landi df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113.171. 23. 126 |147.237. 76. 200 |M et nam eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
54.244.22.103 |lhited Sates |147.237.0.34  |tikshuv.idf.il dr op Frst packet isn't SN drop 61
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
93. 87.197. 220 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data monitor |11
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
94.230. 86. 204 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |8
Sreaning Engi ne: TCP Invalid segnent retransnission
66.249.64.119 |lhited Sates [147.237.76.86 |[navy.idf.il . o ' dro 6
W Inval i d Retransnission Packet dropped. P
41.33.232.66 Egypt 147.237.77. 216 [dover.i df .i Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data monitor |6
Streamng Engi ne: TCP Invalid segnent retranshission
66.249.64.124 |Whited Sates [147.237.76.86 [navy.idf.il ) o ' dro 6
W Inval i d Retransnission Packet dr opped. P
S reanming Engi ne: TCP i i ssi
66.249.69.34  |United Sates |147. 237. 72. 166 |aka.i df .i | mng tngine. 1 Inval i d segnent retransmssi on. drop 6
Inval id Retransnm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
194. 90. 89. 5 I'srael 147.237.72. 166 |aka.i df . i mng tngine. 1 nvalid segnent retransmssi on. drop 6
Inval i d Retransnission Packet dr opped.
85.130.184.19 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber nonitor |4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
S reamng Engi ne: TCP Invalid segnent retransnission
183. 79. 223. 164 |Japan 147. 237. 76. 200 |ei tan. aka. i df .i | ) o ' dro 4
Inval i d Retransnission Packet dropped. P
85.130.184.19 |[Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
177.185.192.98 |Bazil 147.237.77.74 |(lawidf.il dr op SAMrul e drop 4
46. 19. 86. 88 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence I'nval i d AGK nunber monitor |3
S reamng Engi ne: TCP i i ssi
66.249.78. 254 |Uited Sates [147. 237. 72. 166 |akai of .11 mng tngine. 1 nvalid segnent retransmssi on. dr op 3
Inval id Retransn ssion Packet dropped.
46. 19. 86. 88 I 'srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reamn ine: T i i ssi
37.26.148.167 |israel 147.237.77. 243 |nobi L e. i f .| Streamng Engine: TCP nvalid segnent retransmssi on. drop 3
Inval id Retransnm ssion Packet dropped.
Sreamng Engi ne: TCP i
80. 82. 64. 68 Netherlands |147.237.0.19 |madimatal.idf.il 9 =g TCP segment out of maxi mum drop 3
Segnent Li nit Enf or cenent al | oned sequence. Packet dropped.
176.97.116. 171 |Wrai ne 147.237. 77. 176 |nat pash. i df . i | drop SAMrul e drop 3
S reamng Engi ne: TCP i i ssi
46.19.85.194  |israel 147.237.77. 243 |nubi 1 e.i df .i mng tngine- 1 nvalid segnent retransmssi on. drop 3
Inval id Retransnm ssion Packet dropped.
37.187.129. 166 |France 147.237.0.33  |idf.il drop drop 2
Streaning Engine: TCP Invalid segnent retransnission
66.249. 64. 3 Lhited Sates |147.237.76.86 |navy.idf.il . .. ' drop 2
Inval id Retransn ssion Packet dropped.
54.244.22.103 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SN drop
89.138.112. 79 |[Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
S SYNVACK retransmt wth different .
37.26.149.140 |[lsrael 147.237. 77. 216 |dover.idf .i 1 Bad TCP sequence wi ndow scal e nonitor |2
46. 19. 85. 93 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.19.86.243  |Israel 147.237.77. 226 | "} chanatz.aka.1df a9 TOP sequence Inval i d ACK number moni tor |2
S reaming Engi ne: TCP i i ssi
37.142.64.65  |israel 147. 237.72. 167 |i shuri maka. i df . i mng tngihe. 1 Invalid segnent retransmssion. dr op 2
Inval i d Retransnission Packet dropped.
109. 67. 109. 195 |l srael 147.237.72.166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 2
Sreamng Engi ne: TCP i i ssi
66.249.78.146 |Lnited Sates |147. 237. 72. 166 |aka i of .1 mng tngine. 1 nvalid segnent retransmssi on. drop 2
Inval i d Retransnission Packet dr opped.
80. 82. 64. 68 Netherlands |147.237.0.19 |nadimatal.idf.il Bad TCP sequence Invalid ACK nunber alert 1
185.32.179.11 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 200|Lhited Sates |147.237. 76. 198 |e. yohal an.i df .i| Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent  |drop 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.157.38.2 Italy 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on inbound enforcenent  |drop 1
85. 25. 217. 27 Ger many 147.237.0.33  idf.il drop drop 1
195. 28. 180. 101 |l srael 147.237.72.166 |aka.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |1
178.63.17.130 |Ger many 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni tor |1
141.212.122. 196|Wited Sates [147.237.0.19 [nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.57.150. 142 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
2.52.6.128 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
80. 82. 64. 68 Netherlands [147.237.0.19 [nedimatal.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
185. 32.179. 170 |l srael 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141, 212. 122. 207 |United Sates [147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 192|Wited Sates [147.237.8.46 [e. chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 25. 217. 27 Ger many 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
76. 67. 78. 237 Canada 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 1
141.212. 122. 196|Wited Sates [147. 237. 77. 226 "f"l"“ha”atz' aka Tdf oy At ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
93. 87.197. 220 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 93.87.197. 220 B ock 16
93. 87. 197. 220 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 13
45.219.91.193  |Uruguay 147.237.77. 216 |dover.i df .i | PHP At t enpt Bl ock 3
46. 19. 85. 158 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
45,219.91.193 |Uruguay 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 45, 219, 91. 193 Bl ock 2
111.65.231.36 |New Zeal and [147.237.77.74 |lawidf.il O stributed PHP At tenpt Bl ock 2
84.109.82.189 |[lIsrael 147.237.72. 166 |[aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
50. 62. 161. 28 Lhited Sates [147.237.77.74 |lawidf.il D stributed PHP Attenpt Bl ock 2
77.125.106.212 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
45.219.91.193  |Ur uguay 147.237.77.216|dover. i df . i | Mil tiple Adnin Bl ocki ng from 45.219. 91. 193 B ock 2
46. 19. 85. 215 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
213.151.35.216 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . D stributed Uhaut hori zed URL Access on
66.249.78.234  |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
50.62.161.83  |Uited Sates |147.237.77.74 |lawidf.il Distributed Lhauthorized LR Access on Bl ock 1
ww | aw i df . i |/ xnbrpc. php
183. 79. 223. 164 |Japan 147.237.76.200(ei tan. aka. i df.i | Mil tiple Ill1egal HITP \Version from183.79. 223. 164 B ock 1
66.249.64.119 |Israel 147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to navy.idf.il/894-he B ock 1
195. 154. 194. 111|France 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php Bl ock 1
www. ch z. aka. i df i
157.55.30.46  |Uited Sates |147. 237, 77, 226 | "W Chamat z. aka. i df Junaut hori zed LR Access to Bl ock 1
il v chanat z. aka. i df . i1/t enpl at es/ honepage/
2.54.185. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . . D stributed Whaut hori zed URL Access on
107.178.194.87 [Wited Sates |147.237.77.216(dover.idf . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.228 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ 1302- he r ef uah. aspx Bl ock 1
50. 62. 176. 79 Uited Sates [147.237.77.74 |lawidf.il Ostributed PHP At tenpt Bl ock 1
] ] . Uhknown Paraneter | in
183.79.223. 164 |Japan 147.237.76. 200 [ei tan. aka. i df . i ww ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
. . D stributed Unaut hori zed URL Access on
111. 65.231.36 [New Zeal and  [147.237.77.74 |lawidf.il vow | aw i df i |/ xnb  pe. php B ock 1
: ] ] O stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 2 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
183. 79. 223. 164 |Japan 147.237.76.200|ei tan. aka. i df . i | Aonornal |y Long Request request version B ock 1
50.62.161.28  |Uited Sates |147.237.77.74 |lawidf.il Distributed Lhauthorized LR Access on Bl ock 1
ww | aw i df . i | /xnbrpc. php
5.22.131.17 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 67. 109. 195 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
: . . D stributed Unaut hori zed URL Access on
50. 62. 176. 79 Lhited Sates [147.237.77.74 |lawidf.il vow | aw i df i |/ xnb  pe. php B ock 1
184.168.200. 81 |Lhited Sates [147.237.77.74 |lawidf.il Ostributed PHP At tenpt Bl ock 1
111.65.231.36 |New Zeal and [147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php Bl ock
45.219.91.193  |Uruguay 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/ar/admn/i ndex. php Bl ock
: ] ] O stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock
183.79. 223. 164 |[Japan 147.237.76.200|ei tan. aka. i df . i | Illegal HITP \Version Tzarfati HITP 1.0 B ock
50.62.161.28  |Wiited Sates |147.237.77.74 |lawidf.il Distributed thaut hori zed LR Access on Bl ock 1
waw nag. i df . i |/ xm rpc. php
45.219.91.193  |Uruguay 147.237.77. 216 |dover . i df . i | Adnin Bl ocki ng Bl ock
109. 160. 189. 166|l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed UR. Access to wanidf.il/elram Bl ock
. . Unaut hori zed URL Access to
79.178. 2. 156 I srael 147.237.72. 166 [aka. i df . i | vown aka. i df i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 1
50. 62. 177. 66 Uited Sates [147.237.77.74 |lawidf.il Ostributed PHP At tenpt Bl ock 1
184.168.200. 81 |lhited Sates |147.237.77.74 |lawidf.il Distributed Lhauthorized LR Access on Bl ock 1
wan L aw i df. i1/ xnhrpc. php
. . D stributed Whaut hori zed URL Access on
149.202. 98. 160 |Ger many 147.237.77. 216 (dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
93. 87.197. 220 147.237.76.42 |refuah.idf.il vw refua atal i f.i1/sip storagelfiles/ 2l B ock 1
. . D stributed Whaut hori zed URL Access on
212.47.234.59  [France 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ ni n/ nai n. asp B ock 1
183. 79. 223. 164 |Japan 147.237.76.200(ei tan. aka. i df . il Mil tiple Abnormal Iy Long Request from 183.79.223. 164 Bl ock 1
50. 62. 161. 83 Uited Sates [147.237.77.74 |lawidf.il Ostributed PHP Attenpt Bl ock 1
109. 253. 135. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
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