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|Top Attackers | n DDoS- Def ence |

01-14-2016-00:04:04 to 01-14-2016-01:04:04

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3134
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

70. 39. 185. 210 Satellite Provi der 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89.248.174. 4 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1
89.248.174. 4 Net her | ands 147. 237. 76. 42 refuah.idf.il B ock Wp Al _Nets drop 1
74.122.110. 53 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka idf.il bl ock-sp-traf 1 drop 1
74.122.110. 54 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
146. 185. 239. 100 Russi an Federation 147.237. 76. 200 eitan aka. idf.il |bl ock-sp-trafl drop 1




01-14-2016-00:04:04 to 01-14-2016-01:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Count
2.137. 247.39 Sain 147.237.77.216 |dover.idf.il |Q17: HTTP. Malicous User Agent FOCA B ock 3
191. 252. 61. 244 Brazil 147.237.77.216 |dover.idf.il| |@41: HITP. Access to - index. php?option=comj ce B ock 1




01-14-2016-00:04:04 to 01-14-2016-01:04:04

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



01-14-2016-00:04:04 to 01-14-2016-01:04:04

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
70. 39. 185. 210 ;ate! lite 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 73
ovi der
70. 39. 185. 210 ;atos: 'di;re 147. 237. 77. 216 |dover .i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 130. 5. 207 147.237.72. 166 |aka.idf il drop SAMrule drop 30
62. 0. 200. 59 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 17
2.137.247.39  [pain 147. 237. 77. 216 |dover . i df .i Bad TCP sequence i{;;e”ansm't with different wndow onivor |15
46. 19. 85. 28 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |14
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46.19.85.247  |israel 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnission. Packet |y 9
Ret ransni ssi on dr opped.
84.228.239.200 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
84.228. 4. 139 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
37.26.149.201 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data mnitor |6
80. 246. 136. 250 |Israel 147.237.77. 203 |rwbi e i 11 | €AM NG Engine: TGP nval id finvalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
46. 19. 85. 16 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
5.29.1.109 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
5.29.1.109 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.137.247.39  |sain 147. 237.77. 216 |dover . i df .i | Bad TCP sequence ?C(Z;e”ansm't with different wndow | oy 6
95. 35.194. 0 I srael 147. 237. 72. 166 [aka i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
54.244.22.103 |lWhited Sates |147.237.77.176|nmatpash.idf.il dr op First packet isn't SYN drop 4
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data nonitor |4
46.19. 85. 124 I 'srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber monitor |4
46. 19. 86. 19 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
46. 19. 86. 33 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber nmonitor |4
46. 120. 226. 203 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
2.52.186.114  |israel 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Inval i d Jinvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
80. 82. 64. 68 Netherlands  |147.237.76.86 |navy.idf.il Streamng Engi ne: TP TCP segrrent out of naxi num alfowed |, ) 3
Segnent Limt Enforcenent sequence. Packet dropped.
188. 120. 148. 202/l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval id ACK nunber moni tor |3
80. 82. 64. 68 Net her | ands 147.237.77.19 |lawforumidf.il Stream ng_ Engl ne: TP TCP segrent out of naxi num al | owed drop 3
Segrent Limt Enforcenent sequence. Packet dropped.
79.183.140.19 | srael 147.237.77. 243 |rwbi e i i1 | €AM NG Engine: TCP Inval id finvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
46.19. 85. 124 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 167 I 'srael 147.237.77. 243 |nobi l e.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
208.52.161.177 |Uited Sates |147.237.77. 176 |natpash.idf.il Streaming Engi ne: TCP TCP segrrent out of maxi numallowed |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
130.193.50, 14 |Rssian 147.237.77. 243 |owvi e i i1 | €AM NG Engine: TCP Inval id finval id segnent retransnission. Packet drop 3
Federati on Ret r ansnmi ssi on dr opped.
2.52.62.141 I srael 147. 237. 77. 216 |dover . i df i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
46.19. 86. 19 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber monitor |2
109. 64.118.79 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
2.52.62.141 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 85. 133 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |2
95. 28. 82. 100 gjziion 147. 237.77. 176 |natpash. i df il |dr op First packet isn't SWN dr op 2
84.108.250.81 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
2.52.62.141 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber mnitor |2
212.199. 121. 158|l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber monitor |2
84.108. 7. 159 I srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid AGK nunber alert 2
185.32.179.81 |lIsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
84.111.224.103 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
84.108. 7. 159 I 'srael 147.237. 72. 156 [aman. i df . i Bad TCP sequence Inval i d ACK nunber monitor |2




01-14-2016-00:04:04 to 01-14-2016-01:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13. 23. 56 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 125
37.26.149.199 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 117
176. 13. 23. 56 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
79.176.49.172 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
79.176.49.172 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 77
176. 13. 23. 56 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 14
79.176.49.172  |israel 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Cbde (403) in Session from Bl ock 13
79.176.49. 172
46.19.86. 71 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
80.246.136.90 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
; . . O stributed Lhaut horized URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
173.252.90.85 |Uhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None
46.19. 85. 247 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
. . SS. Uhtraceabl e Gonnection - Protocol violation
79.177.142.53 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
5.102.216.136 [l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
184. 168. 200. 118|lhited Sates [147.237.77.216|dover.idf .il Distributed PHP Attenpt B ock 1
149. 88.93. 170 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
66.249.78.173 |[Israel 147.237.77.216|dover . i df . il D stributed Unaut hori zed URL Access on vww i df.il/894-he B ock 1
. . Dstributed Paraneter Type Mol ation on
85.64.68.132  [Israel 147.237.77. 216 (dover. i df . il vw i of i | / 1065- he/ dover . aspx par anet er Sear chText B ock 1
. . O stributed Lhaut horized URL Access on
46.166.137.199 |Netherlands  |147.237.77.216|dover.idf.i | v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
46.19. 85. 16 I srael 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
198.71.228.67 |[nited Sates [147.237.77.176|nat pash.i df.i| PHP At enpt B ock 1
] - . DO stributed Lhaut hori zed URL Access on
50.62.176.116 |Lhited Sates [147.237.77.176 |mat pash. i df . i | v cogat . i df i 1/ xni r pe. php B ock 1
109. 253. 135. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
84.228.108.71 |[lIsrael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/https:/wanidf.il/ B ock 1
46. 19. 85. 247 I srael 147.237.77.243|nobi l e.idf . il Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
’ . . DO stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79.180. 155. 136 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
184. 168. 200. 118|lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock 1
m ny- kosher - kravi . i d
159. 203. 82. 85 Lhited Sates |147.237.0.17 f inly Uhaut hori zed URL Access to waw mny-kosher-kravi.idf.il/ B ock 1
] . . Unaut hori zed URL Access to
68.180. 228. 112 |[Wnited Sates |[147.237.77.216|dover.idf.il v i df i1/ engl i sh/ announcenrent s/ 2002/ B ock 1
. . D stributed Uhauthorized URL Access on
46.166. 186. 194 |Netherlands  |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
. . DO stributed Lhaut hori zed URL Access on
92.222.6.12 Ger many 147.237.77. 216 |dover.idf.i |l v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
46. 19. 85. 16 I srael 147.237.76.86 |navy.idf.il Mal formed URL B ock 1
198.71.228.67 |thited Sates [147.237.77.176|nat pash. i df . il Uhaut hori zed URL Access to waw cogat . i df.il/xmrpc. php B ock 1
80. 246. 136. 202 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.176.49.172 |lIsrael 147.237.0.19 |madimatal .idf.il Too Many 403: Response Code per Session B ock 1
66. 249. 64. 166 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 938- he/ nakhal . aspx |Bl ock 1
109. 253. 212. 21 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
84.228.239.200 |lsrael 147.237.77.216|dover. i df .i |l Abnormal |y Long Request URL B ock 1
213. 8. 204. 40 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . O stributed Whaut hori zed URL Access on
185. 65. 135. 227 |Sweden 147.237.77.216|dover . i df . i v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
80. 82. 64. 68 Net her | ands 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to habbo. yt/ public/ css/ 960 _12_col . css |B ock 1
. . Unaut hori zed URL Access to
37.142.172. 248 |l srael 147.237.77.216|dover . i df . i v i 1/ hi mush/ si t ef he/ hi nush. asp B ock 1
159.203.92.1  [thited Sates [147.237.0.16 |ny-kosher-kravi.idf.il Ostributed hauthori zed LR Access on Bl ock 1
wwe ny- kosher-kravi .idf.il/
] . - Unaut hori zed URL Access to
72.9.148.10  [lnited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx H ock !
50. 62. 176. 48 Wited Sates |147.237.77.176|nmat pash.idf . il D stributed PHP Attenpt B ock 1
46.19. 85. 16 I'srael 147.237.76.86 |navy.idf.il g‘”o"‘“ HTTP Request Method vs=5696d53c4de4c39e000 in g 1
80. 246. 136. 250 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
2.137.247.39 Sai n 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
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