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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3172

66. 249. 73. 214 | srael 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 2971
185. 130. 5. 224 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

113. 60. 114. 200 Korea, Republic of 147. 237.76. 196 e.svivaidf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount |

66. 249. 78. 159 I srael 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

of

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
187 160, 85. 234 |147. 237. 77. 176 | co nat pash. i f i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
117.21.248.87 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237.0. 17 [Canada mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 136. 245 |147.237.0.19 |[Israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
61.244.49.137 [147.237.77.179|Hong Kong e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.210. 67. 78 147. 237. 76. 176 [Tur key test.ncore.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187 160, 85. 234 1147 237 77. 72 | co Lawidh il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
117.21.248.87 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
89.248.174.28 |147.237.0.35 |Netherlands akavs. i df . i ET SCAN NVAP -sS wi ndow 1024 1
61.244.49.137 [147.237.77. 234|Hong Kong hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.210.67.78 147. 237. 76. 196 | Tur key e.svivaidf.il ET SCAN Potential SSH Scan 1
31.210.67.78 147.237.0.33  |Turkey idf.il ET SCAN Potential SSH Scan 1
999 120. 202. 178|147 237 76,31 [KOr€a Republic| . i) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address [Ste Signature Acti on ‘Count
Syrian Arab . . .
46.213.201. 10 Republ i ¢ 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 36
Syrian Arab S .
46. 213. 201. 10 Republ ¢ 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber alert 36
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrule drop 30
195. 239. 16. 40 stls;;”i o 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |menitor |26
195. 239. 16. 53 g;z::t”ion 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |nonitor |26
Sreamng Engine: TCP Invalid i i ssi
109. 253. 135. 23 |Israel 147.237.77. 243 |nubi 1 e.i df i 9 =g Invalid segnent retransmssion. |y o, 22
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
46.19.85.125  |Israel 147.237.76.31 |nokohal igr.i1 | S3M NG Engine: TP Invalid finvalid segnent retransmssion drop 21
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.121. 186 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y o, 12
Ret r ansni ssi on Packet dr opped.
84.109. 194. 208 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or 11
Sreanming Engine: TCP Invalid i i ssi
2.54.182. 52 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
85.130. 178. 113 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
85.130. 178. 113 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
85.130.178. 113 |lIsrael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 8
84.109. 194. 208 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
212.143.142.56 |Israel 147.237.77. 216 |dover. i df . il drop First packet isn't SN drop 7
84.109. 194. 208 |l srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
46. 19. 85. 233 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
46.19.86.120  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 233 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.183.33.253  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
reamn ine: TCP Invali i i ssi
79.182.21.217 |israel 147.237.72. 166 |aka. i df . Streaming Engi ne: TCP Inval id - invalid segnent retransissi on, drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber monitor |5
87.68.242.27  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor  [5
w ndow scal e
84.109. 194. 208 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 5
84.109. 194. 208 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber alert 5
31.210.187. 253 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
46.116.64.56  |[Israel 147.237.77. 233 |atal .i .| Bad TCP sequence StNretransmt with different monitor |4
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
199.30.25.151 |Wited Sates  |147.237. 76. 200 |ei tan aka i df i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
109. 253. 135. 23 |Israel 147.237.77. 243 |mobi le.i df .i | Bad TCP sequence Inval i d ACK nunber alert
109. 253. 135. 23 |Israel 147.237.77. 243 |nobi l e.idf.il Bad TCP sequence Invalid ACK nunber noni t or
o SYNtAXK retransmit with different )
87.69. 54. 41 I srael 147.237. 72. 166 |aka. i of .i Bad TCP sequence v ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
80.246. 136. 116 |Israel 147.237.77. 243 |robi | e. i of .| g =g Invalid segnent retransmssion. g, 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 250. 140 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
79.177. 32. 56 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.182.241.30 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.65.26.72  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
5.102. 253. 3 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
80. 246. 136. 159 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.178.31.23  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dropped.
37.142.139.72 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN ACK -> Ti meout rej ect
50.74.203.130 |lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
31.168. 194. 149 i srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180. 219. 220 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.67.21.191 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.247 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
46.19. 85. 193 I srael 147.237.77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Russi an . ... |Sreaming Engine: TP Invalid Invalid segnent retransmssion.
178.154.189.203(C " "o 147. 237. 76. 200 |ei tan. aka.i of .i | Ret r ansm ssi on Packet dr opped. drop 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

Country

Action

‘Count

. . . |Too Many of the Same Response Code (404) in Session from
80. 246. 136. 245 |l srael 147.237.0.19 |madimatal .idf.i 80. 246. 136. 245 Bl ock 86
80. 246. 136. 245 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 74
109. 253. 196. 94 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 38
176.13.16.235 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 36
46.19. 86. 10 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 28
176.13.9. 132 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 20
176.13.13.135 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
79.182.104. 148 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 79.182. 104. 148 B ock 10
109. 253. 204. 106|l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 5
109. 253. 135. 23 |l srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 109. 253. 135. 23 B ock 4
176. 13. 23. 56 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149.199 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
188. 143. 232. 19 R‘Sf;:t”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 143. 232. 19 B ock 3
109. 67. 148. 104 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
93.173.227.235 |lsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock
80. 246. 136. 116 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock
. - . Unaut hori zed URL Access to
109.253.135.23 |l srael 147.237.77. 243|mobi | €. df . nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1721 Bl ock 3
79.176.49.172 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
. . . {Uhaut hori zed URL Access to
176.13.16.129 |lIsrael 147.237.0.19 |nadimatal .idf.i nadi matal i df i |/ shar ed aj ax/ updat enakat gaunti ty. aspx B ock 3
109. 253. 135. 23 |Israel 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 3
Russi an - - DO stributed Whaut hori zed URL Access on
188.143. 232. 19 Federati on 147.287.77. 176 |nat pash. idf.il WA cogat . i df .11/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 2
79.183.33.253 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/wwtikshuyv.idf.il B ock 2
. . . Unaut hori zed URL Access to
176.13.13.135 |l srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1152 Bl ock 2
109. 253. 208. 140! srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
] . . D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
109. 253. 135. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None
46. 19. 85. 62 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
5. 255. 253. 47 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Attack None 1
Ostributed Paraneter Type Mol ation on
176.13.13.135 |Israel 147.237.0.19 |madimatal .idf.i|nadimatal.idf.il/nobile/login. aspx paraneter B ock 1
ct1 00$Cont ent Pl aceHbl der 1$t xt Capt cha
87.69.110. 137 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
149.78.194. 119 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.64. 124 [Israel 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/edi niyonan/ yonan. asp B ock 1
’ . . D stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates (147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
109. 253. 135. 23 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
] . . O stributed Whaut horized URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
84.108.12.183 |[lIsrael 147.237.72.166|aka. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
176.13. 7. 139 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
77.125.107.56 [Israel 147.237.72. 156 [aman. i df . i | Too Many Qooki es in a Request - 101 cooki es B ock 1
109. 67.62.226 |Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
54. 244. 48. 20 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
87.69.133. 11 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
149.88.23.135 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. - . Unaut hori zed URL Access to
66. 249. 69. 30 | srael 147.237.77. 243|mobi | e. i df . nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock !
211.23.251.92 |Tai wan 147.237.72. 166 |aka. i df . i | MSSQ Dta Retrieval wth Inplicit  Qnversion BErors None 1
] - - DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
46.116. 64. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx B ock 1
185. 27. 105. 153 |l srael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.228.119.24 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
77.127.190.26 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
59. 120. 255. 127 |Tai wan 147.237.72.166|aka. i df . i | DOstributed MSSQ. Data Retrieval wth Inplicit  Qonversion Erors(+) None 1
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