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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3078
66. 249. 73. 214 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 2727
37.26.147. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 20
79.177.11. 229 I srael 147. 237. 77. 233 atal.idf.il Block Udp All Nets drop 12
79.177.11. 229 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 6
79.177.11. 229 | srael 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 5
115. 239. 228. 10 Chi na 147.237.76. 196 esvivaidf.il [JLMUnder Attack Con Htp drop 2
185. 56. 28. 67 Net her | ands 147.237. 76. 38 e.eneitav.idf.il|B ock Wp Al Nets dr op 1
213.57.92. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
37.26. 147. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

63. 141. 227. 98 Lhited Sates 147. 237. 76. 202 ehalag.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos

31.154. 253. 217 |147.237.76.86 |Israel navy. i df .il 4

attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249.78. 9 147.237.72. 166 |Lhited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
5.29.109. 15 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
168. 62. 238. 153 [147.237.8.28 |Lhited Sates |e.nobile-ks.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
209. 236. 124. 188|147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1

. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

189. 218. 109. 147|147. 237. 72. 14 |Mexi co dover.idf.il (ol d) . 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

SWNretransmt wth different

Ret ransm ssi on

Packet dropped.

79.181.144.60 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Wi ndow scal e noni t or 150
46. 19. 86. 91 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 111
37.26.147.189 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 72
79.182.12.74  [Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Vﬂdzirsac':rit Wth different moni tor (34
46. 19. 86. 231 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 33
41. 33.231. 90 Egypt 147.237.77. 216 |dover. i df il dr op SAMrule drop 30
46. 19. 85. 89 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 30
79.182.12.74  |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mdgitvrsagngt wth different moni tor |20
85. 130. 240. 235 |l srael 147.237.77. 170 |nearachot . i df .i1 [Bad TCP sequence Inval id ACK nunber noni t or 20
85. 130. 240. 235 |l srael 147.237.77. 170 |naarachot.i df .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
85. 130. 240. 235 |l srael 147.237.77. 170 |nmarachot . i df il [dr op First packet isn't SN drop 13
80.246.130.89 | srael 147. 237.77. 234 |hal ag. i df . il Bad TCP sequence Vﬂdzirsac':rit with different monitor |13
37.26.147.186 |israel 147.237.77. 243 |mmbit i1 | 2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
194. 90. 89. 5 I'srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dr opped.
213.57.92.166 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 85. 230 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
213.57.92.166 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
94.230. 86. 143 [l srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or
176.13.22.254 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval id ACK nunber noni t or
80. 246.136. 15 | srael 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
37.26.147.189 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
31.210. 186. 240 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval id ACK nunber noni t or 8
176. 13.22. 254 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 85. 230 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 89 | srael 147.237. 72. 167 |i shuri maka. i df . i Strean ng Ef.]gl ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 64.30. 224 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
188. 120. 148. 203|l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval id ACK nunber noni t or
85. 130. 240. 235 [l srael 147.237.77. 170 |mearachot . i of .il [Bad TCP sequence Inval i d ACK nunber alert
213.57.105. 210 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
109.64.196.9 |l srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 91 I'srael 147, 237.72. 167 | surimaka i i | | €A NG Engine: TQP Invalid — invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 230 I srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Invalid ACK nunber noni t or
213.57.180. 220 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i dof .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
79.177.125.86 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.189 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 226 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
37.26.147.189 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
31.210.188.125 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber noni t or 5
24.254.247.214 |Whited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
46. 19. 85. 226 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
24.254.247.214 |Whited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
24.254.247.214 |United Qates [147.237.77.216dover.idf.il  |Bad TCP sequence mﬁs\fsgrjﬂsm wehdifferent | onitor |5
37.26.147.189 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.52.41.182 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.26.147.154 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.167. 117 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
79.177.229.92 |israel 147. 237. 72. 166 |aka. i of . i | Streamng Engine: TCP Invalid  finvalid segnent retransmssion drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Count
46. 19. 85. 39 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 52
2.54.15. 94 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 39
176.13.9.132 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 18
79. 182. 104. 148 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.182. 104. 148 Bl ock 10
2.54.22.130 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock
87.68. 244. 156 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 87. 68. 244. 156 B ock
208.115.113. 88 |Lnited Sates [147.237.76.86 [navy.idf.il rﬁg\?;tihgfr.i iﬁidgiﬁlﬁcoiif‘;aglsho o o am 25 Bock |5
46.19. 86. 27 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock
80. 246. 136. 159 |l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Gode B ock
176.13.22. 186 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock
31.44.143.1  |Israel 147.237.77. 243 |nobi | e. i df . i | HLE;“II eh?rd'fz‘f? , tg‘eggrcﬁim;esu et | ddocunent s/ 1071 Bl ock 3
80. 179. 141. 237 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
109. 253. 135. 87 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
37.26.147.186 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46.19.85.252 |[Israel 147.237.77.216|dover.idf .i | Mil tiple Ml formed URL from 46. 19. 85. 252 Bl ock 2
77.51. 60. 179 ?gj;;”l o 147. 237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from 77.51.60. 179 B ock 2
82.81.58.73 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Gode B ock 2
46.19.85.252 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 252 B ock 2
17.138.57.83 |lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.57.83 B ock 2
213.57.180. 220 [ srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
46.19.85.252 |[Israel 147.237.77.216|dover. i df .i | Dstributed Il1egal HITP \ersion Bl ock 2
2.54.155.134 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.95 |Israel 147.237.77. 216 |dover . i df .i | D - enf dover aspx Hock |1
85.250.43.82 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19.85.226 |Israel 147.237.77. 216 |dover.idf . il Dstributed I11egal HITP \ersion B ock 1
80. 82. 64. 68 Net her | ands 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to habbo. yt/ publ i c/ css/ 960 12 col . css B ock 1
68.46.9. 211 Lhited Sates |[147.237.77.216|dover.idf.il SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
174.45.59. 250 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
2.52.180.130 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
89.138.52.213 |Israel 147. 237.72. 166 |aka. i df . i | m“;:gii;‘f?lﬁmﬁlcgf;jsltcoomml o ot udal A Bock |1
50.62.177.122 |Uhited Sates [147.237.77.216|dover.idf.il PHP At t enpt B ock
37.142.239. 167 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
185.35.62.11 [Swtzerland 147. 237.76. 39 ImeI le.nei tav. idf. Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
79.180. 107. 84 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
5.29.244.249 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to w i df. i/ mai n/ home/ def aul t. aspx B ock 1
109. 253. 159. 74 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249.78.97 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ri ghts/ asp/i nf o. asp Bl ock 1
46. 117. 244. 207 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LR. Access to nobil e.idf.il/sachar/index B ock 1
85. 250. 183. 157 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
80. 82. 64. 68 Net her | ands 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to habbo. yt/ publ i c/ css/ 960 12 col . css B ock 1
46.19.85.226 |Israel 147.237.77. 216 |dover.i df .i | Dstributed Ml formed URL B ock 1
208.184.112. 74 |Uhited Sates |147.237. 77. 216 |dover . i df . i | Dstri buted E;?;;gg;eﬂe%vﬁcfsspfn Bock |1
37.26.147.220 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Session None 1
Unknown Par anet er
89.138.52.213 |[lIsrael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
50.62.177.122 |Whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
Uhaut hori zed URL Access to
40.77.167.42 |wited Sates [147.237.77.216|dover.idf.il wann. i df . i | /1133-12847- he/ dover . aspx>3 Aj x3 2" x3 G ANGE™G 8€5 |8 ock 1
& A G Axa, A5G A3 Ap (P A, -ASCE €5 A
188.143. 232. 14 I?éj:;;q on 147.237.77. 176 [nat pash. i df . i | mu(t::;ar\tl Zl?i? .lijlql_tzcrr;ﬁtse;/oshared/user cont r ol s/ header upper/ Bl ock !
79.181.144.60 |Israel 147.237.76.42 |refuah.idf.il i;t ;;?_”;g_dz@h;u;lhgsiﬁaerde;/‘?;sp:tc_issss on Bock |1
66.249.78. 159 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/dover Bl ock 1
157.55.39. 156 |lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 157.55. 39. 156 B ock 1
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