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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3014
79.177.11. 229 | srael 147.237.77. 233 atal.idf.il B ock_Udp Al _Nets dr op 6
185. 56. 28. 67 Net her | ands 147.237. 76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

149. 202. 54. 50 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 82. 64. 68 147.237.0.15 |Netherl ands kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
45, 32. 36. 233 147. 237. 76. 201 e.atal .idf.il ET SCAN Potential SSH Scan 1
45. 32. 36. 233 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
217.132.14. 172 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
193.201.227.7 |147.237.8.46 |lkraine e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
114.112.90. 54  |147.237.77.19 [China lavforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 67. 210. 8 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
104. 238. 129. 186|147. 237. 76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
97.32.139. 79 147.237.77. 216 |lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
79.182. 104. 148 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
45.32. 36. 233 147. 237.76. 148 gacenter. aka i df .i [ET SCAN NVAP -sS wi ndow 1024 1
14.168. 113. 202 (147.237.77.212|M et nam e.dover.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
176, 51. 158, 7 147 237 0.33 |Russian il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
114.112. 90. 54  |147. 237. 76. 196 [Chi na e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 238. 129. 186(147. 237. 76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 238. 129. 186|147. 237. 76. 177 ncore.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
2.54.135.30  |Israel 147.237.76.31 |nakchal .idf.i 9 =9 nval i d segnent retransmssi on. drop 24
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
217.132.45.23  |israel 147.237.76.31 |nekehal icr. i1 | SAM NG Engine: TP Invalid — Jinvalid segnent retransnission drop 16
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.139. 115 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.
193. 43. 245. 250 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 14
84.228.119.24 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 85. 88 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
2.54.187.67 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 11
193. 43, 246. 250 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SWN drop 11
s SYNHAK retransmit with different .
37.26.146.239 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence wi ndow scal noni t or 11
79.181.182.78 |lsrael 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 10
Sreanmng Engine: TCP Invalid i i ssi
79.181.99.130 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
37.26.147.240 |lsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 8
79.179.155.91 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 8
46.19. 85. 174 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
79.179.155.91 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 8
212.235.23.13 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
Sreaning Engine: TCP Invalid i i ssi
84.95.45.198  |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249.69.34  |wited Sates |147.237.72. 166 |aka i df . il 9 59 Invalid segent retransmssion. dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179.50.109 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
79.177.110. 203 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt wth different monitor 6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.179.96.29  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
194. 90. 89. 5 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178. 150. 199 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54.148. 77 I srael 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.18.132 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.170.52 | srael 147.237.72. 167 |ishuri maka.idf .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 23 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
23.101.61.176 |lreland 147.237.76.86 |navy.idf.il drop SAMrul e drop 5
188. 120. 148. 180! srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 88 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
31.210.188.86 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46. 19. 85. 228 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning Engine: TCP Invalid i i SSi
85. 65. 59. 46 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
37.26.147.240 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
5.29. 238.54 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 228 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 121 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 4
172.56. 38. 58 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
217.194.193.53 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
68.180.229. 168 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SYN drop 4
37.26.147.240 |lsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 228 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.117  |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.199. 67 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
212.235.23.13 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.202. 135 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmission. drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13. 10. 74 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 130
46.19. 85. 192 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 87
46.19.85. 21 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 66
79.183.106.25 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
176.13.10.74  |israel 147.237.0.19 |madimatal .idf.i Bg. '\g.'ylg fntlhe Sane Response (bde (404) in Session from B ock 34
46.19. 85. 192 I srael 147.237.0.19 |[madimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 24
37.26.148.163 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 24
46.19. 86. 117 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 12
62.219.154.93 [Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Same Response Code (404) B ock 12
79.182.104. 148 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 79.182.104. 148 |B ock
79.182.139.115 [Israel 147.237.77.243|nobi [ e.i df . i | Mil ti pl e Unhaut hori zed LRL Access from 79. 182. 139. 115 B ock
17.138.57. 83 Lhited Sates 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwuidf.il/894-he Bl ock
62.90.100. 121 | srael 147.237.72. 166 |aka. i df . i | m”;kgorl i d?idl /'\:;T]‘;‘;i ;ESA/Dgefnoerr . aspx B ock 4
79.183.23.109 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 65. 59. 46 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 192. 220|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.149.239 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/8/ B ock 3
87.68.244.156 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 87.68.244.156 |B ock 3
176.13.10. 74 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3
79.182. 104. 148 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/mai n/ sachar/ B ock 2
46.116.76.127 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.200.200 |Uited Sates  [147.237.77.216|dover. idf il |0 o PSS ﬁ";;_tggzgfﬂeﬁﬁfzsp;” Bl ock 2
95. 86. 83. 231 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
2.54.161. 129 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/hi nush/site/he/ hinush.asp  |B ock 2
87.68. 19. 109 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.182.57.239 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
17.138.57. 83 Wited Sates 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 17.138.57. 83 B ock 2
188. 143.232. 19 gs::;”i on 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 188.143.232. 19 Bl ock 2
2.54.47.202 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46. 19. 85. 62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 65. 25 | srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 3/ 109993. pdf |B ock 1
87.69. 174. 98 I srael 147.237.72. 156 |aman. i df . i | NULL Character in Method VAVA+CA'SA‘Af Bl ock 1
83.130. 115. 228 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf .l Dstributed Il1egal HITP \ersion B ock 1
2.54.10.4 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 156 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/famly B ock 1
46.121.133. 109 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files B ock 1
87.69. 174. 98 I srael 147.237.72. 156 |anan. i df . i | Mil tipl e Abnornmal |y Long Header Line from87.69. 174. 98 Bl ock 1
79.177. 2. 207 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
100.201.152.3 [Netherlands  [147.237.77.216|dover.idf . il |0 e 1?:;?;2%?&%\/?212;” B ock 1
46. 19. 86. 114 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.69. 174. 98 I srael 147.237.72. 156 [aman. i df . i | Abnormal |y Long Request net hod B ock 1
41.141.12.170 |Morocco 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from41l. 141. 12. 170 B ock 1
85. 64. 16. 240 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
217. 132. 204. 1471 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
66.249.78.166 [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waidf.il/atal 1/izkor/viewingtop.asp |B ock 1
94.159.178.24 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for waww aka. i df.il/mai n/ sachar/ Bl ock 1
87.69. 174. 98 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Malformed LRL from 87.69. 174. 98 B ock 1
2.54.148. 77 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 1
62.176.112.77 |Rugaria 147.237.72. 166 |aka. i df . i | %&gﬁﬂfﬁf&ﬁg' Protocol violation None 1
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