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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3222
8.37.71.70 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 7

66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
79.177.11. 229 I srael 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 2

204. 42. 253. 130 Lhited Sates 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 2

8. 37.225. 136 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 2

185. 56. 28. 67 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il |Block Np All _Net drop 1

185. 56. 28. 67 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Device Action |Oount
106. 38. 241. 151 Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
122.112.77.58 Chi na 147.237.77.216 |dover.idf.il 22280: HITP. Joonmha (bj ect |njection Vil nerability B ock 1
198. 20. 69. 77 Lhited Sates 147.237.8. 14 e.orchot.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.178.50.197  |147.237.77. 216 |l srael dover.idf.il ET SCAN NVAP -sA (2) 2
114.112.90.54 |147.237.77.178|Chi na e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 86 |Chi na navy. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
172.98. 200. 238 |147. 237. 76. 148 ggcenter. aka. i df il ET SCAN NVAP -sS w ndow 2048 1
50. 240. 184. 154 [147.237.77.19 |Wited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
172. 98. 200. 238 |147.237.76. 148 ggcenter. aka. i df il ET SCAN NVAP -f -sS 1
5.57.34. 147 147.237.8.24 |30 Islamc elifestyleidf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Republ i c of (onnections, Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 200 [Canada eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237. 77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
218.19.156. 142 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237.76.34 |China yohal an. i df .i | ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237. 76. 196 |Indi a e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
172. 98. 200. 238 |147. 237. 76. 148 gocenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
46.117.213.57 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

Ste

Signature

Country
5.28.157. 12 I'srael 147.237.76.42 |refush.icf.il  |Bad TCP sequence mdﬁr::aslrit wth different monitor 118
8.37.225. 136 ’;{”;(’;V"D“S 147.237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 97
8.37.225.136 g”&;ymus 147.237.77.216|dover.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 92
54.244.22.103 |lhited Sates 147.237.0.34 |tikshuwv.idf.il |drop First packet isn't SYN drop 68
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
183.79. 221. 239 [Japan 147.237.76. 200 |eitan. aka.idf.il [dr op SAMrule drop 30
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 26
89.138.178.130 |Israel 147.237.77.234|nalag.if il |Bad TCP sequence v?':dgtvrf:;rtt wth different moni tor |21
80. 246. 139. 172 |lsrael 147.237.72. 166 |aka.i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 17
84.108. 0. 166 | srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 16
46.19.85.7 I sr ael 147. 237. 72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 14
109.67.32.204 [Israel 147.237.77. 233 |atal i of il Bad TCP sequence mdﬁr::;rit wth different moni tor |13
149.78.22.159 |l srael 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
37.26.146.164 |Israel 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 10
197.247.127.58 |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
79.177.203.190 |l srael 147.237. 72. 166 [aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 9
79.176. 96. 18 | sr ael 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
109. 253. 131. 85 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 128 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
109. 253. 131. 85 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nvali d ACK nunber alert 6
79.183.118. 127 |l srael 147.237.76.30 |himsh.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect 6
109. 67. 98. 250 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
1. 39. 34. 205 India 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.181.123. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.179.184.21 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
109. 67.98.250 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.2 I 'srael 147.237. 77. 216 [dover.i df i Bad TCP sequence Inval id ACK nunber alert
2.52.5,91 I'srael 147.237.77. 243 |mobi e i o i1 | SAMNG Engine: TCP Invalid  Jinvalid segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 6
94.159.155.26 | srael 147. 237.72. 166 |aka i f . i Bad TCP sequence ﬁﬁfﬁg reansm't wthdifterent |oonitor |6
2.54.1.83 I srael 147.237.0.19  |radimatal iar. 1| S2M NG Engine: TGP Invalid fimvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.182. 171. 207 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.181.123.2 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 32 I 'srael 147.237.77. 176 |matpash.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
37.26.146.212 |lsrael 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 5
31.210.188.86 |[lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.10. 45 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 139. 172 |l srael 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
185.3.147.130 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence Invali d ACK nunber alert 4
197. 247. 127.58 |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 4
109. 253. 136. 208|i srael 147.237.77. 243 |vi e i1 | €AMNG Engine: TGP Invalid finvalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dropped.
185.32.179.65 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence S el reansm wehdifferent Joonitor |4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  |nonitor 4
46. 19. 85. 36 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
85. 64. 82. 209 I srael 147.237.72. 166 |aka.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
82.81.27.133  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP | nvalid finvalid segnent retransnission, drop 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 19 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.1.83 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 108
2.54.1.83 | srael 147.237.0.19 |nadi matal .idf. i ?gﬂ";%;f the Sane Response Code (404) in Session from Bl ock 61
213.8.204. 11 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 213.8.204. 11 B ock 22
84.109. 68.149 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
46.19. 85. 42 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 5
85. 64. 145. 107 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 3
46.19. 85. 123 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 122 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 3
176.13.9. 132 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 3
79.181.58.226 |lIsrael 147.237.77.216|dover . i df . i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/dover.aspx |B ock 3
176.13. 6. 4 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 2
17.138.57. 83 Lhited Sates 147.237.77. 216 (dover. i df .i | Ostributed Waut hori zed URL Access on waw i df . il/894- he B ock 2
195. 154. 226. 90 |France 147.237.77.216|dover . i df . i | Ostributed |11egal HITP \ersion B ock 2
217. 132. 204. 1471 srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
2.54.13.224 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
85. 64. 82. 209 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85. 64. 82. 209 B ock 2
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docld in waw aka. i df . il/navy/ navy/ t er ns. aspx None 1
213.8.204.49  [israel 147.237.77. 233|atal . i df . | oy 230 19, 259 1194 et at ol - eemt. B ock 1
81.213.69.219 |[Turkey 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to wwvidf.il/arr/ B ock 1
195. 154. 226. 90 |France 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP Version from 195. 154. 226. 90 B ock 1
2.54.1.83 I srael 147.237.0.19 |madi matal .idf.i[Too Many 404: Response Code per Session Bl ock 1
79.183.189. 144 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
95. 86. 71. 184 I srael 147.237.77.216|dover.idf . il D stributed Unauthorized LRL Access on wwvidf.il/https:/wanidf.il/ |B ock 1
66.249.78.240 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?‘nzg(;r.i7zfdlég‘y§ﬁgf2i/tf‘;r s/ aspy showf of um 8sp Bl ock 1
66. 249. 65. 25 I srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 4/ 107454. pdf [B ock 1

204.13.200.200 [Uited Sates  [147.237.77.216dover i df il |0 CG IR el TR eeess on B ock 1
84.109. 113. 220 |[lIsrael 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
188.57.155.86  |Turkey 147.237.77.216|dover. i df . il D stributed Unauthorized URL Access on wanidf.il/arr/ B ock 1
80. 179. 96. 90 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.176.61.219 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 253. 136. 208]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
87.68.33.59 |Israel 147.237.76.86 |navy.idf.il mu;:\?;"izd?iﬁi /;igfsrsaé;fi | s/ O si 263380 1620, pg Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw idf.il/error. htm B ock 1
217. 132. 144. 2511 srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
82.118.236.26 |Rilgaria 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
79.183.202.91 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
107.178.194.79 [Uited Sates  [147.237.77. 216 |dover i df i1 | 100 TR el TR eeess on B ock 1
68.180. 228.112 |[lhited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ati on PageNumin waw i df.il/1395-en/ dover. aspx  |Bl ock

66.249.73.206 |[Israel 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/1/112981. pdf  [B ock 1
208.184.112.74 |United Sates  |147.237.77. 216|dover. i df .i | D stri bt ec 1T§;f;§gi3§?ﬁeﬁvﬁc.?ssp£n Bl ock 1
84.228.145. 148 |[Israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response CQode B ock 1
80. 246. 130. 160 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 80. 246. 130. 160 B ock 1
31.210.188.86 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
188.143. 232. 13 g;:::g on 147.287.77. 176 |nat paSh' idf.il mmmx?vu(t:ggerul Z|edc: .lijlq/_tzcngle:\ts e;/Oshar ed/ user cont r ol s/ header upper / Bl ock !
79.180.107.84 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
109. 253. 192. 236|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
87. 69. 30. 66 I stael 147.237.0.34 |tikshuv.idf.il gg?efgz_oéethe Sane Response Qode (404) in Session from Bl ock 1
66.249.78.173 |lIsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df.il/aman/ B ock 1
84.108. 0. 166 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
46.120.73.217 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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