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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3224
85. 65. 14. 9 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
79.177.11. 229 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets dr op 6
79.176.41. 118 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 6
79.177.11. 229 I srael 147.237.77. 233 atal.idf.il Block Udp Al Nets drop 6
79.176.41. 118 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 6
79.177.11. 229 | srael 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 3

8. 37.237. 250 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under _Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2
146. 185. 239. 100 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-trafl drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
188. 138. 1. 218 Cer many 147.237.76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
151. 80. 31. 103 Italy 147.237.77. 216 dover.idf.il |28 HITP. AnrefBot crawer B ock 1
37.187.137.225 France 147.237.77. 216 dover.idf.il [Cl000106: HITP. najestic bot Bl ock 1

122.112.77.58 Chi na 147.237.77. 216 dover.idf.il |22280: HITP. Joonha (bject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
149. 78. 139. 175 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
113.171.23.126 147.237.0. 16 M et nam ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
109. 65. 141. 168 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 231. 193. 150 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 166. 20. 64 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 155. 91 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
121. 201. 27. 61 147.237. 76. 198 Chi na e. yohal an.i df .il ET SCAN Potential SSH Scan 1
109. 66. 103. 252 147.237.72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
95. 86. 80. 141 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
87. 68. 150. 129 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
81. 144. 170. 190 147.237.76. 34 Uni ted Ki ngdom yohal an. i df . i ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
185. 3. 147. 130 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 248
8. 37.237. 250 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 119
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
1. 39. 34. 205 India 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
84.94.43.81  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor (17
109. 186. 99. 117 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
37.142.68.103 |Israel 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 13
2.54.189. 246 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
176.13. 7. 54 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 9
176.13.7. 54 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
149. 78. 167. 172 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9
79.179.155.91 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 8
185. 3. 147. 130 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 8
85.130. 177. 9 I srael 147.237.77. 176 |mtpash.icf.il  [Bad TCP sequence Invalid ACK nunber noni t or 7
80.178.213.67 |lsrael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19.85.11 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
85.65.14.9 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
31.168.17.15  |israel 147. 237. 72. 166 |aka. i f . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.11 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
212.235. 83. 154 |Israel 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
1. 39. 34. 205 I ndi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19.85.11 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber alert 6
54.244.22.103 |lhited Sates [147.237.77.176 |matpash.idf.il drop First packet isn't SN drop 6
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
79.179. 131. 237 |Israel 147.237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST alert 6
46.19.85.11 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
66.249.64. 188 |United Sares [147.237.0.19  |nadimaral icr. 1| S NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
85. 65. 14. 9 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or
79.179.131. 237 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 243 I 'srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber alert
79.179.214. 222 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
192. 115.83.5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 153 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
5.102. 253. 5 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
79.181.139.62 |l srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vﬂdﬁr;n;rit Wth different monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
188. 120. 148. 188! srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
1. 39. 34. 205 India 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 5
31.210.188. 104 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.189. 246 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.11. 16 I srael 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.189. 246 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 66. 103. 70 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.54.13.38 I srael 147.237.72. 167 |i shurimaka.idf .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.189. 246 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunier noni t or 5
2.52.34. 62 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
31.210.188.59 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.183.128 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5




01-13-2016-19:04:03 to 01-13-2016-20:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80. 246. 137. 187 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 65
176.13.12. 161 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
213.8.204. 11 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 213.8.204. 11 Bl ock 32
80.246. 136. 28 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
183. 79. 221. 239 |Japan 147.237.76.200|ei tan. aka. i df . i | |Mil tipl e Abnormal Iy Long Request from 183.79.221. 239 B ock 8
183. 79. 221. 239 |Japan 147.237.76.200(ei tan. aka. i df .i | [Mitiple Il11egal HITP \ersion from183. 79. 221. 239 Bl ock 8
80.246.136. 61 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 6
17.138.57. 83 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on vwwu i df . il/894-he Bl ock 4
80.246.136.76 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
213.57.141. 180 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
95.86.107. 124 | srael 147.237.0.19 |nadimatal .idf.i nﬁ;u;h;r;%fzfﬁlspﬁ;e;j;jzﬂupdat ket qaurt i £y, sSx Bl ock 2
84.94.38.200  |Israel 147. 237.72. 166 |aka. i df . i | pstr buted Mt E/OQr;ii ;fsd/ shod Tor Known R on et ot huser Bl ock 2
149.88.53.149  |Israel 147.237.77. 234 |hal ag. i df .i | ﬁ“f%‘:;fgg e 1 o 5 storage Bl ock 2
107.178.104.83 [United Sates [147.237.77. 216 |dover. i df i1 [o /¢ MGG IR SE TR cee o Bock |2
17.138.57.83 Lhited Sates [147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df . il/1133-22248- he/ dover . aspx B ock 2
2.52.4.33 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 2
80. 246. 136. 143 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 113 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
89.31.57.5 Italy 147. 237.77. 216 |dover . i df . i | D stri but oc 1T;g:§gi3§?ﬁeﬁvﬁcfsspﬁn Bl ock 1
66.249.75.116 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None
184. 168. 200. 168|Lhited Sates [147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on waw i df . il /xmrpc. php Bl ock
37.26.146.190 | srael 147.237.76.42 |refuah.idf.il ?4? ;igl;f’;gfj‘;;“;hg;éﬁ;ﬂeﬁaxfscsssn Bl ock 1
176.13.9.135 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
2.52.37.29 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
109. 253. 138. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.179. 214. 222 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/valtam B ock 1
204.13.200. 200 [United Sates [147.237. 7. 216 |dover . i df . i | D stri but oc 1T§g:§£éi?ﬁeﬁv§??sspﬁn Bl ock 1
66.249.78.166 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 Bl ock 1
50. 62. 176. 42 Lhited Sates [147.237.77.216|dover.idf.il D stributed PHP Attenpt B ock 1
183.79. 221. 239 |Japan 147.237.76.200|ei tan. aka. i df .i | |I11egal HITP Version x?xaex@xx” HITP/ 1. 0 B ock 1
85. 65. 166. 152 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
5.102. 253. 41 I srael 147.237.77. 216 |dover.idf . il O stributed Unauthorized LRL Access on wwwvidf.il/https: /v idf.il/ Bl ock 1
149. 78. 166. 151 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.176.124.71 |[israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/atal . aspx Bl ock 1
109. 66. 139. 201 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
89.138.168.25 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ﬂ?”gggr ;gégegﬁmﬁf?jutjgi yus/ gener al . aspx Bl ock 1
185. 3. 147.130 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
37.26.146.246 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.52.40. 146 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 218. 105|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.181. 130. 132 | srael 147.237.72. 166 |aka. i df . i | mngk‘”;i?_?ﬁtng nf;;g?:ﬁ;gj??g'.\?sgfcphsaChar$Ct' 66.x in None 1
66.249.78.254 |lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl.. in ww aka.idf.il/main/giyus/general .aspx None 1
204.13.200. 200 [United Sates |147.237. 7. 216 |dover . i df . i | D stri bt ec lng;;’ggé?ﬁeﬁvﬁf?;pﬁn Bl ock 1
107.178.194.79 |Uited Sates |147.237.77. 216 |dover. i df . i1 |02 T H‘g?"‘_t:g;g_eﬂeﬁv’;‘ic_fsspf” Bock |1
50. 62. 176. 42 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php B ock 1
85. 65. 233. 61 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
79.178.142. 206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 67.228.61 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
01-13-2016-19:04:03 to 01-13-2016-20:04:03




