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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 206 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3237
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3061
79.182.212. 253 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
71.6.165. 200 Lhited Sates 147.237.76. 198 e.yohalan.idf.il [Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |Sgnature Devi ce Action |Oount |
147.237.77. 226 [wwnv, chamat z. aka. i df .i| |16634: HITP. Apache HTTP Server nod_status Request
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Gountry

Signature

194, 114. 146. 227|147. 237. 72. 167 |I srael i shuri maka. i df i SER\/ER APAO—E.Apache mod_ssl non- S8 connection to SSL port 2
deni al of service attenpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
84.109.192.59 |147.237.72.166 | srael aka. idf.il portscan: TCP O stributed Portscan 1
80. 82. 79. 104 147. 237. 76. 202 |Net her | ands e.halag.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
37.142.64.98 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
197. 157. 244. 243|147. 237. 77. 216 |Sonal i a dover.idf.il ET SCAN Potential SSH Scan 1
2.52.7.151 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
183, 60. 48, 25 147 237.0.200 |cni na i il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
109. 67.21. 175  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka. idf.il portscan: TCQP O stributed Portscan 1
84.228. 44. 45 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
82.81.5.3 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 224 147.237.77. 216 |I srael dover . idf.il portscan: TCQP O stributed Portscan 1
5.29.178. 252 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 120. 125. 53 [147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
176.228. 216. 141|147, 237. 77. 216 |I srael dover . idf.il portscan: TCQP O stributed Portscan 1
109. 64. 193. 129 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
98. 82. 54. 39 147.237.77. 216 |United Sates |dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
79.183.31.44 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different dert 34
w ndow scal e
R SN retransmit wth different .
79.183.31.44 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
79.178.34.210 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |4, 24
Ret r ansni ssi on Packet dr opped.
79.179.155. 91 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |21
79.179.155. 91 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 15
95. 27. 188. 24 RF(;;:::I'}O” 147. 237. 77. 216 |dover.i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 14
79.182. 111. 254 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor |12
w ndow scal e
2.52.34.62 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
79.180.51.23 |lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 10
Sreaning Engine: TCP Invalid i i ssi
176.13.4. 2 I st ael 147. 237. 77. 243 |nubil e. i of . i1 9 =g Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.187 |Israel 147. 237.77. 243 |nobi le.i df .1 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
5.102.253.55 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.134.207 |[Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 22 | srael 147.237.72. 167 |ishwimaka idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
46.19.86.124 |Israel 147. 237. 77. 243 |nubil e. i of . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46.19.85.204  [lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert
85. 250. 236. 129 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.204 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79. 182. 133. 209 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
173.252.89.56 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop
46.19.85.204  [lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
31.168.72.218 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
46.19.85.189 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber aert
46. 19. 85. 41 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
198.204. 249. 34 |United Sates  |147.237.72. 166 |aka. i df .il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
82. 181. 243. 149 |F nl and 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 204 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.61.219 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.189  [lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor 6
85. 250. 236. 129 || srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
213.8.114.85 |Israel 147. 237. 77. 243 |nubil e. i of . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
82. 181. 243. 149 |Fi nl and 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different | oo |
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.183.36.79  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
173.252.89.53 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 6
41.33.232.66 |Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
85.130. 139. 95 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber noni t or 5
80. 246. 136. 74 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.130. 139. 95 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79. 181. 201. 243 [l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
94.230. 86. 211 |Israel 147.237.76.39 |nobile.neitav.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 17 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46.19. 85. 17 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
62. 0. 200. 169 | srael 147.237.72. 167 |ishurimaka.idf.il |dr op First packet isn't SYN drop 5
109. 66. 194. 56 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
185.3.144.26 |l srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |4
46. 19. 85. 17 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
180. 180. 122. 22 [Thai | and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
2.54.136. 14 I srael 147.237.72. 167 |ishurimaka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker Devi ce

‘Count

Attacker Address ‘Target Address |[Site Sgnature

Country Action
192.114.5.10  [Israel 147.237.0.19 |nadimatal .idf.il 183 '\ﬁrly ;fléhe sane Response Qode (404) in Session from Bl ock 133
192. 114. 5. 10 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 129
185.32.179.37 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 113
176.13.21.219 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 109
176.13.21.219 |israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 99
80. 246. 137. 106 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 53
79.177.18.101 [ srael 147.237.0.34 |tikshuv.idf.il ;gélh%ﬁylgfléze Sane Response Qode (404) in Session from Bock |43
46.19. 85. 108 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 41
46. 19. 85. 152 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
80.246.136.74 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 27
176.13.5. 170 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 15
80. 246. 137. 187 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
46. 19. 86. 46 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 13
46.19. 86. 26 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock
2.54.144.173 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 2.54. 144. 173 B ock
188. 143.232. 19 gz::;”i on 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 19 Bl ock 7

208.115.113.88 [lhited Sates [147.237.76.86 |navy.idf.il Dstributed thauthorized URL Access on Bock |7
navy.idf.il/giyus/forunasp/ showf or um asp

Unaut hori zed URL Access to

84.228. 29. 54 I srael 147.237.77. 216 |dover. i df . i | wevicf i1/ resourcel userfol | o esour cel or eat ef B ock 4
17.138.57. 83 Wited Sates [147.237.77.216|dover.idf.il Whaut hori zed URL Access to waw i df .i1/894-he Bl ock 4
46.200.35.165  [Lkraine 147.237.72.166 |aka. i df . | V\Lhm:\zu;:;ril ;fedl IL/J?Lt u'i(i:(;r(;?ses:)(:r ces/ i nages/ body/ i nages/ nai n. j pg Bl ock 4
176.13. 4.2 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 4
80.246. 136. 47  |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 222. 90 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
46.19. 86. 150 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 3

Unaut hori zed URL Access to

213.8.114. 85 I srael 147.237.77. 243 [nobi | e. i df . | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1465 Bl ock 2
79.180.177.114 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
17.138.57. 83 Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock
m ny- kosher - kravi . i
84.94.161. 14 | srael 147.237.0. 17 of niyl DOstributed |11egal Paraneter Encoding None 2
192. 116. 247. 10 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka. idf.il/sip storage/files/6/ Bl ock
46.19. 86. 77 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher - kravi . i _ i
176.13.21. 177  |lsrael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from176.13.21. 177 None 2
] . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
185.32.179.37 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 2
79.179.155.91 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None
5. 29. 178. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
. . O stributed Unaut hori zed URL Access on
77.247.181.162 [Netherlands  |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
184.168.200. 28 |lhited Sates [147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 1
31.168. 14. 82 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Anonynous . . O stributed Unaut hori zed URL Access on
93.115.95.204 |5 o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
- . Unaut hori zed URL Access to
66. 249. 78. 95 I srael 147.237.77.216|dover.i df .i | 147. 237.77. 216/ 1133- 19597- he/ dover . aspx B ock 1
2.54.144.173 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/nmain/g B ock 1
84. 108. 69. 53 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
80. 246. 136. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
195. 64. 164. 134 |France 147.237.77.74 |law i df.il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
46. 19. 86. 229 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 253. 192. 195! srael 147.237.77.243|nobi l e. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 |dover.idf.i | v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
Unknown Par anet er
79.179.168.80 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
5.102. 253. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
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