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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 4030
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3024
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 936
82. 145, 211. 94 Eur ope 147.237. 76. 86 navy.idf.il B ock Ip V¢b In drop 28
95. 24. 48. 96 Russi an Federation 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
111.121.193. 18 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il[JLM Under Attack Con_Tcp drop 2
107. 150. 55. 214 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1

93. 80.93. 71 Russi an Federation 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
94.230.86.188 [147.237.76.30 |lIsrael hi nush. i df . i1 ET SCAN NVAP -sA (2) 122
84.228.78.198 |[147.237.72. 166 |l srael aka idf.il portscan: TGP DO stributed Portscan 2
46. 225 127 293|147 237 0 35 |ran Islanic akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Republ i c of (onnections, Potential Scan or Brute Force

162. 242. 245. 138|147. 237. 77. 226 [Lhited Sates wan chanat z. aka. i df . il |[ET SCAN NMAP -sS wi ndow 3072 1
45. 32. 36. 233 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
162. 242. 245. 138|147. 237. 77. 226 [Lhited Sates wwwy chanat z. aka. i df . il |ET SCAN NVAP -f -sS 1
5. 39. 222, 253 147. 237. 76. 147 |[Net her | ands chi nuch. aka. i df . i ET SCAN NMAP -sS wi ndow 1024 1
123. 139. 28. 144 [147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
123.139. 28. 144 |147. 237. 76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.76.34 [China yohal an. i df .il ET SCAN Potential SSH Scan 1
109. 64.22. 129  |147.237. 72. 166 |I srael aka. idf.il portscan: TP D stributed Portscan 1
213.57.150. 142 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 230 |[147.237.72. 166 |lited Sates akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.76. 44 |Nether| ands e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
45. 32. 36. 233 147. 237. 76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
162. 242. 245. 138(147. 237. 77. 226 |Lhited Sates wiw chanat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 2048 1
5. 39. 222. 253 147.237.77.19 |Netherl ands | awforumidf . il ET SCAN NMAP -sS wi ndow 1024 1
123. 139. 28. 144 |147. 237. 76. 200 [Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
123. 139. 28. 144 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
109. 253. 209. 75 [147. 237. 72. 166 |I srael aka.idf.il portscan: TGP O stributed Portscan 1
213.57.173.76  |147.237.72. 166 |l srael aka. idf.il portscan: TCQP D stributed Portscan 1
96.127. 71. 88 147.237.77. 216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TGP O stributed Portscan 1
185.130. 5. 247  |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

ountry ‘Target Address |[Ste Signature Acti on ‘Count
5.22.130.247 [Israel 147 237.76. 200 [ei tan. aka i of. 11 | SAM NG Engi ne: TP Invalid  limvalid segnent retransnission drop 72
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
213.8.204.35 |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SNretransmt wth different moni tor |21
w ndow scal e
2.52.140. 37 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 46 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 13
79.180.51.23  |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12
80. 246.136.55 |Israel 147. 237 72. 167 |t shuri maka i o || €A™ NG Engine: TCP Invalid - finvalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
46.19.85.173 |[Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
93.80.93.71 gz;:; on 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
5.102.254.25 |Israel 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 9
2.54.162.61 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
2.54.136.240 |[Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
93. 80. 93. 71 gjg:;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
79.180.51.23 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 8
93. 80. 93. 71 :Z::aaﬂ on 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 8
93.80.03.71  |SSIan 147. 237. 77. 216 |dover. i of . Bad TCP sequence Invalid ACK nunber aert 8
Federati on
110. 168. 230. 28 |Thai | and 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 212 | srael 147.237. 72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.1 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
149.78.32.71 |Israel 147.237. 72. 166 |aka.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
79.177. 198. 182 |I sr ael 147.237.77. 243 it e [/ S NG Engine: TP Tnvalid il id segrent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.152 [Israel 147.237. 77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber alert 6
37.26.148.136 |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent | onitor |6
46. 19. 85. 96 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.1 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence I'nvalid ACK nunber alert 6
79.182.172. 11 |[Israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence Invali d ACK nunber alert 6
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 27 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46.19.85.152 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber noni t or 6
84.94.174.99 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
46.19.85.120 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 96 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
84.111.7.5 I srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 6
46.19.85.1 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence I'nvalid ACK nunber noni t or 6
79.182.172. 11 |[Israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence Invali d ACK nunber noni t or 6
46.19.86.208 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
84.228.63.208 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 90 |l srael 147.237.0.19 |radimatal icr i[> €@ NG Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 96 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence I'nvalid ACK nunber alert
46.19.85.1 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 96 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
79.177.173. 138 I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
149.78.32.71 |israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invali d ACK nunber alert 6
2.52.140. 37 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 5
81.218.168. 131 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
2.54.136.240 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invali d ACK nunber noni t or 5
46. 19. 85. 27 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
141. 105. 68. 30 gz::tnl on 147, 237. 72. 166 |aka.i df .i Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 5
2.52.140. 37 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.54.136.240 |israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246. 136. 90 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 47
17.138.57.83 Lhited Sates 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 17.138.57.83 B ock 10
2.54.188. 176 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 10
. . Mil ti pl e Unhaut hori zed Method for Known URL from
77.125.97.205 |Israel 147.237.72. 166 |aka. i df . i | 77 125.97. 205 B ock 4
- . Unaut hori zed URL Access to
87.69.110. 137 |[Israel 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/si p, st or agel i1 es/ 9/ B ock 3
80. 246. 137. 205 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock
37.26.147.139 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
178.137.85.67 |lkraine 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 178. 137. 85. 67 B ock
Russi an . . Mil ti pl e Unhaut hori zed Method for Known URL from
141. 105. 68. 30 er ati on 147.237.72. 166 |aka. i df . i | 141 105. 68. 30 B ock 2
141. 105. 68. 30 RJSf;:I”i on 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 141. 105. 68. 30 B ock 2
37.26.149.240 | srael 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchfext in Bl ock 2
ww i df . i | /1065- he/ dover . aspx
2.52.37.29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None
85. 64. 129. 48 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
m ny- kosher - kravi . i df _ .
176. 13. 12. 49 | srael 147.237.0. 17 i Miltiple Illegal Paraneter Encoding from176. 13.12. 49 None 2
5.29. 62. 129 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
79. 180. 49. 52 I 'srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
77.75.77. 109 Czech Republic |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/page/ 30/ B ock 1
. . . O stributed Whaut horized URL Access on
91.226.212. 160 |Wkraine 147.237.77. 216 |dover . i df . i | v i dff . i | / 1133- 22638- hel dover . aspx. B ock 1
84.111.80.243 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
. . DO stributed Whaut horized URL Access on
46.19.86.236 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
207.46.13.170 |Wited Sates 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ Bl ock 1
- . Unaut hori zed URL Access to
80. 82. 64. 68 Net her | ands 147.237.77. 170 |maar achot . i df . i | habbo. yt / publ i ¢/ css/ 960_12 col . css B ock 1
37.26.148.214 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: si gal gs oS Attack None 1
176.13. 3. 153 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS9 Sessions: sigal gs oS Attack None 1
2.54.164. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 66. 103. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
. . Miltiple Illegal Byte de Character in URL from
77.127.230.210 |Israel 147.237.72. 166 |aka. i df . i | 77 127, 230. 210 B ock 1
87.69.110.137 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 87.69. 110. 137 B ock 1
66.249.78.254 | srael 147. 237.72. 166 |aka. i df . i | thknoun Pararet er anp; docid in None 1
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
46.19. 85. 74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
178.137.85.67 |Wkraine 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
80. 246. 136. 142 [Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
79.182.126.123 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
. . DO stributed Uhauthorized URL Access on
5.135.66.213  [France 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. - DO stributed Whaut hori zed URL Access on
2.52.7.113 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wwu i df.il/newsitel/english B ock 1
84.111.242. 143 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
46.120. 84.234 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs DoS Attack None 1
’ . . DO stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
80.246.136.22 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
176.13.11.24  |[Israel 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
2.54.164. 150 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 253. 195. 227 |1 srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
77.127.242.68 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/main/achar B ock 1
. . Uhknown Paraneter docl.. in
66. 249. 78. 254 I srael 147.237.72. 166 |aka. i df .i | wiw aka. i df . i |/ nai 1V gi yus/ gener al . aspx None 1
. . Unaut hori zed URL Access to
46.19. 85. 119 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl e shar ed/ reset . css B ock 1
. . Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | v aka, i of i1 /i p, st oragelfi | es/ 9/ 23709, doc B ock 1
79.182.148.55 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
149.78.32. 71 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None 1
77.125.97.205 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/ B ock 1
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