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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address
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Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3212
37.26. 149. 154 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 22
82. 145. 219. 99 Eur ope 147.237. 76. 86 navy.idf.il Block Ip Véb In drop 11
46.19. 86. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 253. 132. 185 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
31.168. 133. 226 | srael 147.237.72. 167 ishurimaka.idf.il ock Wp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
107. 150. 55. 213 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
185. 130. 5. 224 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
84.111. 48. 55 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
142. 54. 168. 139 Lhited Sates 147.237.77. 226 wn chanat z. aka. i df . i | bl ock-sp-trafl drop 1




01-13-2016-16:04:05 to 01-13-2016-17:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 186. 21. 169 Japan 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 83. 125 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 43
66. 249. 78. 82 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
46. 19. 86. 142 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 24. 37. 185 147. 237. 77. 205 Bul gari a prisha idf.il ET SCAN Potential SSH Scan 1
5.22.131. 103 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
193. 201. 227. 7 147. 237. 8. 50 Wkrai ne e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 247 147. 237.77. 233 atal .idf.il ET SCAN Potential SSH Scan 1
123.139. 28. 144 147.237.76. 44 Chi na e.refuah. idf.il ET SCAN Potential SSH Scan 1
123.139. 28. 144 147. 237.76. 30 Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
89. 139. 228. 190 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.32.31 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
61.216.2.15 147.237.0. 16 Tai wan ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
195. 24. 37. 185 147.237.77. 216 Bul gari a dover.idf.il ET SCAN Potential SSH Scan 1
45. 32. 36. 233 147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 24. 37. 185 147.237.77. 170 Bul garia naar achot . i of . i | ET SCAN Potential SSH Scan 1
192. 118. 11. 120 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 247 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
123.139. 28. 144 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
95. 86. 75. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 64. 68 147.237.77.19 Net her | ands I awforumi dof .i | ET SCAN NVAP -sS wi ndow 1024 1
195. 24. 37. 185 147.237.77. 235 Bul gari a svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
46.19. 85. 176 I srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 60
80.246.130.9  [Israel 147.237.76.31 |nakehal.idf.il |Bad TOP sequence SN eLransmt with different monitor |57
193.169. 70. 108 |I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgitvrsa::lnlt wth different moni tor (47
195.110.40.7  |Israel 147,237,034 |tikshwv.ir.i1 || €M NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 39
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
212.199. 143. 202|I srael 147.237.77. 233 |atal i of .i Bad TCP sequence mdrcsvrsac'z"lt with different moni tor |23
46. 19. 85. 251 I 'srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid AGK nunber noni t or 21
46.19.86.174  [Israel 147.237. 77, 243 |t e i1 | €8N ng Engl ne: TGP Invalid finvalid segnent retransnission drop 21
Ret ransni ssi on Packet dr opped.
192. 117. 138. 211|l srael 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 14
81.19.128. 210 g;z:;nl on 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 12
37.26.149.154  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 11
37.26. 149. 154 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
37.26.149.154 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
192.117. 138. 210|I srael 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 11
141. 105. 68. 30 :32::1”' on 147.237.72. 166 |aka.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [ronitor 8
46. 19. 86. 57 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 159 I srael 147. 237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or
81.19.128. 210 g;z:;nl on 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid AGK nunber alert 7
2.52.183. 245 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46.19. 86. 132 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
185. 32.179. 127 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
188. 120. 148. 176|l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19. 85. 175 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 85. 160 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 220 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46.210. 212.229 |israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
84.111. 226. 239 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
84.94. 15. 222 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46.19. 85. 231 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.183.136. 112 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 222 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 160 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber alert 6
84.94. 15. 222 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19. 85. 231 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
2.54. 44. 247 I srael 147.237.72. 166 |aka.i f . Strean ng Engi ne: T Invalid finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
79.183.136. 112 [Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.29. 167. 48 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 222 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
149.78. 252,118 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wthdifferent | onitor o
46. 19. 85. 160 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
65.51.48.134  |United Qates  |147.237.72. 166 |aka i df il Streamng Engine: TCP Invalid - finvalid seqnent retransnission. |, o 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 168 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 175 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber alert 6
46. 19. 85. 160 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 220 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19. 85. 175 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 220 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 85. 175 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
46. 19. 86. 177 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 100
185.32.179.37 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 58
2.54.186. 217 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 54
149. 88. 222. 240 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 53
2.54.0.20 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 36
212.76.100. 8 I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) Bl ock 26
84.109. 104. 237 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 26
141. 105. 68. 30 RJSf;;”ion 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 141. 105. 68. 30 B ock 19
138.134.192. 10 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 138.134. 192. 10 B ock 12
2.54. 44. 247 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 2. 54. 44. 247 Bl ock 11
81.218.70.243 [israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 81.218. 70. 243 Bl ock 6
37. 46. 39. 235 I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Same Response Code (404) Bl ock 5
2.54.134.1 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
79.178. 30. 58 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method GPTIONS for aka.idf.il/ B ock 4
17.138.57. 83 Uited Sates [147.237.77.216|dover.idf .il Mil tipl e Unauthorized URL Access from17.138.57. 83 Bl ock 4
176.13.13.156 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.116. 96. 38 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 46. 116. 96. 38 Bl ock 3
217.132. 100. 107l srael 147.237.72. 156 |anman. i df . i | Distributed Ml fornmed URL B ock 3
188. 143. 232. 13 R‘Sf;:t”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 143. 232. 13 B ock 3
79.180.172.72 |Israel 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock
217.132.100. 107 |l srael 147.237.72. 156 |anan. i df . i | Dstributed I11egal HITP \ersion B ock
. . Mil tiple Unhtraceabl e SSL Sessi ons from217.132. 100. 107 (Prot ocol
217. 132. 100. 107l srael 147.237.72. 156 [anan. i df . i | viol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 2
’ . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf.i| v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
. . Unaut hori zed Met hod CPTIONS for
84.94.38.200 | sr ael 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 2
217.132. 100. 107l srael 147.237.72. 156 [anan. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 2
188. 143. 232. 41 R‘Sf;:t”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Lnaut horized URL Access from 188. 143. 232. 41 B ock 2
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf. il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
. . Parangeter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
95.86.99.181  |Israel 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df i 1/ 1518- he/ ref uah. aspx B ock 2
79.178. 30. 58 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4/ Bl ock 2
37.26.147.180 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 66. 132. 153 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
192. 117. 138. 210]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i/ mai n/ gi yus/ def aul y. aspx Bl ock 1
87. 68. 53. 56 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
217.132.100. 107l srael 147.237.72. 156 |anman. i df . i | Mil ti ple NULL Character in Header Nane from 217.132.100. 107 Bl ock 1
: . . Par aneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates [147.237.77.176 |nat pash. i df . il v cogat i df i | / 901~ he/ cogat . aspx Bl ock 1
46. 19. 86. 249 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
173.208. 136. 170|Uhited Sates  [147.237.77.233|atal .idf.il Admin Bl ocki ng Bl ock 1
2.54.4.15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
81.218. 185. 236 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 82. 64. 68 Net her | ands 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to habbo. yt/ publ i ¢/ css/ 960_12_col . css Bl ock 1
207. 46. 13. 69 Lhited Sates [147.237.0.34 |tikshuv.idf.il [Suspicious Response Code Bl ock 1
46. 19. 85. 10 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
. . Unaut hori zed URL Access to
138.134.192. 10 |Israel 147.237.76.86 |[navy.idf.il Wi navy. i df i1/ p storage/fil es/ 2/ si ze338x0/ 1802, | pg Bl ock 1
79.176.177. 143 |l srael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 13 er ati on 147.237.77. 216 |dover . i df .i | wan i df i 1/tenpl ates/articl e/ article.in. aspx/tenpl at es/ sendt of ri end/ sendt o |Bl ock 1
friend. aspx
31.154.9.62 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wwy aka. i df.il/nain/ B ock 1
’ . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.132. 14 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
84.109. 146. 226 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
. . Mitiple Ill1egal Byte de Character in Header Val ue from
217.132. 100. 107l srael 147.237.72. 156 [aman. i df . i | 217.132. 100. 107 B ock 1
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