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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |[Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3231
84.111.13.84 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
31.13.160.217 Pal estinian Territory, Gccupied |147.237.77.216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 4
183. 60. 48. 25 Chi na 147.237.76. 200 eitan aka.idf.il JLM Under Attack_Con_Tcp drop 2
63. 141. 227. 98 Lhited Sates 147.237.76. 38 eeneitav.idf.il Block Np All _Net drop 1
107. 150. 55. 211 Lhited Sates 147. 237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 drop 1
63. 141. 227. 98 Lhited Sates 147.237.76. 42 refuah.idf.il Block Np Al _Net drop 1
63. 141. 227. 98 Lhited Sates 147.237. 76. 148 ggcenter.aka. idf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

5.29. 247. 44 147.237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
213.57.128. 159 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 229 147.237.0.15 Lhited Sates kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 247 147.237. 76. 147 chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 177 Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
85. 64. 232. 75 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 64. 68 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.19. 85. 31 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212. 143. 118. 252 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
207.232.27.5 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237. 76. 202 Chi na e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
158. 255. 6. 220 147.237.72. 156 Russi an Federati on aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.108. 12. 183 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
80. 82. 64. 68 147.237. 8. 14 Net her | ands e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 65. 157. 157 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence S et ransm wehdifferent — oonitor |25
46.19. 86. 128 I srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 25
54.244.22.103 |wited Sates 147.237.0.34 [tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 23
37.26.146.155 |lsrael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 21
5.29. 247. 44 I srael 147.237.77. 233 |atal i cf i Bad TCP sequence V?’:difjtvrjjj,’it wehdifferent — Jopnitor |21
110. 159. 188. 251 |Mi aysi a 147.237.77. 216 |dover. i df .i Bad TCP sequence md:;tvrsin;"lt wehdifferent — oonitor |19
80.246.130.89 | srael 147.237.77. 234 |hal ag.i df .| Bad TCP sequence V?’:difjtvrjjj,’it wehdifferent — oonitor |18
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
62.0.101. 97 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 16
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 15
54.244.22.103 |wited Sates 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |alert 15
79.181.28.243 |israel 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence V?’:dr;,t\,rsaézngt wth different monitor |15
54.244.22.103 |lhited Sates 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence ﬁﬁtﬁ;gxgﬂ:‘m moni tor |15
62.0.101. 97 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invali d ACK nunber aert 14
62.219.115.30 |israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 86. 16 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |13
185. 120. 126. 44 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 11
185. 120. 126. 44 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber nonitor |11
62.219.133.179 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 10
172.56.19.237 |[lhited Sates 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
54.244.22.103 |[Wited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject
46.19.85.74  |israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id|invalid segnent retransmission. |, o, 9
Ret ransnm ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop
54.244.22.103 |Whited Sates 147.237.0.15  |kosher-kravi.idf.illdr op Frst packet isn't SWN drop
54.244.22.103 |Wiited Sates 147.237.0.15  |kosher-kravi.idf.i|SYN At ack SYN -> SYN-ACK -> Tinmeout [reject
188. 161. 107. 114 g";'cisgiig;a” Territoryly 47 237.77. 216 |dover. i o . i1 SYN At t ack SYN -> SYNACK -> Timeout |rgject |8
185. 89. 217. 234 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 8
109. 65. 157. 157 |l srael 147.237.77. 233 |atal i cf i Bad TCP sequence V?’:dr;,t\,rsaézngt wehdfferent —onitor |8
147.235.8. 72 I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Timeout [reject
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 7
147.235.8.72  |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence cﬂ}”ﬁﬁﬁgf&;gm monitor |7
46. 19. 85. 253 I sr ael 147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 55 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 7
147.235.8. 72 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Timeout |alert 7
31.210.188. 108 |Israel 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
46. 19. 85. 79 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
82.80.196.44  [Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence (ﬂ}”ﬁ;ﬁ;ggﬂgzﬁm moni tor 6
46. 19. 85. 32 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
185. 6. 17. 44 (F;ajcis;iigjja” Territoryly 47, 237. 76. 200 [ei tan. aka i of il ‘:e; ?ZTS?T? Slir:gclj:e: TeP Invalid :;g\éigtd ds‘reg::;ti retransmssion. |y o, 6
46.19. 85. 221 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 163 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
212.235.28.71 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
31.210.188.83 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor |6
62.219.133. 179 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
185. 89. 217. 227 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 221 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor |6
46. 19. 85. 163 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 95 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
84.111.226.239 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46.19. 86. 77 I srael 147.237.0.19 |[nmadimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 219
213. 8. 204. 88 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 161
109. 160. 245. 71 |l srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 116
46.19. 86. 77 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 108
109. 253. 222. 149|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 64
194. 114. 146. 227|I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 63
79.179.155.61 |lsrael 147.237.0.34 |ti kshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 47
109. 65. 178. 221 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 18
79.176.98.199 [Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 11
188. 143. 232. 19 :Zg::t”i on 147.237.77.216|dover.idf .il Ml ti pl e Unaut horized URL Access from 188.143. 232. 19 B ock 8
89. 138. 97. 65 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main. sachar B ock 7
46. 19. 86. 16 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
109. 253. 129. 143|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
5. 28. 154. 60 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.11.203 I srael 147.237.77. 243|mobi L e, i df i1 [T AT T?’Ffsrcﬁgf‘;'cﬁgngi‘szixfgd n Bl ock 3
185. 120. 126. 44 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 3
46.19. 85. 220 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.235 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
149. 78. 214. 110 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19.85. 74 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 46. 19. 85. 74 B ock 2
17.138.57.83 Lhited Sates 147.237.77.216|dover. i df .il Mil tiple Unaut hori zed URL Access from17.138.57. 83 B ock 2
5. 28. 154. 60 I srael 147.237.77.243|nobi l e.i df . i | Ostributed Waut hori zed UR. Access on nobi | e.idf.il/nekudot/index [B ock 2
46.19. 86. 79 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
109. 66. 206. 123 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 2
46.19. 85. 123 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
109. 253. 138. 30 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 86. 59 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 253. 211. 1921 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
199. 207. 253. 101 |thited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to wan aka.idf.il/valtam B ock 2
2.54.177.226 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19.85.221 |[israel 147.237.76.42 [refuah.idf.il ~ |D5 0 2ed thauhori zed éﬁaﬁc‘;‘:ﬁ on B ock 1
2.54.11.118 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
80. 246. 136. 113 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
212.179.28.215 [israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/newpassword/ firstlogin B ock 1
79. 180. 49. 52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
202.142.119. 135]Indi a 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
46.19. 85. 27 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request request version B ock 1
109. 65. 157. 157 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135- he/ at al . aspx B ock 1
66.249.78.104 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
192.115.248.2 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
37.26.148.169 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
89.138.121.76 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
84.108. 35. 43 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
157.55.39.156 |Lhited Sates  |147.237.72. 166 [aka. i df . i | mngl‘("g iﬁr.?ﬁtn: n;‘;gﬁg/cggf ;SI (. aspx None 1
80. 82. 64. 68 Net her | ands 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to habbo. yt/ publ i ¢/ css/ 960_12 col . css B ock 1
207.46.13.193 |[Uhited Sates  |147.237.77.216|dover. i df .i | Shaut gfo_'i'lzles? pﬁo’:‘;gg/sfi 1<l 2622080 12607, g Bl ock 1
109. 201. 152. 21 [Nether| ands 147.237.77. 216 |dover . i of .i| [ SIT1DUeC 1ng_t:§éi3§?ﬁeﬁvﬁffpzn Bl ock 1
37.142. 68. 30 I srael 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to www cogat.idf.il/xnirpc. php B ock 1
95.35.37.153  [Israel 147.237.76.42 |refuah.idf.il  |J5 D20t hashori zed éﬁaﬁm;i;i on Bl ock 1
79.176.103. 156 || srael 147. 237.72. 166 |aka. i df . i | \;P;rwara'it:ri f_""idl /Chrrla)iln\/Aso;:ft'lél:)?f O'r';]m passuord, asp None 1
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