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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3173
79.177.11. 229 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets dr op 6

79. 180. 30. 243 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
107. 150. 60. 242 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
58.97.111. 10 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
79.177.11. 229 | srael 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
107. 150. 60. 244 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 drop 1

63. 141. 227. 98 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Np All _Net dr op 1

66. 240. 219. 146 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
58.97.111.9 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
77.247.178.132 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

194. 114. 146. 227|I srael 147.237.72. 166 [aka. i df . i | C1000169: B ock - dns poisoning (Aalit) Per nit 2
182.160. 107. 83 |Bangl adesh  |147. 237.77. 216 |dover . i df . i | tjﬁ?;bi'm'; G\ Bash HITP Header Renote Code Execution Bl ock 2
185. 130. 5. 235 147.237.0.15 |kosher-kravi . i df . i[20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.0.19 |madimatal .idf.il [20085. HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
185. 130. 5. 235 147.237.72.167|i shuri maka. i df . i [[20085: HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
172.245.24.138 |lnited Sates  [147.237.77.216|dover.idf.il C1000106: HITP: naj estic bot B ock 1
185. 130. 5. 235 147.237.76.30 |hi nush.idf.il 20085. HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
185.130. 5. 235  |147.237.72. 167 ishurimaka.idf.i|ET WEB_SERVER Mui ebl ackcat scanner 1
185.130. 5. 216 |147.237.76.38 eeneitav.idf.il[ET SCAN Potential SSH Scan 1
185. 32.179. 101 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
113.171.23. 126 [147.237.76.44 |M etnam e.refuah.idf.il |ET SCAN Potential SSH Scan 1
109. 253. 156. 111|147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 249 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130. 5. 235  |147.237.76. 30 hi nush. i df .i | ET WEB_SERVER Mui ebl ackcat scanner 1
185.130.5.231 [147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 216  |147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
185.12. 24,202 |147. 237. 7. 216 |1 e dover i df il C5-WNDOM Mcrosoft Forefront UAGjavascript handler in LR XSS 1
at t enpt
112.198.75. 112 [147.237. 72. 166 |Fhi | i ppi nes akaidf.il SER.’\/ER-APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
79.177.63.118  |147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Country Target Address |Ste Signature
195. 29. 212. 140 |Qoatia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 73
46.19.86.174 |Israel 147.237.77. 243 |rvi e i1 | €AMNG Engine: TCP Invalid - invalid segnent retransnission drop 63
Ret r ansnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 34
217.132.7.202 |Israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
46.19.85.21 | srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 24
213.8.41.250 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md;?vrsa:aslnlt wth different moni tor |21
212.179. 21. 194 |I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence mdroif,rsacr;nlt Wth different monitor |20
80. 246.130. 89 |l srael 147.237.77. 234 |hal ag.i of . Bad TCP sequence md;?vrsa:aslnlt wth different monitor |19
79.177.63.118 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence mdroif,rsacr;nlt wth different monitor |18
85.64. 204. 140 |l srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md;?vrsa:aslnlt wth different monitor |15
2.52.6.41 | sr ael 147.237.77. 234 |hal ag.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 13
77.126.10.73  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence V?':dﬁ;a:;”gt wth different moni tor |13
85. 64. 204. 140 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
192. 116. 232. 69 |l srael 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.52.61. 166 I srael 147. 237. 77. 216 |dover. i dof .i | SYN Attack rej ect 11
46.19.85.21 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 9
2.52.61.166 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 7
80. 246. 133. 177 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 7
2.52.61. 166 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
46. 19. 85. 88 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.52.61. 166 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 7
79.183.2.225 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansn ssi on Packet dr opped.
185.3.144.42  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.19.85.108 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
132.64.73.149 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid il id segrent retransnissi on. drop 6
Ret r ansn ssi on Packet dr opped.
2.52.147.236 |Israel 147.237.77. 243 |t e iop i1 | €AMNg Engine: TP Invalid vl i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.108 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.138.251 |Israel 147. 237 72. 167 |t shuri maka i o || SAM NG ENgine: TCP Invalid - invalid segnent retransnissi on drop 6
Ret r ansnm ssi on Packet dr opped.
46. 19. 86. 51 I srael 147. 237. 72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
192. 118. 27. 253 || srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
2.52.6.41 I srael 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.159.178 |Israel 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.52.6.41 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
46. 19. 85. 149 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 88 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
37.26.146.172 |Israel 147. 237.72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.52.6.41 | srael 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 223 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
2.52.6.41 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence I'nvalid ACK nunber alert 5
5.102.254. 113 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.15. 169 I srael 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 88 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
46. 19. 85. 149 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 4
46.19. 85. 108 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 166 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
199.203.215.1 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.86.87  [Israel 147.237.72. 166 |aka i f . i Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdifterent Joonitor |4
46.19.86.223 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.19.85.137 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
176.13. 12. 40 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 259
176.13. 12. 40 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 204
194.90.99. 193  |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 166
176.13.12.40 [ srael 147.237.0.19 |nadimatal .idf.j |10 M of the Sane Response Qode (404) in Session from g o 133
176. 13. 12. 40
2.54.177. 226 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 64
46. 19. 86. 100 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 42
46.19. 85. 21 I'srael 147.237.0.34 |tikshuv.idf.i| |10 MY of the Sane Response Qode (404) in Session from g o 37
46. 19. 85. 21
109. 253. 211. 188l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 30
176.13.12.40 [ srael 147.237.0.19 |nadimatal .idf i |10 M of the Sane Response Qode (403) in Session from g o 18
176. 13. 12. 40
17.138.57. 83 Lhited Sates 147.237.77.216|dover.idf . il Ml tiple Unauthorized URL Access from 17.138.57. 83 B ock 14
. . . Uhaut hori zed URL Access to
109. 253. 208. 199! srael 147.237.77. 243 |nobi | e. i df . i | nobi | e.i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 14
2.54.177. 226 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 10
80. 246. 139. 242 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
. . Uhaut hori zed URL Access to
212.179.180.30 |Israel 147.237.76.86 |[navy.idf.il v navy. i of i 1/si p st or agel il es/ 6 si 2e338x0/ 1796. | pg Bl ock 5
79.182.118.177 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79.182. 118. 177 B ock 5
62.219.99.130 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.3.148 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
81.218.241.25 [Israel 147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 81.218. 241, 25 B ock 3
199. 203.84. 98 |Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 199. 203. 84. 98 B ock 3
- . . Mitiple Illegal Byte Gde Character in Mthod from
112.198. 75. 112 |Phili ppi nes 147.237.72. 166 [aka. i df . i | 112, 198. 75. 112 Bl ock 2
109. 253. 199. 1561 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 138. 204|I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
112.198. 75. 112 |Phili ppi nes 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 112. 198. 75. 112 B ock
: . . O stributed Uhaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
81.218.56.171 |[lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhauthorized URL Access from 81.218.56. 171 B ock 2
. . . D stributed Uhaut hori zed URL Access on
109. 253. 146. 26 |l srael 147.237.77.243|nobi l e.idf . il mobi | .1 df i1/ nekudot /i ndex Bl ock 2
79.182.118. 177 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/8/ B ock 2
o . . Mitiple Illegal Byte Gode Character in Header Nane from
112. 198. 75. 112 |Phili ppi nes 147.237.72. 166 [aka. i df . i | 112, 198. 75. 112 Bl ock 2
112.198. 75. 112 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 112.198.75.112 |B ock
109. 253.128.7 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
: . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 [Wnited Sates 147.237.77. 216 |dover.idf.i |l v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
193. 106. 206. 10 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 193. 106. 206. 10 Bl ock 2
. . . O stributed Uhaut hori zed URL Access on
109. 253. 192. 237|I srael 147.237.77.243|nobi l e.idf . il mobi | e.i df i 1/ nekudot /i ndex Bl ock 2
87. 69. 67. 209 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka.idf.il/mai n/ gi yus/ Bl ock 1
199. 203.84.98 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/ gius Bl ock 1
112.198. 75. 112 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Ml formed HTTP Header Line 1 B ock 1
80. 246. 139. 240 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Pal estinian Territory, ] . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on
176. 106. 44. 186 Cecupi ed 147.237.77. 216 |dover.idf.il URL/ Par anet er (+)  from 176. 106. 44, 186 Bl ock 1
37.26.146.172 |[Israel 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
2.54.15. 169 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None
. . Uhaut hori zed URL Access to
109. 253. 138. 156 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.182.239. 115 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/main/ B ock
171.100. 101. 98 |Thai | and 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
: . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Uited Sates 147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
} . . Uhaut hori zed URL Access to
68. 180. 229. 239 |[Lhited Sates 147.237.72. 166 [aka. i df . i | ww aka. i o i |/i turi  asp/ ci spl ayal | sol i ders, asp Bl ock 1
46.19. 85. 21 I srael 147.237.0.34 [tikshuv.idf.il [Too Many 404: Response Code per Session B ock 1
112.198. 75. 112 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
84.109. 113. 214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
. . Uhaut hori zed URL Access to
193. 106. 206. 10 |l srael 147.237.76.86 [navy.idf.il v navy. i of i 1/si p storagel il es/ O/ si 2e338x0/ 1640. | pg Bl ock 1
80. 246. 136. 142 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 1
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