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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3191
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS renegoti ation-d i dest - r eset 118
109. 253. 129. 137 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
212.199. 175. 251 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
176.13.1.29 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.54.167. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

8. 37.231. 83 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Under_ Attack _Con Htp dr op 2

63. 141. 227. 98 Lhited Sates 147.237.76. 39 nobi le.neitav.idf.il |[Block Np All Net drop 1
107. 150. 60. 243 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1

81. 218. 208. 46 | srael 147.237.77.176 nat pash. i df .| B ock Wp Al Nets drop 1

81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1




01-13-2016-12:04:05 to 01-13-2016-13:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Slgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
198. 20. 87. 98 Lhited Sates 147. 237. 76. 196 e.sviva.idf.il [13840: TLS enSS. Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry [Ste

Signature

124.133.2.85  |147.237. 76. 177 [Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
94.230.93. 255 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
80.246.130.8  |147 237 77 233 |1 5t el atal id il ET DO5 Large amount of TCP ZeroWndow - Possible Nkiller2 DDos 1
at t ack
77.125. 114. 201 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.146. 251 |147.237.72.166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
2.54.43.101 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
185. 130. 5. 216 [147. 237. 77. 205 prishaidf.il |ET SCAN Potential SSH Scan 1
185.130. 5. 216 [147. 237. 76. 199 e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
124.133.2.85 |147.237.76. 202 |Chi na e.halag.idf.il |ET SCAN Potential SSH Scan 1
124.133.2.85 [147.237.0.19 [China nedi matal .idf.i|ET SCAN Potential SSH Scan 1
82.80.196.44  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.183.133. 68 |[147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
77.125. 114. 201 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
8.37.231.83  |147.237.77.216 g”(g(’;y"nus dover.idf.il  [portscan: TCP Dstributed Portscan 1
194. 90. 131. 82 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185.130.5.216 |147.237.77. 205 prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
185.32.179. 41 |147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1




01-13-2016-12:04:05 to 01-13-2016-13:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?ca\t”i(;i
8.37.231.83 Anonynmous Proxy  |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 68
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
e SWNretransmit wth different .
77.125.131.26 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |21
wi ndow scal e
46.19. 86. 125 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid AGK nunber nonitor |18
176. 228. 168. 192|I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
reanming BEngine: TCP Invali i i ssi
46.19.86.188 | srael 147.237.72. 166 |aka i f .11 Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, o, 12
Ret ransni ssi on Packet dropped.
93. 184. 8. 186 (F;ajcis;i';'ja” Territory,fy47. 237. 77. 176 [natpash.icf. i1 |drop First packet ismt SN drop 12
2.54.185. 98 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 11
o SN retransnmit wth different .
109. 186. 104. 27 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |10
81.218. 241. 25 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
79.177.221. 104 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
85.130.223.86 |l srael 147.237.72.166 |aka i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |9
Sreaning Engine: TCP Invalid i i ssi
5.28.183.127  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 221 | srael 147.237. 72. 166 |aka.idf . il drop First packet isn't SYN drop 8
82. 80. 196. 44 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence noni tor |8
46. 19. 85. 169 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni tor |7
80. 246. 130. 8 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |7
reanmn ine: TCP Invali i i ssi
81.218.161.6  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
5.102. 253. 48 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
37.26.149. 175 [Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.199. 175. 251 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 6
2.52.35.50 | srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
46. 19. 85. 198 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
2.52.35.50 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nvalid AGK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
109. 226. 45. 254 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
194.90.131.82 [israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
212.199. 224. 24 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
37.26.147.218 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.54.145.4 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
132.64.184.11 [ srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret ransni ssi on Packet dropped.
2.52.35.50 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or
85.130.223.86 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TGP Invalid i i SSi
79.179.133.50 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.8.2 I srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
37.26.147.223 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence nonitor |6
Sreaning Engine: TP Invalid i i ssi
46.19. 86.5 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.52.5.27 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
2.54.5.177 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.86.154  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
o SYNtACK retransmt wth .
46.19. 85. 107 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence gifferent wi ndow scal e nonitor |6
2.52.35.50 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid sequence nunber noni t or
80. 246. 130. 8 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert
109. 73. 245, 32 ga:lcisgi':éa” Territory.l147. 237. 77. 176 |nat pash.icf. il |dr op First packet isn't SN drop 6
46.244.93, 158 | A SSUNaN Territoyy 17 37 77, 176 |natpash.idr.il  |dr op Frst packet isn't SN drop 6
Qccupi ed
212.199. 175. 251l srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.35.50 | srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 62 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 86. 42 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 186 | srael 147.237.0.19 |madimatal .idf.i| [Dstributed Too Many of the Sane Response Code (404) B ock 34
46.19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 30
81.218.241.25 |[Israel 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/$$$8282$$$ Bl ock 16
31.44.136.131 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 31.44. 136. 131 B ock 8
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 6
46.19. 86. 219 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 6
81.218.70.243 |lsrael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 81.218. 70. 243 B ock 5
17.138.57.83 Lhited Sates [147.237.77.216|dover.idf.i | Mil ti pl e Unaut hori zed URL Access from 17.138.57.83 B ock 4
- . DO stributed Unauthorized Method for Known URL on
31.44.136.131 |l srael 147.237.72.166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx B ock 4
2.54.43.101 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 253. 144. 70 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
188. 143. 232. 26 RJSS::t”ion 147.237.76.31 |nakchal .idf.il Mil ti pl e Lhaut horized URL Access from 188. 143. 232. 26 B ock 3
- - Unhaut hori zed URL Access to
77.125.114. 201 [Israel 147.237.77.216|dover.idf .i | v i dff i 1/t enpl at es/ shar ed/ user cont ol s/ pr onot i oncube/ Bl ock 2
188. 143. 232. 26 RJSS::t”ion 147.237.76.86 |navy.idf.il Mil tipl e Unauthori zed URL Access from 188. 143. 232. 26 Bock |2
79. 177. 60. 20 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock
109. 253. 141. 126|I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/main/scripts/css3pie. htc B ock
Unhaut hori zed URL Access to
. . waw ref ua. atal . idf.il/21442- he/ r ef uah. aspx&a=u&ved=0ahukew kqr 67z
95.86.95. 36 | srael 147.237.76.42 [refuah.idf.il abkahxcyadkhwol ci ugf ggi maa&usg=af gj cnf kbzum n7zyui ahcdh2t knh2c Bl ock 2
yzq
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
2.54. 158. 235 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
77.127.148.208 |[Israel 147.237.77.74 [lawidf.il PHP Attenpt B ock 2
46.19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 2
77.127.148.208 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 2
Mal formed URL
46.19. 85. 151 I srael 147.237.76.31 |nakchal .idf.il _pk_id.119. 2366=481e3393cace6511. 1452682585. 1. 1452682585. 145 |B ock 1
2682585. ;
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216 [dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
- . D stributed Lhaut hori zed URL Access on
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
37.26.148.139 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.108. 11. 93 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned B ock
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
Russi an . . D stributed Uhauthorized URL Access on
188. 143. 232. 26 Federation 147.237.77. 216 [dover . i df . i | vwwy i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
46. 19. 86. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
185. 89. 217. 234 147.237.77.74 |law i df .i| WL i's Above Foot Drectory = o . Bock |1
ww | awidf.il/../inages/ 1. hel navi gation/navigation arrow gif
80. 246. 139. 135 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unknown HTTP Request Method a000; in URL
46. 19. 85. 151 | srael 147.237.76.31 |nakchal .idf.il _pk_id.119. 2366=481e3393cace6511. 1452682585. 1. 1452682585. 145 |B ock 1
2682585.
109. 253. 217. 31 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
74.82.47.3 Lhited Sates [147.237.72.166|aka. i df.i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock
. - Unhaut hori zed URL Access to
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 19133- he/ dover . aspx Bl ock 1
207.241.237. 211|wited Sates  [147.237.0.34 |tikshuv.idf.il Wnaut hori zed URL Access to Bock |1
vy ti kshuv. i df . i | / shar ed/ user contr ol s/ header upper/
46.19. 85. 115 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
91. 214. 201. 107 &L:g?‘i’i' o 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ Bock |1
37.26.146.240 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . . Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URL Par anet er (+)
81.218.241.25 |l srael 147.237.0.34 |tikshuv.idf.il from 8L 218. 241. 25 B ock 1
. Unhaut hori zed URL Access to
Russi an . . . ; .
188. 143. 232. 26 er ati on 147.237.76.31 |nakchal .idf.il waw nakhal . i df .i|/tenpl ates/ fag/ f ag. aspx/ t enpl at es/ sendt of ri end/ sendt  |B ock 1
of ri end. aspx
. . . Unknown Paraneter anp;f in
10.100. 35. 52 147.237.76. 200 [ei tan. aka. i df . i ww ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
79 176.227.65 |1 srael 147.237.72. 166 |aka. i df .i | Unknown _Par gmat er ctl 00$ct | 00$_cphMa| n$cphSachar $ct 123 in None 1
wwy aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
46.19. 85. 211 I srael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
176. 13. 8. 227 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19. 85. 151 I srael 147.237.76.31 |nakchal .idf.il Mil tiple Abnormal |y Long Request from 46. 19. 85. 151 Bl ock 1
109. 64. 235. 132 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
- . DO stributed Lhaut hori zed URL Access on
66.249.78.246 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
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