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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3062
2.52.37.64 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 10
31.13. 160. 217 2}cis;ilgéan ferritory, 147.237.77.216  |dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 6
107. 150. 60. 246 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
37.26. 146. 155 I srael 147.237.72.156  |anen.idf.il 5: handshake violation, first packet mot |4 1

63. 141. 227. 98 Lhited Sates 147.237.76. 34 yohal an.i df. il B ock Np All Net drop 1
107. 150. 55. 212 Lhited Sates 147.237.0. 15 kosher-kravi . i df.il|bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
193. 201. 227.7 147. 237. 76. 198 kr ai ne e yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 231 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 217. 100 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
82.102. 170. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.216.2.13 147.237.0. 16 Tai wan ny- kosher - kravi .i df . i | ET SCAN NVAP -sS w ndow 1024 1
2.54.186. 129 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
185. 130. 5. 231 147.237.72. 166 akaidf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
91. 135. 102. 187 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 73. 198 147.237.77. 170 Lited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 1
2.54.212.3 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

194. 78. 45.187  |Bel gi um 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop 65

2.52.37.64 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 58

83.130. 108. 249 I srael 147.237.76.42 |refuah.idf.il  [Bad TOP sequence fggge”ansmt with different wndow 1 oivor |43

109.186.104. 27 |Israel 147.237.76.42 |refuahidf.il  [Bad TOP sequence S retrensmt weh different wndow opniior |25

2.52.3.191 I srael 147.237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 24

109. 65. 128. 12  |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
Sreaning Engine: TCP Invalid i i ssi

157.55.39.0  |Wited Sates|147. 237. 76. 200 |ei tan. aka i df il 9 =9 Invalid segnent retransmssion. Packet . 20
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.186  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . ., 18
Ret ransmi ssi on dr opped.

2.52.3.191 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni tor |12
Sreaming Engine: TGP Invalid i i ssi

2.54.22. 202 I'sr ael 147. 237. 76. 147 |chi nuch. aka. i df .1 9 =g Invalid segnent retransmssion. Packet . 12
Ret r ansni ssi on dr opped.

2.52.37.64 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12

46. 19. 86. 183 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber monitor |12

2.52.3.191 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 12

2.52.3.191 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12

2.52.60.29 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

109. 226.21.17  |Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11

46.19. 86. 213 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

31.210.188.65 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |10
Sreanming Engine: TQP Invalid i i ssi

2.54.52, 174 I'sr ael 147.237.77. 243 |robi L e. i df . i1 9 =g nvalid segnent retransmssion. Packet . ., 9
Ret ransmi ssi on dr opped.

109. 253. 192. 48 |Israel 147.237.76.42 |refush.idf.il  [Bad TCP sequence Ss;r;\jl;etransmt wth different wndow oo o
Sreanming Engine: TCP Invalid i i ssi

2.54.29.116 I'srael 147. 237. 77. 243 |robi l e i df . i 9 =g Invalid segnent retransmssion. Packet . 9
Ret ransmi ssi on dr opped.

46.19.85.9 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

82. 80. 196. 44 I srael 147.237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8

82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 8

192. 3. 211. 48 Lhited Sates|147.237. 76. 147 |chi nuch. aka. i df .il|]SYN At t ack SYN -> SYNACK -> Ti meout rej ect 7

2.52.37.64 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 7

46.19. 86. 128 | srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7

192. 3. 211. 48 Lhited Sates|147. 237. 72. 156 |anan.i df . il SYN Attack SYN -> SYNACK -> Ti meout rej ect 7
Sreaming Engine: TGP Invalid i i ssi

132. 72. 154. 116 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.

109. 253. 137. 218! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or

2.52.60.29 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
Sreanming Engine: TQP Invalid i i ssi

80.246. 136. 168 I srael 147.237.77. 243 |robi L e. i df . i1 9 =g nvalid segnent retransmssion. Packet . ., 6
Ret ransmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

192.114. 91. 244 |Israel 147.237.76. 200 |ei tan. aka. i of . | 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreanming Engine: TQP Invalid i i ssi

31.168.14.94  |israel 147.237.72. 167 |i shuri maka. i df .| 9 =g nvalid segnent retransmssion. Packet . ., 6
Ret ransmi ssi on dr opped.

2.52.60. 29 I srael 147.237. 77. 216 |dover.i df . i | SYN Attack rej ect

46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

37.26.148.208 |israel 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

217. 132. 246. 238|l srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.

2.52.60. 29 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi

2.54.151.0 I'srael 147.237. 72. 167 |i shuri maka i df .1 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreamng Engi ne: TCP i

61.216.2.13  |Tai van 147. 237.77. 233 |atal i of i1 9 =9 TCP segment out of naxi mmalloved |, 6
Segnent Limt Enforcenent sequence. Packet dropped.

109. 253. 137. 218]I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6

2.52.60. 29 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6

46.19. 85.9 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |6

46.19.85.173  |Israel 147.237.76.42 |refuahidf.il  [Bad TOP sequence SYNCAGK retransmt with different monitor 6

w ndow scal e
2.54.18. 236 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.203  |israel 147.237. 72. 156 |anan. i of . i Bad TCP sequence SACK retransmt with different monitor |5
w ndow scal e
82. 80. 196. 44 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid AGK nunber nonitor |5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 146 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 67
46.19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 61
46.19. 85. 247 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 59
62.0.34.93 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 46
46. 19. 85. 42 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 31
46.19. 86. 146 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 23
46. 19. 86. 186 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Sanme Response Code (404) B ock 16
46. 19. 85. 247 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (404) B ock 16
109. 253. 147. 109|l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut hori zed URL Access from 109. 253. 147. 109 B ock 13
2.54.55. 156 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 6
82.81.2. 165 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 5
82.81.2.165 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 82.81.2. 165 Bl ock 4
17.138.57.83 Lhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from17.138.57. 83 B ock 4
82.81.2. 165 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/ 1/ B ock 3
185. 32. 179. 205 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | mué:;t'.zi?.m‘sf;_c;s;;g‘;ﬂ s/ 0 s 7622040/ 3410, pg. 51 Bock |3
46.19. 85. 104 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 3
37.26.149.227 |Israel 147.237. 72. 166 |aka. i df . i | Dstr buted thadt :/Oéii ;js‘j g'\:rferr“;d';ggxmom R on Bock |3
5.29. 178. 252 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
2.54.29.116 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock
46. 19. 85. 108 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
141.105.68.30 |Russian Federation |147.237.72.166 [aka. i df . il m“;kgorl ! df:eidl /'\f;r;?:i )ngggncgr o asix Bl ock 2
109. 186. 189. 174/l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
46. 19. 86. 199 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
91.246.218.50 |Israel 147. 237.77. 216 |dover . i df . i | mtiréﬁ‘tlj’ﬂt:ﬁg“}miiﬁﬂ ILf‘ Access on Bl ock 2
46. 19. 85. 134 | srael 147.237.72.166|aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None
46.116. 253. 158 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock
2.54.50. 68 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock
46.19.86.146  |israel 147.237.0.19 |nadi matal .idf.il %ﬁ;ﬁ;?ﬁ \IAIO/' iéﬂneftl'()m?ﬁ?;;cjsﬁder WdSreet in g oo 2
2.54.52.174 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 2
O stributed Unaut hori zed URL Access on
188. 143.232. 14 |Russian Federation [147.237.77.216|dover.idf.il wwidf.il/tenplates/articlel/article.in. aspx/ tenpl at es/ sendtof ri end/ [Bl ock 2
sendt of ri end. aspx
62.219.21.55 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
91.231.193. 150 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
188.143.232. 14 |Russian Federation |147.237.77.216 |dover.idf. il D stri buted xu;hgliszhﬁeﬁsﬁiiifrgrs/ headerupper Bock |2
201.172.57.75 |Mexico 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
91.246.218.50 |[Israel 147.237.72. 167 i shuri maka. i df . i ||Untraceabl e SSL Sessions: Qpen Mde None 1
185. 3. 146. 196 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
77.127.252. 168 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
37.26.148.208 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
109. 253. 133. 125]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
2.54.147.197 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1501- he/ atal . aspx |B ock 1
107.178.194.87 |Uited Sates 147. 237.77. 216 |dover . i df . i | D stri uted lfﬁgfggggg?ﬂe%ﬁffpzn Bock |1
61.216.2.13 Tai wan 147.237.77.216|dover. i df .i | Illegal Byte (de Character in Mt hod B ock
212.117.136.6 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka. i df . il/xx™xex; B ock 1
88.230.53.194 [Turkey 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.i|/xmrpc. php Bl ock 1
188.143.232. 15 |Russian Federation |[147.237.77.216|dover. i df . il \i;:lr L?'”itle/dt ﬁ”;hg/iszhﬁeﬁsﬁizifrg‘s/ header upper B ock 1
80. 246. 136. 168 [l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
31.13. 160. 217 g";'cis;iig;a” Territoyls 47, 237, 77. 216 |dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 31 13. 160. 217 Bock |1
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/miluim B ock
201.172.57.75 |Mexico 147.237.0.19 |[madimatal .idf.il |Uhauthorized URL Access to /tmunbl ock. cgi Bl ock
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