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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
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|Target Address |Site

|Signature

|Device Action |Count |

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3005
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 21
46. 19. 86. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
82. 145. 217. 215 Eur ope 147.237.76. 42 refuah.idf.il Bl ock |p V¢b In drop 5
80. 70. 128. 129 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All _Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
46. 19. 86. 249 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
176. 106. 44. 186 Pal estinian Territory, QCcupi ed 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
63. 141. 227. 98 Lhited Sates 147.237.76. 177 ncore.idf.il Block Np All Net drop 1
107. 150. 60. 245 Lhited Sates 147.237.77. 205 prishaidf.il bl ock-sp-traf 1 drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
142. 54. 160. 212 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |block-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Device Action |Oount
183.5.117. 128 Chi na 147.237.72.166 |aka.idf.il [ClL000108: HITP. Trying to | ocate existing FO<editor B ock 36
183.5.117. 128 Chi na 147.237.77.216 |dover.idf.i| |Cl1000108: HITP. Trying to | ocate existing FQ<editor B ock 36
183.5.117. 128 Chi na 147.237.72.166 |aka.idf.il 0854: HTTP:. upl oad* Access Bl ock 12
183.5.117. 128 Chi na 147.237.77.216  |dover.idf.i| [0854: HITP. upl oad* Access B ock 12
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

158. 255. 6. 220 147.237. 76. 147 Russi an Federati on chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 1024 1
109. 253. 142. 117 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.182. 63. 75 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 3 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 1
46.120. 144, 248 147.237.72. 166 I 'srael aka. idf.il portscan: TCP Distributed Portscan 1
45. 32. 64. 164 147. 237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 196 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 231 147.237. 8. 46 e. chi nuch.i df .i ET SCAN NVAP -sS w ndow 1024 1
158. 255. 6. 220 147.237. 76. 196 Russi an Federat i on e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 139. 16 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 232. 169 147.237.72. 166 I 'srael aka. idf.il portscan: TCP Distributed Portscan 1
66.249. 73. 198 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
62. 90. 235. 218 147.237.72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
46. 19. 85. 58 147.237.72. 166 I 'srael aka. idf.il portscan: TCP Distributed Portscan 1
5.39.222. 196 147.237.77.19 Net her | ands | aw forumi df il ET SCAN NVAP -sS wi ndow 1024 1
2.52.130. 41 147.237.72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
185. 130. 5. 231 147.237. 0. 200 Ay i of i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46. 19. 86. 209 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id AGK nunber noni t or 150
183.5.117.128 |China 147.237.72. 166 |aka. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 31
183.5.117.128 |China 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 31
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
107.167.117.35 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
80.179.114.27 [Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
176.13.5.145  [israel 147.237.77. 23 |mmbite i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 15
Ret ransni ssi on Packet dr opped.
46.19.85.157  |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
192.0.81.17 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 13
192. 0. 80. 167 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 13
62. 0. 197. 69 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
213.57.146. 178 | srael 147.237.76.42 |refush.idf.il  |Bad TCOP sequence mdﬁr:cr;rit with different monitor |12
213.57.247. 100 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 37 I srael 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 86. 37 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 37 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid sequence nunber noni t or 11
37.26.148.212 |israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.147. 177 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.117.58.174 |israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
37.26.147.156 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.235.124. 168|l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunber noni t or 10
195. 160. 242. 40 |l srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
62. 0. 200. 198 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 10
46. 19. 86. 37 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
138.134.192. 10 |l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
84.108.189.31 |[lIsrael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
79.177.237.166 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
82.166. 140. 117 I srael 147, 237. 72. 167 [i shuri maka i o |2 €M NG Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
81.218.188.55 |Israel 147. 237, 72. 167 |i shurimaka i of . | SaM NG Engi ne: TCP Ivalid  finvalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
192.114.91. 249 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁﬁsrcjlreansm wehdifferent 1 onitor o
46. 19. 85. 52 I 'srael 147.237.0.34 |tikshwv.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 8
80.178.198.50 |Israel 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nval i d ACK nunber alert 8
80.178.198.50 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
192.0.82.17 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
46. 19. 85. 182 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
62. 0. 200. 166 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 7
46. 19. 85. 52 I 'srael 147.237.0.34 |tikshwv.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 85. 158 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
81.218.104.30 | srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
2.54.6.173 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.148.228 |israel 147 237. 77, 243 |mobi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.21.87 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack rej ect
89.218.71.214 |Kazakstan 147.237.77.74 |lawidf.il drop SAMrul e drop
192.0.81. 17 Lhited Sates |147.237.77. 170 |naarachot.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
79.178.16.185 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or
192. 0. 80. 128 Lhited Sates [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
79.178.141.190 |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁg@‘sg rea”S”“ wehdifferent Joonitor |6
46.19.86.7 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 262
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 126
199.203.215.1 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 106
46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (403) Bl ock 80
79.176.131.22 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 52
183.5.117.128 |China 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 183.5.117. 128 B ock 31
183.5.117.128 |China 147.237.77.216|dover . i df . i | Mil ti pl e Unaut horized URL Access from183.5.117. 128 Bl ock 31
81.218. 48. 37 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 12
213.57.146.178 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from213.57.146.178 |B ock

109. 253. 144. 235|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock
46.117.164.93 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 7
208, 115.113.88 [Uhited Sates  [147.237.76.86 |navy.idf . il nuqas;t:‘gfr _i izleldgiﬁ/'focrisr; a;‘;/sho f or um asp B ock 6
183.5.117.128 |China 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 4
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 4
183.5.117.128 [China 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 4
185.3.147.134 |l srael 147.237.77.74 |lawidf.il Twa:fvflr d;r%l??/\vfe(t))lsaetri\/?rc]eze\:ejc)ﬂi)ftasinr;/ getcities Bl ock 3
176. 13. 19. 98 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.49. 234 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
37.26.148.129 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.50. 68 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 5. 145 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode Bl ock 3
185. 3.146. 196 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 2
2.54.13. 249 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
17.138.57.83  |Wited Sates  [147.237.77. 216 |dover . i df . i | o 2o e L over. asp) Bl ock 2
37.26.148.197 [israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None

195. 154. 227. 118|France 147.237.77. 216 |dover.i df . i | Dstributed I11egal HITP \ersion B ock
212.12.65. 154 :Z:::tr} on 147.237.72.166 [aka. i df . i | Vmu;l::ri Id?(.eidl /'\':raa;ihn(;c;i 333 gj\:shefriri cat i onser vi ce. asnx/ get aut huser Bl ock 2
95. 25. 133. 27 :32::1”' on 147.237.77.233|atal .idf . il Mil tipl e Unaut hori zed URL Access from 95. 25, 133. 27 Bl ock 2
2.54. 48. 100 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
107.178.194.79 |Uited Sates  [147.237.77. 216 |dover. i df .i | D stri uted lT;;fggzgfﬁeﬁvﬁ‘fispﬁ” Bl ock 2
46.117.58.174 [l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover . i df . i | D stri bt ec llf;;_tggggfﬂeﬁvgffsp;” Bl ock 2
81.218.241.25 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized URL Access from 81.218. 241. 25 Bl ock 2
208.115.113.88 |Uhited Sates  [147.237.76.86 |[navy.idf.il Mil tipl e Lhaut horized URL Access from 208. 115. 113. 88 B ock 2
37.26.149.198 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
17.138.57. 83 Uhited Sates |147.237.77.216|dover.idf .il Mil tipl e Unaut horized URL Access from17.138.57. 83 Bl ock 2
197.134.238. 71 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
37.26.148.141 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
107.178.194.83 |Uhited Sates  [147.237.77. 216 |dover . i df . | e 1) 1155, 23650 el dover. aue Bock |1
66.249.65.25  |Israel 147.237. 77. 170 |n@ar achot . i df . i | ﬂ‘;‘“tzggr ;27?(17&) d’?‘ﬁ?slsest/oz/ 111082, pef Bl ock 1
46.163.68.109  [Germany 147.237.77. 226 :‘,M:,Y chamat z. aka.1d mu::rr]];rralatzsdakf; d??ﬁihta?edl user cont r ol s/ header upper / Bl ock !
2.54.181. 207 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
85.250.243.72 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
217. 194. 206. 108|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
212.199.61.93 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 212.199. 61. 93 B ock 1
46.19. 85. 170 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
183.5.117.128 |China 147.237.72. 166 |aka. i df . i | Mil tiple Admn B ocking from183.5.117. 128 B ock 1
77.75.76. 166 Czech Republic [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/page/ 28/ B ock 1
207.46.13.10  |thited Sates  [147. 237. 72. 166 |aka. i df . i | shaut horj zed LR Aocees 10 onnt oact orm asp Bl ock 1
37.142. 68. 30 I srael 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 1
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