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|Top Attackers | n DDoS- Def ence |

01-13-2016-08:04:09 to 01-13-2016-09:04:09

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3280
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 225
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i forvard 75
37.145. 10. 137 Russi an Federation 147.237.77.216 dover.idf.il SYN H ood out of context drop 2

63.141. 227. 98 Lhited Sates 147. 237. 76. 197 e hinush.idf.il [Block Np Al Net drop 1

188. 32. 242. 94 Russi an Federation 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnalure Devi ce Action |Oount
200. 59. 205. 238 Argentina 147. 237.76. 42 refuah.idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
123.126.113. 154 Chi na 147.237.77.216 dover.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

A tacker

‘Target Address count ry Signature
200. 59. 205. 238 |147. 237. 76. 42 |Argentina refuah.idf.il QA Injection - Select From 3
12 109, 71. 118 |147 237 77 233 |1 sr el atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 3
DDos attack
66.249.73.206 |147.237.77.170|tnited Sates  |maarachot.idf.il ET SCAN NVAP -sA (2) 1
61.240. 144. 67 |147.237.0.19 [China nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227.7 |147.237.77.178|krai ne e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -f -sS 1
59.45.79.117 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
114.112.90.54 (147.237.8.46 |[China e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 32. 80. 52 147. 237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
114.112.90. 54 |(147.237.0.19 |[China nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 32, 80. 52 147. 237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
95. 211. 239. 230 [147. 237. 72. 156 |Net her | ands aman.idf.il C5- OTHER d sco | G5 HITP configuration attenpt 1
45, 32. 80. 52 147. 237.76. 34 yohal an. i df . i ET SCAN Potential SSH Scan 1
81. 144. 170. 190 [147. 237. 76. 200 |Uhi t ed Ki ngdoml|ei tan. aka.idf.i| ET SCAN NVAP -sS w ndow 1024 1
79.176.131. 22 |147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
61.244.49. 137 |[147.237.76.31 |Hong Kong nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
59.45.79.117  |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
59.45.79.117 |147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
124.104.241.1 |147.237.77. 216 |Phili ppi nes dover.idf.il portscan: TCP D stributed Portscan 1
59.45.79.117 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
114.112.90.54 |(147.237.0.34 |[China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 32. 80. 52 147.237. 76. 86 navy. i df . il ET SCAN Potential SSH Scan 1
114.112.90. 54 [147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
45, 32, 80. 52 147. 237. 76. 39 nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
87.69.105.56  |147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.54.170.174  |147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 110 |147. 237. 72. 166 | srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
82. 145. 218. 252 |Eur ope 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 29
195. 160. 240. 11 |l srael 147.237.72. 167 |ishurimaka.idf il Bad TCP sequence Invalid sequence nunier noni t or 19
Sreaming Engine: TGP Invalid i i ssi
2.52.137. 15 I'sr ael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. 15
Ret ransni ssi on Packet dropped.
109. 253. 200. 176/l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 12
109. 253. 200. 176|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |12
185. 120. 125. 31 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 255 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |7
46. 19. 85. 175 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
54.244.22.103 |lhited Sates |147.237.77. 176 |nat pash.i df . il dr op First packet isn't SYN drop 6
46.19. 85. 199 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
2.54.13, 217 I'sr ael 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.167 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
46.19.86.8 I srael 147.237.77. 233 [atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
62.0.221.1 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
93.172.167.38 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
93.172.167.38 I srael 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SYNWACK retransmit with monitor |5
di fferent w ndow scal e
217.194.197. 94 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
82.124.108.79 |France 147.237. 77. 216 |dover.idf i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 253. 204. 160|1 srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber monitor |5
93.172.167.38 [lIsrael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
46. 19. 85. 131 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 4
66.249.93.251  |Israel 147.237.76.202 |e.hal ag.i df . i Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 131 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
62.219. 150. 195 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 11 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
31.168.21.77  |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.45.37 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
109. 253. 200. 176l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |3
66.249.93.251 |wited Sates |147. 237. 76. 202 |e. hal ag. i df i Geo-| ocati on enf or cenent gﬁ?olrggi:]fn I nbound drop 3
Sreanming Engine: TCP Invalid i i ssi
2.54.147.139  |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor
46.19. 86. 75 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.54.13. 217 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
212.235.67. 167 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.172  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.131  |Israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.207  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.223 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46. 19. 86. 62 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.97.200 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
213.57.69. 125 |lIsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.52.137. 116 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
2.52.137.116 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 2
46.19. 86. 211 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |2
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
46. 19. 86. 75 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19.85.168 | srael 147. 237. 77. 226 | MW chamat z. aka. 1o oy 70p sequence Inval i d ACK nunber moni tor 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 64 I srael 147.237.0.19 |nadimatal .idf.i Ig?g?%log‘lthe Sane Response (de (404) in Session from B ock 118
46.19. 85. 64 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
46. 19. 85. 82 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 40
109. 253.199. 72 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
176. 13. 19. 98 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
2.54.15. 88 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 24
2.54.20.95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
109. 253. 220. 191 ]I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
185. 120. 126. 110 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 11
81.218.241.25 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df . il/$$$8282$5$ B ock 10
2. 54. 45, 202 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
89. 139. 132. 235 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
17.138.57.83 Lhited Sates 147.237.77.216|dover.idf .il Mil tiple Uhauthorized URL Access from 17.138. 57. 83 Bl ock 4
109. 66. 131. 77 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
192.118.10.10 |Israel 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 192. 118. 10. 10 B ock 4
109. 253. 199. 72 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 2
79.183. 240. 143 [Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
85.65.210.11  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt:?rc;lee? , g;egﬁrcyetim s/ 1 st chi | ddocument s/ 1152 Bl ock 2
176.97.116. 171 |lkrai ne 147.237.77.216|dover . i df . i PHP At t enpt B ock
109. 253. 193. 147|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19. 85. 18 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy.idf.il/size220x0/ si p_st or age Bl ock
84.108.36.108 |l srael 147.237.72. 166 |aka. i df . i | ma‘;it:ri ?ﬁdl %ﬂ{n\/”:;f;;f?f oirzot passnord, asp None 2
107.178.194.79 [Uited Sates  [147.287.77. 216(dover. i df i1 [0=" MGG RIS T eee o Bock |1
207.46.13.193 |[Lhited Sates |147.237.77.216|dover.idf .il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
2.54.170. 124 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
178. 154. 189. 204 :Zg::t”i on 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to waw i df.il/nazi B ock 1
84.109. 209. 134 I srael 147. 237.77. 216 |dover . i df . i | mﬂt;forl 'Iffgs(ﬁ‘c e/;cucsszolt s esour cel or eat of B ock 1
141.212.122. 145|lnited Sates |147.237.77.19 |l awforumidf.il |Unauthorized URL Access to 147.237.77. 19/ Bl ock 1
68.180.228.175 |[Lhited Sates [147.237.76.42 |refuah.idf.il D stributed Uhaut hori zed URL Access on 147.237.76. 42/ robot s. t xt B ock 1
46.19. 85. 240 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
213.151.47.17 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from213. 151. 47. 17 B ock 1
109.163.234.2  [Romani a 147.237.77. 216 |dover i df .i| [ ST1DUeC 1?;;}2;;5?&%&?2222” Bock |1
Unknown Par anet er
93.172.167.38 [Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/images/ 1. he/titlecap. png B ock 1
66. 249. 65. 17 | sr ael 147.237.77. 170 |m@ar achot . i df . i | |Unaut hori zed LRL Access to 147.237.77. 170/ robot s. t xt B ock 1
107.178.194.83 |Uited Sates  [147.237.77. 216 |dover. i df . il |0 TLoeC 1T§;t;§g'3;eﬁe%\/§°?sspf” Bock |1
46. 19. 85. 64 | srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
208.115.113.89 [lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwidf.il/igf B ock 1
2.54.170.174  |israel 147.237.77. 216 |dover . i df . i | fg‘sg&ac\,\?ﬂ&%‘fﬁfg - Protocol violation None 1
185. 120. 125. 60 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
85. 65. 210. 11 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
149.50.82.52  |Wnited Sates [147.237.72. 166 |aka. i df .i | mn:k“; I???‘;ﬁg nf;;g?:f/tgag?fEZ.N:;Sprhsachar $etl59 in None 1
46.19.86.8 I srael 147.237.77.234|hal ag. i df . i | O stributed Suspicious Response Code B ock 1
109. 201. 152. 248|Netherl ands  [147.287. 7. 216(dover. i df i1 [T GG TR TS TR eeese on Bock |1
95. 211. 239. 230 [Net her| ands 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ | evel / 15/ exec/ -/ B ock 1
40.77.167. 42 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
194. 90. 239. 2 I srael 147.237.77. 216 |dover.i df . il SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
82.80.213.220 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
176.97.116. 171 |[kraine 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 176.97. 116. 171 B ock 1
66. 249. 65. 21 I srael 147.237.77. 170 [naar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/fi | es/ 6/ 108246. pdf Bl ock 1
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