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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
dest - reset

Count
3021
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Device Action |Oount ‘

216.17.111.245 |wnited Sates 147.237.76.30 |hinush.idf.il [16634: HITP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185.99. 32. 2 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
122.114.17.100 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 2
66.249.78.146 |147.237.72.166|Wiited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
122.114.17.100 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
213.169.52.181 [147.237.8.27 |Blgaria e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 3072 1
122.114.17.100 (147.237.0.35 |China akavs. i df . i1 ET SCAN Potential SSH Scan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
120. 24.175. 112 [147.237. 77. 170 |Chi na mearachot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
77.127.109.209 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
180.97.221.22 |147.237.77. 233 |Chi na atal.idf.il SQ Injection - Select From 1
61.244.49.137 [147.237.77.178|Hong Kong e.natpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
180.97.221.22  |147.237.77. 233 |Chi na atal.idf.il ET VBB SERVER Possi ble SQL Injection Attenpt UN ON SELECT 1
37.26.149. 184  |147.237.77. 216l srael dover.idf.il portscan: TP D stributed Portscan 1
180.97.221.22  [147.237.77. 233 |Chi na atal.idf.il ET WEB SEFRVER MWYSQL SHLECT GONCAT SQL I njection Attenpt 1
134.191. 232. 72 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
122.114.17.100 |147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
122.114.17.100 [147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
213.169.52.181 [147.237.8.27 |Bilgaria e.nadimatal .idf.i|[ET SCAN NMAP -sS wi ndow 1024 1
186. 112, 120, 2511147 237 0.34 G0l onbi & Cikshuv.idf il ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 253. 134. 236(147. 237. 72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
180.97.221.22  |147.237. 77. 233 |Chi na atal.idf.il S generic sg with cooments injection attenpt - CGET paraneter 1
180.97.221.22  [147.237.77. 233 |Chi na atal.idf.il SQA 1=1- possible sg injection attenpt 1
61.240.144.67 |147.237.0.35 |China akave. i df.il ET SCAN NVAP -sS wi ndow 1024 1
180.97.221.22 [147.237.77.233|Chi na atal .idf.il ET VB SERVER Possible MSQL S Attenpt Infornation Schema 1
Access
122.114.17. 100 |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

ountry Target Address |Ste Signature

46. 19. 86. 25 I srael 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 34

85.64.150.23 |Israel 147. 237.76. 200 [ei tan aka i o i1 || S NG Engine: T Invalid imvalid segnent retramsmssion. | o 20
Ret ransnm ssi on Packet dropped.

207.46.13.99 |ited Sates  [147. 237. 76, 200 |eitan aka i i1 [ 2™ NG Engine: TP Invalid  linvalid segnent retransnission drop 20
Ret r ansni ssi on Packet dropped.

195. 160. 240. 11 [l srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid sequence nunber noni t or 20

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18

37.26.148.199 |[Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14

185.99.32.2 147.237.76.30 |himush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12

207.46.13.10 |ited Sates (147, 237. 76, 200 |eitan aka i 1 [ @M NG Engine: TP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.

185. 99. 32. 2 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 11

185.99. 32. 2 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

46.19.85.17  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.

46.19.85.73 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6

46.19.85.73 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6

185.99.32. 2 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6

46.19.85.73 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6

66.249.78. 252 |ited Sates  [147.237.0.19 |nadimatalior. 1| @M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

212.143.142. 56 || srael 147.237.77. 216 |dover.idf.i | drop First packet isn't SN drop

46. 19. 85. 50 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46.19.85.119 | srael 147.237.72. 166 |aka. i df . Streaming Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.73 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6

46. 19. 85. 87 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6

185.99. 32. 2 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5

82.166. 165. 76 [l srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 5

46.19.85.1 I srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19.85.192 |Israel 147. 237. 77. 216 |dover. i dof .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46.19.85.1 I srael 147.237.0.34 |tikshuwv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 52 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 85. 96 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4

66.249.78. 146 |Wited Sates  |147.237.72. 166 |aka i df il Streamng Engi ne: TP Invalid  finvalid segnent retramsmission. |y 4
Ret ransnm ssi on Packet dropped.

46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

157.55.30.156 |United Sates  |147.237. 76,200 |eitan aka idr. i1 |2 €M NG Engine: TCP Invalid  finvalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.

109. 253. 200. 53 | srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

65.55.210. 115 |Uited Sates  [147. 237, 76. 200 |eitan aka i i1 | SN NG Engine: TP Invalid invalid segnent retransmission. |, ) 4
Ret ransnm ssi on Packet dropped.

109. 253. 200. 53 |I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4

46.19.86.155 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4

94.230. 86. 232 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber roni t or 4

37.26.148.199 |Israel 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

87. 68. 159. 142 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.

37.26.146. 182 |Israel 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3

37.26.148. 204 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

79.179. 63. 133 |Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3

130. 193. 51. 92 gjj;’}on 147.237.0.34  |tikshuv.idf.il ;: ?Zr:srr]fi] Si'?gc'):e: TP Invalid :Dg‘é";‘(';td dsreggggé_ retransmssion. | o 3

79.182.54.197 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |imvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

46. 19. 85. 87 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 3

212.143. 231. 68 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TP Invalid  finvalid segnent retramsmssion. |y 3
Ret ransm ssi on Packet dropped.

79.178.97.49 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.

185.99.32.2 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
2.54.15. 88 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
2.54. 45, 202 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
17.138.57.83 |lhited Sates |[147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.57. 83 B ock 16
37.26.147.233 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
2.52.3.156 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
. . . Paraneter Type M ol ati on Repeat Password in
109.47.2.0 Ger many 147.237.77.243|nobi l e.idf . i | nobi | e, i df .| / sachar / changepassvor d Bl ock 7
37.26.147.185 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 6
46.19. 85. 64 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 217. 54 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.17.95 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
87.68. 145. 215 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 66. 131. 77 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.13. 249 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
m ny- kosher - kr avi . i , ,
85. 250. 230. 240 |l srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encodi ng from 85. 250. 230. 240 None 2
188. 143. 232. 19 RF;Z::;I: o 147.237.77. 216 |dover . i df . i | Mil ti pl e Lhaut horized URL Access from 188. 143. 232. 19 B ock 2
80. 246. 136. 153 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . . D stributed Uhauthori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
180. 97.221.22 |China 147.237.77.233|atal .idf.il Mil tiple signatures from 180.97.221. 22 B ock 1
. . Unhknown Paraneter catid in
66.249. 78. 146 |l srael 147.237.72.166 |aka. i df . i | v aka. i o . i |/ mai n r abanut / gener al . aspx None 1
109. 253. 195. 47 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI Sessions: sigal gs oS Atack None 1
208.115.113.82 |Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitelunsel ecat bl e. aspx B ock 1
87.69.215.49 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
77.125.92.150 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
188. 165. 196. 25 [France 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 188. 165. 196. 25 Bl ock 1
66. 249. 64. 243 |l srael 147.237.77. 216 |dover. i df .l Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch Bl ock 1
176.13.12. 143 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates [147.237.77.216|dover.idf .il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
81.218.241.25 |[lsrael 147.237.77.216|dover. i df .l Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 1
] . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
180. 97. 221. 22 |Chi na 147.237.77.233|atal .idf .il Lhaut hori zed URL Access to www atal .idf.il/news/htni/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 79. 109 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
46.121.80.115 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal.idf.il/1440-he/atal . aspx |B ock 1
2.54.48. 140 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Russi an . - Paraneter Type Molation f in
213.87.130.96 Federati on 147.237.77. 216 [dover . i df . i | wn i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
87.69.215.49 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wht raceabl e Gonnection - Unknown SSL Sessi on None 1
77.125.94.179 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . Unhaut hori zed URL Access to
188. 165. 196. 25 [France 147.237.77. 176 [nat pash. i df . i | v cogat . of i1/t enpl at es/ shar ed user cont rol s/ header upper/ B ock 1
. . Unaut hori zed URL Access to
66. 249.78.96 I'srael 147.237.77.74 (lawidf. il viwy | aw i df . i |/ nitenpl at econt rol s/ pi ct urei nf of pi ct ur ei nf 0. aspx Bl ock !
207.241.229. 48 |Lhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
m ny- kosher - kr avi . i i i
85. 250. 230. 240 |l srael 147.237.0.17 y |l1egal Paraneter Encoding rnd in . None 1
df.il m ny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
184.105. 139. 68 |Lhited Sates |[147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
66.249.79. 222 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ituriniasp/iturinpages. asp B ock 1
62.219.192.67 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 78. 166. 151 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.55. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Russi an . . Parameter Type Molation | in
213.87.130.96 Federati on 147.237.77. 216 [dover . i df . i | viewy i df . i |/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
92.108. 204. 129 |Net her| ands 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock
79.182. 110. 209 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
Unknown Par arret er
193. 34.57.101 |[Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i | W, i df . i1 /1133-20432- he/ kkkkkkk=b191514ckkkkkkk_b191514 |B ock 1
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