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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3093
93.172.241.72 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
71.69.237. 148 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

78.188. 24. 45 Tur key 147.237.76. 176 test.ncore.idf.il |[B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
193.201.227. 7 147.237.77. 170 Lkr ai ne naar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
125. 88. 181. 35 147.237.76. 34 Chi na yohal an. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
164. 39. 11. 198 147. 237. 76. 201 Uni ted Ki ngdom eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
46.19. 85. 132 I srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 13
109. 253. 199. 148]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 253. 199. 148|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
185.3.146.234 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
82.102. 169. 113 |l srael 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 6
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
2.52.144.165  |israel 147237, 72,167 | shurimaka it i1 | SAM NG Engine: TP Inval id |invalid segnent retransmission. |, o 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 130 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3
5.22.130. 181 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
185.99. 32. 2 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
85. 64. 49. 59 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
66.249.78.153 |United Qates |147.237.72. 166 |aka.idf.il Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 2
Ret r ansni ssi on Packet dropped.
79.178.55. 99 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.159. 23 | sr ael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
81. 169. 237. 146 |Cer many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop
180.97. 106. 162 |ni na 147.237.77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
180. 97. 106. 37  |Chi na 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
66. 147.244. 138 |Uhited Sates |147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
46.19.86.243  |[israel 147.237.77. 226 ["" chanatz. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |1
109. 201. 133. 100|Net her | ands 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 1
180. 97. 106. 161 |Chi na 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Sf]? O:ggﬁ:}'mo n i nbound drop 1
71.69.237.148 |wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
180. 97.106.36  |hi na 147.237.77. 212 |e. dover. i df .11 Geo-1 ocati on enf or cenent gﬁ?o'rggﬁ:nfn I nbound dr op 1
61. 240. 144.67 |China 147. 237. 76. 198 |e. yohal an. i df . | Geo- | ocati on enf or cenment Sﬁlf’o'r ZZ?L:non t nbound drop 1
130. 193, 50. 33 gz::;”ion 147.237.77.74 |lawidf.il Bad TCP sequence mﬁtrs\:;gxl;gth moni tor |1
216. 218. 206. 123|Wnited Sates |147.237.76. 202 |e. hal ag.i df . i Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
46. 19. 86. 130 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
93.172.241.72  |lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |1
180.97. 106. 162 |ni na 147. 237. 77. 227 |e. haraz. i of . | Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
180.97.106.37 |onina 147. 237. 76. 198 |e. yohal an. i df . | Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
66. 240. 236. 119 |Lhited Sates |147.237.77. 176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
61.240. 144. 67 |Chi na 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
31.210. 188. 51 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97. 106. 161 |Chi na 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
71.204.63.242 |lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106.36  |China 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.187.228. 146 |Uhited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
131.253. 26. 247 |Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
93.172.241.72 |lIsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
180. 97. 106. 162 |Chi na 147.237. 77. 243 |nobil e.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
180. 97. 106.37 |China 147.237. 77. 176 |nat pash. i df . | drop SAMrule drop 1
180.97.106.36 |China 147.237.0.33 |idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
17.138.57.83 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 17.138.57. 83 B ock 7
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 208. 115. 113. 88 B ock 5
109. 253. 221. 18 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code B ock 5
185. 120. 126. 44 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 2
109. 253. 223. 78 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
2.52.169. 117 | srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/sachar/index B ock 2
} . . D stributed Lhauthorized URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
185.32. 179. 147 |israel 147. 237. 72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/nain/ : xZx8xex B ock 1
gi yus/ gener al . aspx
37.26.149.223 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
109. 253. 141. 141 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
] . . URL is Above Root DOrectory
104. 131. 147. 112|Uhited Sates |147.237.77.216|dover.idf.i | v df i1/ ./ shared user cont rol s/ header upper/ B ock 1
149, 88. 138. 207 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte (e Character in URL /nainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
109. 66. 17.232 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ xm r pc. php B ock 1
80.246.139.75 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
_ ny-kosher - kravi . i df . , o
40.77. 167. 47 Lhited Sates |147.237.0.16 i Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
: . . D stributed Lhauthorized URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 |dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhknown Paraneter hc_location in
66. 249.78. 2 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai /g yus/ gener al . aspx None 1
208.115.113.88 |Uhited States [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi myonan/yorman.asp  |B ock 1
157. 55. 39. 88 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 66. 206. 123 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 109. 66. 206. 123 B ock 1
82.102. 169. 113 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
: . . Dstributed Lhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . DO stributed Unaut hori zed URL Access on
46.166.137.203 |Netherlands  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
: . . Dstributed Lhauthorized URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216 |dover. i df . i v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | tnknown Paraneter docl.. in None 1
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
: . . Dstributed Lhauthorized URL Access on
208.184.112. 74 |lWnited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39.251 |[thited Sates |147.237.77.176 |mat pash. i df.i | Unaut hori zed URL Access to waw cogat . i df . il /sip_storage/ Bl ock 1
109. 66. 206. 123 | srael 147.237.72. 166 |aka. i df . i | Mitiple LUtraceabl e S Sessions from109.66.206.123 (sigalgs |\, o 1
DoS At t ack)
89.139. 153. 198 |[Israel 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
: . . Uhaut hori zed URL Access to
207. 46. 13. 10 Lhited Sates [147.237.72.166|aka.idf.il v aka, i df i |/ val t and nai n/ per sonal ent r ance. asp B ock 1
. . Dstributed Lhauthori zed URL Access on
46.166.190. 132 |Netherlands  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
121. 54. 103. 235 |Phili ppi nes 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
: . . Dstributed Lhauthorized URL Access on
107.178.194.83 |[lhited Sates [147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . . Uhaut hori zed URL Access to
180.76. 15.139  |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9066- he/ r ef uah. aspx Bl ock 1
109. 66. 206. 123 |Israel 147.237.72. 166 [aka. i df . i | S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
} . . Uhknown Paraneter docid in
104. 131. 147. 112|Wited Sates |147.237.72.166|aka.idf.il v aka. i o i |/ kenhar /Kl al i/ cef aul t . asp None 1
207.46.13.170 |lLnited Sates [147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 1
. . Uhaut hori zed URL Access to
66.249.64.3 | sr ael 147.237.77. 176 |nat pash. idf.il wan cogat . i df . i | / coor di nat i ongaza/ gover nment B ock !
121. 54. 103. 235 |Phili ppi nes 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
} . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216 |dover.idf . il v i dff i 1/ 1133 22638- hel dover . aspx. Bl ock 1
77.125.94.179 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
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