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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3207
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4

115. 239. 228. 10 Chi na 147. 237. 76. 30 hi nush. i df . i | JLMPurple Con Linmt Htp drop 3

115. 239. 228. 10 Chi na 147.237.76. 30 hi nush. i df.il JLM Under _Attack Con Htp drop 2

198. 20. 70. 118 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

188. 165. 15. 207 France 147. 237.77. 226 vy, chanat z. aka. i df . i | 228: HITP. AwrefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79. 176. 50. 93 147.237.76.86 |[lIsrael navy. idf.il ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 22 147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
45.55.59.200  |147.237.0.16 ny-kosher - kravi .i df . i SER.’\/ER—APAO—E.ApaChe mod_ss| non- SSL. connection to SS. port 1
deni al of service attenpt
5. 39. 222. 196 147.237.76. 31 |Netherl ands nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
115.182.17. 13 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61.240. 144. 67 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 196 147. 237.76. 42 |Nether| ands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.39. 222. 196 147.237.76.30 |Netherl ands hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
128.199. 114. 242|147. 237. 77. 216 | ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
82.117. 208. 243 |[147.237.76. 30 hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54,244.22.103 |wnited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 91
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i sSi
2.54.37. 247 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. . 30
Ret r ansni ssi on Packet dropped.
54.244.22.103 |wnited Sates |147.237.77.233|atal .idf.il drop First packet isn't SWN drop 10
85. 64. 32. 104 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |5
85. 64. 32. 104 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaning Engine: TGP Invalid ' i ssi
66.249. 64.250 |Uited Sates |147.237.77. 234 |hal ag i o i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
82.145.218.61 |Europe 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.183.140.29 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
183. 89. 39. 56 Thai | and 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
79.181.198.36 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
157.55.39.87  |wited Sates [147.237.77. 243 |nobit e idf. i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 230 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |2
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates |147. 237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor
117. 215. 142. 226|Indi a 147. 237.77. 216 |dover.idf.il Bad TCP sequence noni t or
Sreaming Engine: TCP Invalid i i ssi
68.180.228. 112 |Whited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 225 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
185. 89. 217. 233 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor
185. 89. 217. 227 147.237.77. 216 |dover.idf .| B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
61.242.114.58 |China 147. 237. 77. 227 |e. hanaz. i f .| Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
176. 13. 0. 160 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122.185|lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.39.93. 143 France 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
117.215. 142. 226|India 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
185. 89. 217. 235 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Failed to hand e connection data |nenitor |1
184.105.139. 94 |[hited Sates |[147.237.8.28 e nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
. o . Geo- | ocati on i nbound
61. 240. 144. 67 |China 147.237.77.121 |e.navy.idf.il Geo-| ocati on enf or cenent enf or cenent drop 1
158. 255. 6. 220 R‘Sf:;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.120.42. 71 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 151|wnited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
. s . Geo- | ocati on i nbound
180.97.106.36 |Chi na 147.237.77. 121 |e. navy.idf il Geo- | ocati on enf or cenent enf or cenent drop 1
61. 240. 144. 67 |China 147.237.0.17 m” kosher-kravi.d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 186|lhited Sates [147.237.0.19 |madimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
117. 215. 142. 226|Indi a 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
81. 169. 237. 146 |Cer many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
184. 105. 247. 240|United Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61.240. 144. 67 |Chi na 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 1
162. 216. 46. 174 |lLnited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.120.42. 71 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212. 122. 152|wnited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- | ocati on enf or cenment ifolr (C’gignon | nbound drop 1
216.218.206.82 |lhited Sates |147.237.77.121 e navy.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
99.186.255.88 [lWited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 89. 217. 231 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor |1
61. 240. 144.67 |China 147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 190|United Sates |147.237.76.200 |eitan. aka. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
: . . D stributed Whaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
. . . Unhaut hori zed URL Access to
17.138.57. 83 Lhited Sates |147.237.77.216|dover.idf.il v i df i |/ shar edf user cont rol s/ header upper / B ock 2
79.176.52.253 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
2.54.37. 247 I srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock
: . . O stributed Whaut hori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
! . . D stributed Whaut hori zed URL Access on
204.13.200. 200 |lhited Sates |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . O stributed Whaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il wwv i df . i |/t enpl at es/ sendt of ri end/ kkkkkkk=1c5cf 4blkkkkkkk_1c5c |B ock 1
f4bl
68.180. 228. 112 |Wnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1381-he/ dover. aspx [B ock 1
17.138.57. 83 Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.57. 83 B ock 1
: . . D stributed Whaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf .i | v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
: . . O stributed WLhaut hori zed URL Access on
107.178.194.79 |Uhited Sates |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ mai 1/ gi yus/ f or urTs. aspx B ock 1
184. 105. 247. 196|Uhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v i df . i|/1393-en/ dover. aspx |Bl ock 1
! . . D stributed Whaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249.78.246 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
199. 30. 24. 227 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
ny-kosher - kravi . i df |ss_ untraceabl e Gnnection - Protocol viol ation
45. 55, 59. 200 147.237.0. 16 o (SSL_CONN CLI ENT_HELLO) None 1
157.55.39. 137 |Uhited Sates [147.237.72. 156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . DO stributed WLhaut hori zed URL Access on
66.249.79.105 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
93.173.228.166 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
174.129.228.67 |Uhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249.79.218 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st orage/ i | es/ 5/ 18205. pdf B ock 1
) . . Unhaut hori zed URL Access to
17.138.57.16  [lhited Sates |147.237.77. 176 (mat pash. i df. il v cogat . i df i 1/ shar ed/ user cont r ol s/ header upper / Bl ock 1
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